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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 16829
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- M SC- Sl owl ori s- DO&- Var 1 dest - r eset 3
81.218. 65. 210 | srael 147.237.77.176 natpash.idf.il |Bock Wdp All Nets drop 3

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 2

192. 96. 201. 142 Lhited Sates 147. 237. 76. 202 e halag.idf.il |Block Udp Al Nets drop 1
62.138. 2. 122 Ger many 147.237.76. 30 hi nush. i df . i | Bl ock_Up Al _Nets drop 1
94.102. 52. 10 Net her | ands 147.237. 76. 197 e hinush.idf.il |Block_ Udp Al _Nets drop 1

192. 96. 201. 142 Lhited Sates 147.237. 76. 201 e atal.idf.il B ock_Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address ‘Attacker Qountry |Ste

Signature
ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nkiller2 DDos

165. 225. 72. 80 [147. 237. 77. 233 [Ger many atal .idf.il 10
att ack
195. 34. 150. 18 |147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LW wth fake user agent 3
66.249. 78.254 |147.237.72.166 |Lhited Sates akaidf.il ET SCAN NVAP -sA (2) 2
31.154.10.66  |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
212.179. 21. 194 |147. 237. 77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
185.34.0.141  |147.237.77. 216 |Ger many dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
151.11.201.3 |147.237.72.166|Italy aka.idf.il ET SCAN NVAP -sS w ndow 3072 1
151.11.201.3 |147.237.72.166|italy aka.idf.il ET SCAN NVAP -f -sS 1
46. 121. 136. 245 [147. 237. 72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
37.26.148.204 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
212.179. 34. 170 |147. 237. 77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
185.3.144.30  [147.237.77. 216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
158. 255. 5. 147 |147. 237. 76. 39 ?;Z:::ﬂon nobi | e. nei tav. i df.i [ET SCAN NVAP -sS wi ndow 1024 1
151.11.201.3 |147.237.72.166|italy aka.idf.il ET SCAN NVAP -sS w ndow 2048 1
109. 64. 201. 75 |147.237. 77. 216 [l srael dover.idf.il portscan: TCP O stributed Portscan 1
46.151.52. 139 [147.237.77.19 |Wkraine lawforumidf.il |[ET SCAN NMAP -sS wi ndow 1024 1
46.121.75.54  |147.237.77. 216l srael dover.idf.il portscan: TCP DO stributed Portscan 1
213.57.172. 190 |147. 237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
208.115.111. 73 [lhited Sates  [147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 27
77.179.178.100 |Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 21
162. 210. 196. 98 |lLhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 20
reamn ine: TCP Invali i i ssi
109. 253. 150. 138l srael 147, 237 72. 167 |i shuri maka i of i || €2 g Engi ne P Invalid invalid segnent retransnission drop 15
Ret r ansni ssi on Packet dropped.
2.55. 155. 26 I srael 147.237.77. 233 |atal .idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 12
128.250.0.222 |Austraia 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 11
109. 65. 6. 132 I srael 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 11
79. 176. 56. 72 | srael 147.237.72. 166 |aka.i df .i SYN Attack SYN -> SYN ACK -> Ti meout rej ect
62. 0. 203. 129 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop
46.19. 86. 116 I srael 147.237.77. 216 |dover. i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect
Sreaming Engine: TGP Invalid i i sSi
66.249.78.252 |Wited Sates  |147.237.0.19 |madimatal.idf.il 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
2.55.1.217 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
Sreaming Engine: TGP Invalid i i ssi
62.219.245.57 |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
. . SYNPAXK retransmit with different .
80. 246. 139. 122 |l srael 147.237.72. 166 |aka.i df . il Bad TCP sequence wi ndow scal e noni t or 6
e SYNVACK retransmt wth different .
2.55.1.217 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence wi ndow scal e moni t or 6
52.29.223. 39 Ger many 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreaming Engine: TGP Invalid i i sSi
149.78.18.107 |wited Sates |147.237.72. 166 |aka idf.il 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
91.121.101.78 |Fance 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
168. 235. 206. 199|Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
165. 225.72. 80  |Ger many 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber noni t or 4
193. 110. 211. 41 |Turkey 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
Russi an S -
141.8.132. 78 Federat i on 147.237. 77. 216 |dover.idf.il dr op First packet isn't SWN drop 4
194. 90. 128. 185 |l srael 147.237.77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
2.53.128.123 I srael 147.237. 72. 166 |aka. i df il SYN At tack SYN -> SYN-ACK -> RST rej ect 4
80. 246. 139. 135 |l srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
Sreamng Engine: TCP Invalid i i ssi
79.179. 150. 154 i srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
reanmn ine: TCP Invali i i ssi
46.19.85.184  |Israel 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
46.120.160. 25 [Israel 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber noni t or 3
Sreanming Engine: TGP Invalid i i ssi
82.81.565.185 | srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
79.177.204. 196 |lsrael 147.237.72. 156 |anan. i df . i | SYN Attack SYN -> SYN ACK -> Ti meout rej ect 3
Sreanming Engine: TGP Invalid i i ssi
2.53.16. 130 I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 64.59. 203 |l srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
37.26.147.244 |israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.181. 168. 163 I srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
149.78.233.60 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 159. 41 |l srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
84.228. 147. 236 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
192. 146. 6. 2 Wited Sates  |147. 237. 72. 166 |aka i of .1 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
46.19.86.127  |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.53.37.3 I'srael 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
37.26.148.139 |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
5.28.166.218  |Israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
80. 74. 105. 107 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
Sreaning Engine: TGP Invalid i i ssi
66.249.80. 118 |Wited Sates |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
2.55.143.134  |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46.19.86.139  |Israel 147.237.77. 243 |nobil e. i of . | 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
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A tacker

Attacker Address count ry Target Address |[Ste Signature

Streaming Engine: TCP Invalid |invalid segnent retransnission.

148. 177. 129. 211 |Eur ope 147.237.72. 166 |aka. i df .i | ..
i Ret ransm ssi on Packet dr opped.

drop 3
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |[Site Sgnature Acti on ‘Count
46. 19. 85. 97 | srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 139
2.53.175. 137 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 88
176.13. 7. 201 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 21
109. 253. 224. 2481 srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 10
109. 253. 224. 251 |1 sr ael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 7
195. 154. 73. 222 |France 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 195. 154, 73. 222 B ock 5
66.249. 83. 248  |Israel 147.237.77. 216 |dover. i df . i | Dstributed Whaut hori zed URL Access on wawidf.il/error.htm |[B ock 4
79.178. 209. 149 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 4
109. 226. 44. 156 |l srael 147.237.77. 216 |dover.idf . il Dstributed Uhaut hori zed URL Access on waidf.il/error.htm |[B ock 4
109. 253. 224. 246 |l srael 147.237.0.19 |madi matal .idf.il |DOstributed Suspicious Response Code Bl ock 3
. . . Paraneter Type M ol ati on Repeat Password in
46.19. 86. 139 I srael 147.237.77.243|nobi l e. i df . i | nobi | e. i df i | / sachar/ changepassvor d B ock 3
176.13.13.135 |[lIsrael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
176.13.13.239 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
109. 253. 224. 239]I srael 147.237.0.19 |madimatal .idf.il |DOstributed Suspicious Response Code B ock 3
85.250.47.170 [Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Bte Gode Character in URL from85. 250. 47. 170 |B ock 2
141.8.132. 78 Russi an Federation 147.237.77. 216 |dover.i df .i | Mil tiple Unauthorized UR. Access from 141.8.132. 78 B ock 2
. . Unaut hori zed URL Access to
81.218.33. 77 I sr ael 147.237.77. 176 [nat pash. i df . i | vow cogat i df i 1/si p storagel il es/ 9/ 4629, ] pg B ock 2
2.53.179. 227 | srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 2
82.81.94.218 I srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw i df.il/tenpl ates/articl e/ mobile |B ock
46.19. 85. 46 I srael 147.237.77. 216 |dover.idf . il Abnormal |y Long Request request version B ock
180.76. 15.5 hi na 147. 237. 72. 156 |anan. i df . i | Distributed Uhaut horized LR. Access on B ock 1
list.ips.gov.il/robots.txt
66.249. 83.245 |[Israel 147.237.77. 216 |dover.idf . il Dstributed Uhaut hori zed URL Access on waidf.il/error.htm |[B ock 1
. . Unaut hori zed URL Access to
66.249. 64. 131 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or Um asp B ock 1
46. 19. 85. 98 I srael 147.237.76.42 |refuah.idf.il Illegal HITP \ersion B ock 1
94.188. 161. 145 |l srael 147.237.77. 216 |dover . i df . i | Unaut hori zed HTTP Met hod B ock 1
. . D stributed Uhaut hori zed URL Access on
80.179.223.31 |Israel 147.237.77. 176 [mat pash. i df . i | v cogat i df i | /i p_storagelfi | s/ 9/ 4629, pg B ock 1
. . Unaut hori zed URL Access to
2.53.173.87 I srael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl e shar ed dat epi cker . css Bl ock 1
207.46.13.125 |Wnited Sates 147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in B ock 1
vy ti kshuv. i df . il /sitel/ general . aspx
. - Unaut hori zed URL Access to
66.249.75.118 |l srael 147.237.77. 216 |dover. i df . i | vw i df i 1/ engl i s/ news/ j oseph t orb,_8oct 00. st nf quot ] t i s Bl ock 1
. . Unaut hori zed URL Access to
165.225.72.80  [Ger many 147.237.77.233(atal .idf .il 147. 237.77. 233/ 1501- hel at al . aspx Bl ock 1
46.19. 85. 46 I srael 147.237.77. 216 |dover.idf . il Il1egal HTTP Version __atuvs=5717184b2d4c7777000 B ock 1
nobi | e. nei tav. i df. _
185. 32.179. 149 |l srael 147.237.76. 39 | SSL Wntraceabl e Gonnection - (pen Mde None 1
. . D stributed Lhaut hori zed URL Access on
66.249. 64. 137 |l srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or Um asp B ock 1
46.19. 85. 98 I srael 147.237.76.42 |refuah.idf.il Mal formed URL he-il, he; g=0. 8, en- us; g=0. 6, en; g=0. 4 B ock 1
94.188. 161. 145 |l srael 147.237.77. 216 |dover. i df .i | Unaut hori zed URL Access to waw i df.il/hebrew Bl ock 1
- . Unaut hori zed URL Access to
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx Bl ock 1
109. 253. 224. 246 I srael 147.237.0.19 |madimatal .idf.i| |"&amter Tvpe Molation ctl00Scontent A acetbl der1stxt Gapteha |y o) 1
innmadimatal .idf.il/nobile/login. aspx
Pal estinian Territory, ; . D stributed Lhaut hori zed URL Access on
46. 43. 80. 56 Cecupi ed 147.237.77. 176 |mat pash. i df . i | vown cogat . i df i 1/894- ar B ock 1
46.19. 85. 46 I srael 147.237.77. 216 |dover.idf . il Mal formed URL _ atuvc=1 B ock 1
88.128.80.112 |Germany 147.237.72. 156 |aman. i df . i | NMJDIJ;)‘)I e Untraceabl e S Sessions from88. 128.80. 112 (Qpen 1
nobi | e. nei tav. i df . i|untraceabl e S Sessions: Protocol viol ation
185. 32.179. 149 [Israel 147. 237. 76. 39 | (SSL_OONN_CLI ENT_HELLO) None 1
79.178.114. 102 |lsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/gius B ock 1
66. 249. 69. 32 I srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 1
141.8.132.78 Russi an Federati on 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to wawidf.il/daily-statistics/ B ock 1
109. 226. 17. 214 |Israel 147.237.77.216|dover . i df . i | Dstributed Whaut hori zed URL Access on waidf.il/error.htm |[B ock 1
46. 19. 85. 98 I srael 147.237.76.42 |refuah.idf.il Unknown HTTP Request Method Language: in URL he-il, he B ock 1
. . Unknown Paranmeter _ VI EASTATEENCRYPTED i n
81.218.53.186 |l srael 147.237.72. 166 |aka. i df . i | vw aka, i dff . i |/ mai n/ sachar / nas. aspx None 1
. . D stributed Lhaut hori zed URL Access on
66. 249.78. 234 I srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ gi yus/ f or uni asp/ showf or um asp B ock !
. . Unaut hori zed URL Access to
46.117.62.227 |israel 147.237.72. 156 |anan. i df . i | e i1/t tps: /v il B ock 1
. . Unknown HTTP Request Met hod
46.19.85. 46 | srael 147.237.77. 216 [dover . i df . i | Sessi onl d=w0f t j y45dkvcvv45l eeaOu55; in URL _ atuvc=l B ock !
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