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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 4
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP-M SG- Sl owl ori s- DOG- Var 1 dest - r eset 3
185. 103. 252. 141 Russi an Federation 147.237.76. 201 e atal.idf.il B ock Np All Net drop 1
73.141.192. 115 Lhited Sates 147.237.76. 198 e.yohalan.idf.il |Bock Wdp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature
SERVER APACHE Apache nod_ssl

non- SSL connection to SSL port

89. 234. 68. 82 147.237.72. 167 |Irel and i shuri maka.idf.il ) . 7
deni al of service attenpt
86.47.80.146  |147.237.77.216|irel and dover.idf.il SERVER APACFE Apache med_ssl non-SSL connection to S8 port 7
deni al of service attenpt
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
85.131. 208. 140 [147.237.0.200 [Ger many mdu. i df il ET SCAN Potential SSH Scan 1
80. 82. 78. 38 147.237.8.27 |Netherl ands e.nadimatal .idf.i [ET SCAN NVAP -sS wi ndow 1024 1
183. 60. 48. 25 147. 237. 76. 202 [Chi na e halag.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
58.218.205.69 |147.237.0.19 |China madi matal .idf.il |ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 76. 198 |Chi na e.yohalan.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
40. 69. 45. 42 147.237.76.196 |Lhited Sates |e.svivaidf.il ET SCAN NMAP -sS wi ndow 2048 1
183. 60. 48. 25 147. 237. 76. 148 |Chi na gacenter. aka i df.i[ET SCAN Pot ential VNC Scan 5900- 5920 1
36.72.228.72 147. 237. 76. 176 |I ndonesi a test.ncore.idf.il |[ET SCAN NMAP -sS w ndow 4096 1
151.11.201. 3 147.237.77.74 |italy lawidf.il ET SCAN NVAP -sS w ndow 4096 1
36.72.228.72 147. 237. 76. 176 || ndonesi a test.ncore.idf.il |[ET SCAN NVAP -f -sS 1
113. 240. 250. 154|147. 237.8.50 |Chi na etikshuv.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
104.130. 70. 221 |147.237.8.50 |lhited Sates |e.tikshuv.idf.il |ET SCAN NVAP -sS w ndow 1024 1
80. 82. 78. 38 147. 237. 77. 179 [Net her | ands e.nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
187 185,81 117 |147. 237 0.32  |nesxi co tikshov. i ] ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
58.218.205.69 [147.237.76.30 |China hi nush. i of . i | ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 76. 201 |Chi na e.atal.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
40. 69. 45. 42 147.237.76.196 |Lhited Sates |e.svivaidf.il ET SCAN NMAP -sS wi ndow 4096 1
183. 60. 48. 25 147. 237. 76. 197 [Chi na e. hinush.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
40. 69. 45. 42 147.237.76.196 [Lhited Sates |e.svivaidf.il ET SCAN NVAP -f -sS 1
173.65.154. 27 |147.237.76.38 |lhited Sates |e.e.neitav.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
36.72.228.72 147. 237. 76. 176 |I ndonesi a test.ncore.idf.il |ET SCAN NVAP -sS wi ndow 2048 1
151.11. 201. 3 147.237.77. 74 |italy lawidf.il ET SCAN NVAP -sS w ndow 3072 1
107. 158. 255. 194|147. 237.76.38 |lLhited Sates |e.e.neitav.idf.il |ET SCAN NVAP -sS wi ndow 4096 1




04-20-2016-06:04:01 to 04-20-2016-07:04:01

|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Z?tlli f;

94.159. 164. 252 |l srael 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 29

185. 26. 180. 43  |Europe 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 28
Sreanming Engine: TCP Invalid i i ssi

66.249.78.146 |lnited Sates 147. 237. 72. 166 |aka i of . i | 9 =9 Invalid segnent retransmssion. o 26
Ret ransnm ssi on Packet dropped.

94.77.196. 82 Saudi Arabia 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18

41.79. 122. 26 N/ A 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18

24.148. 88. 48 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12

68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10

194. 218.27. 162 |Sweden 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |[reject

185. 26. 180. 43 |Europe 147.237.77. 216 |dover.idf . i SYN At tack SYN -> SYN-ACK -> RST rej ect

37.26.146.163 |Israel 147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreaming Engine: TCP Invalid i i ssi

79.181. 215. 138 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Inval i d segnent retransmssion. |, 6
Ret ransni ssi on Packet dr opped.

220. 245.229.50 |Australia 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> Timeout |[reject

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop

5.116. 1. 128 L;ZEH:??C 147. 237.77. 216 |dover. i o . | Bad TCP sequence I'nval i d AGK nunber monitor |6

37.26.146.139 |Israel 147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

2.55.38.211 I srael 147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5

220. 245. 229.50 |Australia 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5

54.236.1.77 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4

5.116.1. 128 IFL.ZEBI :i'?’f"'c 147. 237.77. 216 |dover. i df . i Bad TCP sequence Invalid ACK nunber aert 4

62.128. 48. 84 I srael 147.237.77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> Tineout |reject 4

194. 218. 27. 162 [Sweden 147.237.72. 166 |aka.i df .il Bad TCP sequence noni t or

91.200.12.136  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop
Sreaming Engine: TCP Invalid i i SSi

65.55.210. 126 |lnited Sates 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Inval id segnent retransmssion. |, 4
Ret ransm ssi on Packet dr opped.

54.236. 1. 67 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4

208.115.111. 73 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4

149. 202. 98. 160 |Fance 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3

2.54.98. 182 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence I'nval i d ACK nunber monitor 3
Sreanming Engine: TCP Invalid i i SSi

79.181. 164. 119 |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. | o 3
Ret ransnm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

46.19.86.32  |israel 147.237.72. 166 |aka.i df .i 9 =g Inval i d segnent retransmssion. |, 3
Ret ransnm ssi on Packet dr opped.

2.54.98. 182 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunber noni t or 3
Sreamng Engine: TP Invalid i i ssi

46.19. 86. 67 I srael 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

66.249.78.254 |lnited Sates 147. 237. 72. 166 |aka i of . i | 9 g Invalid segnent retransmssion. o 3
Ret ransnm ssi on Packet dropped.

64.246.161.30 [Lhited Sates  |147.237.77.233|atal.idf.il Header Rejection rﬁa?;u;g ection pattern found | oivor |3

194. 218.27. 162 |Sweden 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber alert 3

149.78.154.69 |Israel 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Timeout |[reject 3

194. 218. 27. 162 [Sweden 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber nonitor |3

2.54.98.182 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Inval id ACK nunber alert 3

Russi an ) S Sreaning Engi ne: TCP I nval i d|invalid segrent retransmission.

93. 158. 152. 201 er ot on 147.237.0.34  [tikshuv.idf.il Ret r ansm ssi on Packet dr opped. drop 3
Sreaming Engine: TCP Invalid i i ssi

176.13.13.120 [israel 147.237.72. 166 |aka i df . 9 =g Inval id segnent retransmssion. |, 3
Ret ransni ssi on Packet dr opped.

68.180. 229. 154 |lLhited Sates 147.237.77. 170 |naar achot . i of . i | Bad TCP sequence I'nval i d ACK nunber noni t or 2

68.180. 229. 170 [United States  [147.237.77. 226" chanatz. aka. 1df 1pad TGP sequence Inval i d ACK number moni tor |2

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2

128.250.0.222 |Australia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 2

96. 226. 203. 155 |Lhited Sates 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval id ACK nunber alert 2

212.199. 182. 150]I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2

68. 180. 229. 154 |lhited Sates 147.237.77. 170 |naar achot . i df . i | drop First packet isn't SN drop 2

2. 53.150. 226 I srael 147.237.77. 243 |nobi le.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 2

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2

41.79.120.18 N/ A 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Tinmeout |reject 2

68.180. 229. 170 |Wnited Sates 147. 237, 77. 206 | chanat z. aka. idf 1, First packet isnt SN drop 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
79.178.114. 102 |lsrael 147.237.72.166|aka. i df . i | Unaut hori zed URL Access to wawn aka.idf.il/gius B ock
89. 234. 68. 82 Irel and 147.237.72.167|i shuri maka. i df . i|untraceabl e SS_ Sessi ons: Protocol violation (SSL_GONN QLI ENT_HELQ [None
. . S3. Whtraceabl e Gnnection - Protocol violation
86. 47. 80. 146 Irel and 147.237.77.216|dover . i df . i (SSL CONN LI ENT HELLO) None 1
66.249.78.199 |[lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to aka.idf.il/yohal an/ mai n0926. ht m Bl ock 1
104. 128. 144. 131|Canada 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ B ock 1
41.239.143.16 |Egypt 147.237.77.216|dover . i df . il Lhaut hori zed URL Access to wawidf.il/arr/ B ock 1
87.71.61.25 I srael 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to waw aman.idf.il/https:/ww anan.idf.il/ |B ock 1
. . D stributed Unaut hori zed URL Access on
66.249.78.234 |lIsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
130. 185. 155. 10 |Sweden 147.237.76.42 |refuah.idf.il PHP Attenpt B ock
80.246.133.27 |[Israel 147.237.77. 176 |mat pash. i df . i | Parameter Type Mol ation toDate in ww cogat.idf.il/901-he/ cogat.aspx |B ock 1
. . Uhaut hori zed URL Access to
66.249.66.121 [Israel 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ 994~ 8762- he/ r ef uah. aspx B ock 1
68. 180. 229. 241 |wnited Sates 147. 237. 7. 176 | mat pash. idf il Unaut hori zed URL Access to waw cogat . idf.il/1927-en/ cogat . aspx B ock 1
gaza senanal es
38.111.147.83 [lnited Sates 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to waw i df.il/894-he B ock 1
130. 185. 155. 10 |Sweden 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to waw refua. atal .idf.il/wp-1ogin. php Bl ock 1
84. 95. 85. 112 I srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter y in ww aka.idf.il/main/sachar/ payslips. aspx None 1
66.249. 66. 123  [Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
93. 160. 60. 22 Denmar k 147.237.77.216|dover.i df .l Uhaut hori zed URL Access to wan i df.il/newsitelenglish Bl ock 1
: . . Uhaut hori zed URL Access to
68.180.230.45 |lhited Sates  [147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9740- he/ r ef uah. aspx Bl ock 1
40.77. 167. 44 Lhited Sates 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
178. 49. 154. 149 RJSIS;;ni o 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df . i | /894- he/ chi nuch. aspx B ock 1
. . Mil tiple Lhtraceabl e SSL Sessi ons from 86. 47. 80. 146 (Prot ocol
86. 47. 80. 146 Irel and 147.237.77.216|dover . i df . il viol ation (SSL CON LI ENT HELLO)) None 1
66.249.75.118 |Israel 147.237.77.216|dover. i df . il Unaut hori zed URL Access to ww i df . i1/ hi mush/ B ock 1
104. 128. 144. 131|Canada 147. 237. 76. 147 |chi nuch. aka. i df . i|uaut hori zed URL Access to 147.237. 76. 147/ B ock 1
. . . Uhaut hori zed URL Access to
74.111.42. 147 |United Sates  |147.237.77.176|nat pash.i df .i | ww cogat i df i 1/si p storagelfi | es/ 6/ 4616, pg Bl ock 1
40.77.167.72  |Wnited Sates  |147.237.76.86 |[navy.idf.il Unhaut hori zed URL Access to 147.237. 76. 86/ robot s. txt B ock 1
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