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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site

|Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 1011
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |JLM Under Attack Con Htp drop 4




04-20-2016-04:04:04 to 04-20-2016-05:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site ‘Sgnature Device Action |Count
203. 206. 226. 146 Australia 147.237.0. 34 tikshuv.idf.il |[3885 HITP. PP File Include Exploit B ock 2
203. 206. 226. 146 Australia 147.237.0. 34 tikshuv.idf.il |[4807. HITP. PHP File Include Exploit B ock 1




04-20-2016-04:04:04 to 04-20-2016-05:04:04

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 78. 254 147.237. 72. 166 Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 4
117. 34. 70. 143 147.237. 8. 45 Chi na eeitanidf.il ET SCAN Potential SSH Scan 1
107. 158. 255. 194 147. 237. 77. 205 Lhited Sates prisha.idf.il ET SCAN NVAP -sS w ndow 2048 1
80. 82. 78. 38 147.237.8. 46 Net her | ands e. chinuch. i df .il ET SCAN NVAP -sS wi ndow 1024 1
13. 92. 245, 177 147.237.8. 28 Lhited Sates e. nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 4096 1
117. 34.70. 143 147.237. 8. 27 Chi na emadimatal .idf.il ET SCAN Potential SSH Scan 1
107. 158. 255. 194 147. 237. 77. 205 Lhited Sates prishaidf.il ET SCAN NVAP -f -sS 1
13. 92. 245, 177 147.237.8. 28 Lhited Sates e. nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 3072 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
167.114. 156. 16 |Canada 147. 237.77. 216 |dover. i df .i 1 drop First packet isn't SN drop 117
Sreaning Engine: TCP Invalid i i ssi
66.249.78.146 |lnited Sates |147.237.72. 166 |aka i df il 9 =g Invalid segnent retransmssion. g 24
Ret r ansni ssi on Packet dropped.
95. 86. 77. 241 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
171.25.193. 131 [Sweden 147. 237. 77. 216 |dover . i df . i | drop First packet isn't SN drop
Lhited R -
163. 172.7. 229 Ki ngdom 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
46.19.85.171 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
. o . Geo- | ocati on i nbound
61.178.130.75 |China 147.237.0.200 |[rdu.idf.il Geo- | ocati on enf or cenent enf o Conpnt drop 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
10.0.0.6 147.237.72. 167 |i shurimaka.i df.il dr op Frst packet isn't SN drop
Korea, Republic R ~ . Geo- | ocati on i nbound
183.104.100. 66 | 147.237.76. 44 |e.refuah.idf.il Geo- | ocati on enf or cenent enf or conent drop 3
Sreanming Engine: TCP Invalid i i SSi
66.249.79.102 |tited Sates |147.237.0.34 [tikshuv.idf.il 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
77.66.11.145  |Denmark 147.237.0.34 |tikshuv.idf.il 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
95.242. 241. 172 |italy 147. 237. 77. 170 [naar achot . i of . i | drop drop 3
106.184.3.122  |Japan 147. 237. 77. 226 "LI"‘IW chanat z. aka. 1df ey At t ack SYN -> SYN-ACK -> Timeout  |reject 3
201. 205. 142. 206|Qsta R ca 147.237.76. 201 |e. atal .i of . Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 3
enf or cenent
178.21.55.21  |Hungary 147. 237.76. 196 |e. sviva i df .| Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 3
enf or cenent
Russi an . o Streanming Engine: TCP Inval id |invalid segnent retransnission.
37.9.122. 202 ot i on 147. 237. 76. 200 [ei tan. aka. i of . i | Ret 1 ansn Ssi on Packet. dr opped. drop 3
S . Geo- | ocati on i nbound
85.97.198.228 |Turkey 147.237.76. 201 |e. atal .idf.il CGeo- | ocati on enf or cenent enf o Conpnt drop 2
114.32. 219. 204 |Tai wan 147. 237. 77. 212 |e. dover . i f . | Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 2
enf or cenent
13.92.245.177 |Uited Sates [147.237.8.28 |e.nobile-ks.idf.il  |Geo-1 ocation enfor cenent Geo-I ocat i on i nbound dr op 2
enf or cenent
118.68. 215. 174 |Vi et nam 147.237.0.200 |rdu.idf. il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 2
enf or cenent
91.200.12.136 |kraine 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 2
. o . Geo- | ocati on i nbound
187.22.50.161 |Brazil 147.237.76. 202 |e. hal ag.i of .i | Geo- | ocati on enf or cenent enf or cenent drop 2
) ) R . Geo- | ocati on i nbound
189. 61.131. 147 |Brazil 147.237.8.24 |e.lifestyle.idf.il Geo-1 ocat i on enf or cenent onf or cement dr op 2
e . Geo- | ocati on i nbound
14.169.67.54  |M et nam 147.237.0.200 |ndu.idf.il Geo- | ocati on enf or cenent enf or cenent drop 2
) ) s . Geo- | ocati on i nbound
187.66.194. 144 |Brazil 147. 237.76. 197 |e. hi nush. i of . i | Geo-1 ocat i on enf or cenent onf or cement dr op 2
Sreaming Engine: TGP Invalid i i ssi
207.46.13.95 |twited Sates |147.237.72.166|aka.idf.il 9 =g Invalid segnent retransmssion. 2
Ret ransni ssi on Packet dropped.
109. 251. 210. 23 [Wkrai ne 147. 237. 76. 197 |e. hi nush. i df . i Geo- | ocati on enf or cenent Ceo-| ocati on i nbound drop 2
enf or cenent
220. 132. 207. 234|Tai van 147.237.0.200 |rdu.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 2
enf or cenent
37.26.149.206 |Israel 147.237.77. 226 |} " chanat z. aka. 1df 1paq TOP sequence Inval i d ACK number moni tor  [2
213.14.190.73  |Turkey 147. 237. 76. 199 |e. nakchal .i df . i Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 2
enf or cenent
. s . Geo- | ocati on i nbound
211.21.223. 234 |Tai wan 147.237.8.14 |e.orchot.idf.il Ceo- 1 ocati on enf or cenent onf or coment drop 2
36.233.79.105 |Tai van 147.237.8.24 |elifestyleidf.il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 2
enf or cenent
) e . Geo- | ocati on i nbound
187.181.235.64 |Brazil 147.237.76. 201 |e. atal .idf.il Geo-1 ocat i on enf or cenent onf or cement dr op 2
186. 233. 181. 160|Brazi| 147.237.76. 44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 2
enf or cenent
o . Geo- | ocati on i nbound
1.55.141. 115 M et nam 147.237.77. 227 |e. hamaz. i of . i | Ceo- 1 ocati on enf or cenent onf or coment drop 1
66.87.116.113 |[Wited Sates [147.237.77. 216 [dover.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |reject 1
106. 186. 113. 132|Japan 147.237.76. 44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
141.212.122.27 |Whited Sates |147.237.76.177 |ncore.idf.il drop SAMrul e drop 1
212.76.127.219 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
84.232.253.81 |Romani a 147.237.77. 179 |e. nazi . i of . i | drop drop 1
104. 148. 44. 148 |Uhited Sates |[147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
122.54.117.24  |Phili ppines 147. 237. 77. 178 |e. nat pash. i of . i | Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
177.75.214.25 |Brazil 147.237.0.33  |idf.il drop drop 1
205.168. 84. 133 |Lhited Sates |147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow nonitor |1
37.105.145.110 |Saudi Arabia  |147.237.77. 176 [nat pash. i df .i| drop drop 1
74.82. 47. 50 Lhited Sates |[147.237.77.226 "‘i"‘l"“‘:ha"atz' aka. 1l oy At ack SYN -> SYN-ACK -> RST rej ect 1
93. 115. 95. 207 gng(r;yrmus 147.237. 77. 216 |dover.i df .il Drectory Traversal directory traversa overflow nonitor |1
171.25.193. 131 [Sweden 147.237.77. 216 |dover.i df .i | Bad TCP sequence I'nval i d AGK nunber aert 1
188. 120. 148. 139|l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber nonitor |1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
208. 109. 207. 221 |Wited Sates |147.237.72.166|aka.idf.il Mil tiple Unaut hori zed URL Access from 208. 109. 207. 221 B ock 3
219. 94. 162. 100 |Japan 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal.idf.il/wp-admn/ B ock
: . . Unaut hori zed URL Access to
157.55.39. 223 |[wnited Sates [147.237.77.216|dover.idf.il vow i df i |/t enpl at es/ t enpl at econt rol s/ nevsf | ashy vawy ynet . co. | | B ock 1
93. 160. 60. 22 Denmar k 147.237.77.216|dover . i df .i | Lhaut hori zed LR Access to waw i df.il/newsite/english Bl ock 1
40.77.167.104 |whited Sates [147.237.72.166|aka.idf.il Unknown Paraneter docid in aka.idf.il/mai n/ haredi nigeneral . aspx |None 1
. . . . Uhaut hori zed URL Access to
207.46.13.184 |Lhited Sates [147.237.76.147|chi nuch. aka. i df .i | vawy chi nuch. aka i df .1/t enpl at es/ gener al / gener al . aspx B ock 1
ww. chanat z. aka. i df
106.184. 3. 122  |Japan 147.237.77. 226 | Abnormal | y Long Request net hod B ock 1
. . Uhaut hori zed URL Access to
66.249. 78.234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ gi yus/ gener al . aspx B ock 1
Lhi ted . . Unaut hori zed URL Access to
163.172.7.229 Ki ngdom 147.237.77. 216 [dover . i df . i | w i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
97.74. 24. 225 Lhited Sates |147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal .idf.il/bl og/ wo-adnin/ B ock 1
46.19. 86. 111 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 1
www. chamat z. aka. i df
106. 184. 3. 122 Japan 147.237.77. 226 il Mal forned URL Bl ock 1
. . Lhaut hori zed URL Access to
66.249.78.240 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai n/ smal i nd showbi g. aspx Bl ock 1
. . URL is Above Root Drectory
171. 25. 193. 131 |Sweden 147.237.77.216|dover . i df .i | wowvi of i1/ ./ shared/cl i entscri pts/j query/j query-1 4.2, min. | s Bl ock 1
105. 137. 65. 133 |Morocco 147.237.77. 216 |dover . i df .i | Dstributed PHP At enpt Bl ock 1
-kosher-kravi.idf.i |ostri i
66. 249. 64. 180 I srael 147.237.0.16 |V Distributed hauthorized LR Access on Bl ock 1
| v ny- kosher -kravi . idf.il/
208.115.111. 73 |Wnited Sates |147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on v idf.il/error.htm B ock 1
www, chamat z. aka. i df |unknown HTTP Request Met hod
106. 184.3.122  |Japan 147.237.77. 226 | SSH 2. 0- LYGhost 1. 2. 7-20100630 i n URL B ock 1
68. 43. 87. 236 Uited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock
184.168.200.23 |[Uhited Sates |[147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua.atal .idf.il/wordpress/wp-admn/ |B ock
105. 137. 65. 133 [Mor occo 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to ww idf.il/ar/c99. php B ock 1
-kosher-kravi.idf.i i
66. 249. 64.185  |Israel 147.237.0.16 |V Wnaut hori zed LRL Access to B ock 1
| W ny- kosher -kravi . idf.il/robots.txt
208.115.113.82 |lhited Sates [147.237.0.34 |tikshuv.idf.il Lhaut hori zed LR. Access to tikshuv.idf.il/site/links.aspx B ock 1
. . Unaut hori zed URL Access to
151.80.31.151  |France 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994~ 9235- he/ r ef uah. aspx Bl ock 1
68.180.231.43 |Wnited Sates |147.237.77.216|dover.idf.il Wnaut hori zed LRL Access to B ock 1
ww i df . i | /engli sh/news/funeral . stn&l t
5. 39. 222. 159 Net her | ands 147.237.0.19 |nadimatal .idf.il Unhaut hori zed URL Access to 147.237.0.19/rom0 B ock 1
198.58.103.91 |lhited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/1294-he/ v i df . il B ock 1
. ; ; Unaut hori zed URL Access to
106. 38. 241. 149 |Chi na 147.237.77. 216 (dover.idf .il Lidf i 171283 13077- en/ dover a93f 956ch7909649 Bl ock 1
66. 249. 69. 32 I srael 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
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