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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 2309
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock | p_ Vb In dr op 1641
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il JLM Under Attack Con Htp drop 7
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2

14. 3. 253. 52 Japan 147.237.8. 27 e.nadimatal .idf.il |Bock Udp Al Nets drop 1
82.221.105.7 | cel and 147.237. 8. 46 e.chinuch.idf.il Bl ock_Ulp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnat ure Devi ce Action |Count
Sweden 147.237.77. 216 dover.idf.il |[5141: HTTP. Sgl map HITP Request B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249.78.254 [147.237.72.166 |Wited Sates |aka.idf.il ET SCAN NVAP -sA (2) 2
188. 214. 249. 152(147. 237. 77. 216 |Romani a dover.idf.il Xenu Link Seuth User Agent 2
66.249.64.50  |147.237.72.166|W0ited Sates |aka.idf.il ET SCAN NVAP -sA (2) 2
222.255.174.52 |147.237.76. 198 | et nam e.yohalan.idf.il |ET SCAN Potential SSH Scan 1
222.255.174.52 |147.237.76. 148 |\ et nam gqcenter.aka. i df.i |ET SCAN Potential SSH Scan 1
222.255.174.52 |147.237.72.14 |\ etnam dover.idf.il(od) |ET SCAN Potential SSH Scan 1
222.255.174.52 |147.237.0.15 |V etnam kosher-kravi .idf.i|ET SCAN Potential SSH Scan 1
149.78.154.69  |147.237.77. 216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
91. 201. 236. 158 [147.237. 72. 166 |krai ne akaidf.il ET SCAN NVAP -sS wi ndow 1024 1
222.255.174.52 |147.237.77. 243 |M et nam nobi | e.idf.il ET SCAN Potential SSH Scan 1
222.255.174.52 (147.237.77.74 |M etnam lawidf.il ET SCAN Potential SSH Scan 1
46. 19. 86. 185 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
222.255.174.52 |147.237.76. 177 |M et nam ncore.idf.il ET SCAN Potential SSH Scan 1
222.255.174.52 |147.237.76.38 [V etnam eeneitav.idf.il |ET SCAN Potential SSH Scan 1
222.255.174.52 |147.237.0.35 [V etnam akaws. i df il ET SCAN Potential SSH Scan 1
001 17.138.59  |147 237, 0.34 |mazi| Cikshuv.idf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

91. 201. 236. 158 |147.237. 72. 166 |Lkr ai ne aka.idf.il ET SCAN NVAP -sS wi ndow 4096 1
80. 82. 78. 38 147.237.0.35 [Netherl ands akavs. i df . i1 ET SCAN NVAP -sS wi ndow 1024 1
222.255.174.52 |147.237.77.121 |V et nam e navy.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address étuiikre; ‘Target Address |Ste Signature /?3'. (;?]
66.249. 78. 146  |Wnited Sates [147. 237. 72. 166 |aka i df . i Strean ng Eng! ne: TCP Inval i dfinval i d segnent retransnissi on drop 30
Ret r ansni ssi on Packet dr opped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 20
88.72.78.156  |Ger many 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
149.78.154.69 |Israel 147. 237. 77. 216 |dover.i df .i | drop First packet isn't SN drop
87.70.20.245  |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Inval i dfinvalid segnent retransnissi on, drop 6
Ret r ansni ssi on Packet dr opped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
91.200.12.141 |kraine 147.237.77.74 |lawidf.il dr op SAMrul e drop
76.173.186. 158 |Lnited Sates [147. 237. 77. 216 |dover. i of i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
66.249. 93. 184  |Europe 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP Inval idlinvalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dr opped.
178. 255. 215. 87 |France 147.237.72. 166 |aka i df . Streaning Engine: TCP Inval i dfinvalid segnent retransnissi on, drop 3
Ret r ansni ssi on Packet dr opped.
50.87.144.145 |Wnited Sates [147. 237. 77. 216 |dover. i of .i | drop First packet isn't SN drop 2
104.148.2.169 |Whited Sates |147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
91. 200. 12. 141  |Wkrai ne 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 2
46. 19. 85. 157 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
208. 115.111. 73 |lhited Sates [147. 237. 77. 216 |dover.idf .il drop First packet isn't SN drop 2
49.229.172. 140 |Thai | and 147. 237. 77. 216 |dover . i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 2
46. 19. 85. 26 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
95.90.209.170  |Ger many 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |1
162.243.97.21 |tnited Sates |147. 237. 77. 216 [dover. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 1
157.55. 2. 144 Lhited Sates [147. 237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
46.19.85.157  [israel 147. 237. 77. 216 |dover i of . i B ock HTTP Non Conpl i ant ;Lre?a:i:gafﬁrr;’[je”:: detected: 111edt onitor |1
141.212.122. 197|thited Sates |147.237.0.35  [akavs. i df.i | drop drop 1
104. 148. 44. 148 |Wnited Sates |147.237.76.39 [nobile.meitav.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
162.238.199. 28 |Uhited Sates |147. 237. 77. 216 [dover.idf .i Bad TCP sequence I'nval i d AGK nunber alert 1
141. 212. 122. 203|thited Sates |147. 237. 76. 200 [ei tan. aka. i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
46.19. 85. 26 I'srael 147.237.77. 226 "} chanatz.aka. 1df 1pad TCP sequence Inval i d ACK number aert 1
108.46.39.202 |lnited Sates |147. 237. 77. 216 [dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
70.95.64.64  |United Sates [147. 237. 77. 216 |dover. i df .i Bad TCP sequence mﬁsg r:‘nsmt wehdifferent fnitor |1
157. 55. 2. 144 Wited Sates [147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout alert 1
46.120.21.184 |Israel 147.237. 72. 166 |aka.idf . il Bad TCP sequence Invalid AGK nunber alert 1
141.212.122. 198|tnited Sates |147.237.0.35  [akavs.idf.il drop drop 1
104. 148. 44. 148 |lhited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
213.57.135.55 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
162.238.199. 28 |lnited Sates |147. 237. 77. 216 [dover. i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |1
52. 16.5. 197 I'rel and 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber nonitor |1
141. 212. 122. 206 |thited Sates |147. 237. 72. 156 [anan. i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
46.19. 85. 26 I'srael 147.237.77. 226 "} chanatz.aka. 1df 1pad TCP sequence Inval i d ACK number monitor |1
137.116.71. 170 |thited Sates |147.237.0.33  [idf.il drop drop 1
104. 148. 44. 148 |Wnited Sates |147. 237. 76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
169. 229. 3. 91 Lhited Sates [147.237.8.28 |e.nobile-ks.idf.il Geo- | ocati on enf or cenent Geo-l ocati on inbound enf orcenent  |dr op 1
74.82.47.50 Wited Sates [147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
157. 55. 2. 144 Wited Sates [147. 237. 77. 216 |dover. i of .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
46.120.21.184  |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber moni tor |1
141.212.122. 200|Whited Sates |147. 237. 76.86 |[navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
106. 184.3.122  [Japan 147. 237. 77. 170 |n@ar achot . i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
162.243.97.21 [Wnited Sates [147.237. 77. 216 |dover.idf . il Bad TCP sequence Inval i d AGK nunber moni tor |1
52.16.5. 197 Irel and 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 1
141.212. 122. 207 |Wited Sates |147. 237. 72. 156 [anan. i df . | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 157 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber alert 1
141.212.122. 193|thited Sates |147.237.0.15  [kosher-kravi.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry|Target Address |Site Sgnature Action ‘Count
131.253.25. 143 |lhited Sates 147.237.77. 216 |dover. i df .i | Distributed Unhauthorized URL Access on wawidf.il/error.htm |B ock 4
66. 102. 6. 191 Lhited Sates 147.237.77. 216 |dover . i df . i | Ostributed Whaut hori zed URL Access on waw idf.il/error.htm |B ock 3
199. 30. 25. 95 Lhited Sates 147.237.77. 216 |dover.idf . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm |B ock 2
208. 109. 207. 221 |lhited Sates 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed URL Access from 208. 109. 207. 221 B ock 2
157.55.39.223 |lhited Sates 147.237.77. 216 |dover . i df . i | Ostributed Whaut hori zed URL Access on waw i df.il/error.htm |B ock 2
66.249.75.118 |[Israel 147.237.77. 216 |dover.idf . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm |B ock 2
66.249. 75.118 |l srael 147.237.77. 216 |dover. i df .i | Unaut hori zed URL Access to waw idf.il/894-12321-en B ock 1
46. 19. 85. 157 I srael 147.237.77. 216 |dover . i df . i | Abnormal |y Long Request et hod B ock 1
77.237.138.202 |Czech Republic |147.237.77.170|nmaarachot.idf.il Unaut hori zed URL Access to / B ock 1
46.161.9.8 RJSIS:;ni on 147.237.77.74 [lawidf.il Unaut hori zed URL Access to ww nag. i df.il/xmrpc. php B ock 1
203.127. 96. 245 |9 ngapore 147.237.77. 216 |dover.idf . il Dstributed Wnaut horized URL Access on waw idf.il/error.htm |B ock 1
. . Unaut hori zed URL Access to
66.249.78.234 |Israel 147.237.72.166 |aka. i df . i | 147.237. 72. 166/ i / smal i nd showbi g. aspx B ock 1
46. 19. 85. 157 | sr ael 147.237.77.216|dover. i df . il Mal formed URL B ock 1
66. 102. 6. 188 Lhited Sates 147.237.77. 216 |dover.idf . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm |B ock
68.180. 229. 241 |Uited Sates  [147.237.77. 176 |mat pash. i df . i | Paranet er Type Vol ati on Pagehum i n Bt ock 1
v cogat . i df . i | /1930- he/ cogat . aspx
46.19. 85. 157 I srael 147.237.77. 216 |dover.idf . il SSL Untraceabl e Connection - Cpen Mde None 1
157.55.39. 213 |lhited Sates 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to nakhal .idf.il/page. asp B ock 1
40.77.167.5 Wited Sates 147.237.76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to chinuch. aka.idf.il/404. htm B ock 1
208. 109. 207. 221|tnited Sates 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to aka.idf.il/wp-admn/ B ock 1
] . . Unaut hori zed URL Access to
68.180.230.45 [Uited Sates 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 994~ 9066- he/ r ef uah. aspx B ock 1
. . Unknown HTTP Request Met hod
46.19.85.157 [l srael 147.237.77. 216 |dover.i df . il e g=0. 8, en- US; q=0. 6, en: q=0.4 i n LR Bl ock 1
! ny-kosher - kravi . i df . ) o
40.77.167. 16 Lhited Sates 147.237.0. 16 i Uhaut hori zed URL Access to wwu ny- kosher-kravi.idf.il/ B ock 1
220. 255. 146. 2159 ngapor e 147.237.77. 216 |dover . i df . i | Unhaut hori zed URL Access to waw idf.il/error. htm B ock 1
] . . Par aneter Type M ol ati on PageNumin
68.180.231.43 [Uited Sates 147.237.77. 216 [dover. i df . il vow i df i 1/ 1115- ar / dover . aspx B ock 1
46.161. 9. 8 Russi an 147.237.77.74 |lawidf.il Ostributed PHP At tenpt B ock 1
Federati on ’
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