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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

Signature

Device Action |Count|

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip Véb In drop 2398
82.145.217. 170 Eur ope 147.237.77. 216 dover.idf.il Bl ock | p_ Vb In drop 24
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il ock Wdp Al Nets drop 5
81.218. 65. 210 | srael 147.237.77. 176 nat pash. i df .i | Bl ock Udp All _Nets drop 3
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP-M SG- Sl owl ori s- DC5- Var 1 dest - r eset 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page Fl ood Attack forward 2
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 2
185. 103. 252. 141 Russi an Federation 147.237.77. 234 hal ag.idf .il B ock Np Al _Net drop 1
113. 240. 250. 157 Chi na 147.237. 8. 50 e tikshuv.idf.il ock Wdp Al Nets drop 1
185. 103. 252. 141 Russi an Federation 147.237. 76. 44 e.refuah.idf.il Block Np All _Net drop 1
185. 103. 252. 141 Russi an Federation 147.237.77. 74 lawidf.il B ock Np Al Net drop 1
94.102. 49. 116 Net her | ands 147.237.8. 14 e.orchot.idf.il Bl ock_Ulp Al _Nets drop 1
185. 103. 252. 141 Russi an Federation 147.237.77. 226 W chanat z. aka. i df . i | Block Np Al _Net drop 1
94.102. 52. 10 Net her | ands 147.237.0. 33 idf.il Bl ock_Udp All _Nets drop 1
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Attacker Address

| Target Address

Attacker Qountry

Signature

195. 34. 150. 18 147. 237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
188. 14. 242. 67 147.237.76. 31 Italy nakchal .idf.il ET SCAN NVAP -sS w ndow 3072 1
188. 14. 242. 67 147.237.76. 31 Italy nakchal . i df.il ET SCAN NVAP -f -sS 1
58. 218. 205. 69 147. 237. 76. 201 Chi na eatal.idf.il ET SCAN Potential SSH Scan 1
23. 96. 109. 87 147. 237. 76. 200 Wited Sates eitan aka idf.il ET SCAN NVAP -sS wi ndow 3072 1
23. 96. 109. 87 147. 237. 76. 200 Lhited Sates eitan aka.idf.il ET SCAN NVAP -f -sS 1
188. 14. 242. 67 147.237.76. 31 Italy nakchal . i df.il ET SCAN NVAP -sS w ndow 2048 1
89. 255. 21. 58 147.237.77. 233 Net her | ands atal .idf.il ET SCAN Potential SSH Scan 1
41. 140. 253. 9 147.237.77. 170 Mor occo naar achot . i df . i | ET SCAN NVAP -sS w ndow 1024 1
23.96. 109. 87 147. 237. 76. 200 Lhited Sates eitan aka.idf.il ET SCAN NVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

A tacker

Devi ce

count ry Target Address |Ste Signature Action ‘Count
Sreanming Engine: TCP Invalid i i ssi
84.95.208.20 |Israel 147.237.76. 200 [ei tan. aka i df .| 9 =g Invalid segment retransmssion. drop 63
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
213.8.204.72 |israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =9 Inval i d segnent retransmssi on. drop 36
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
84.95.208.20 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 33
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
66.249. 78. 146 |hited Sates  |147.237.72. 166 |aka idf. il 9 =9 Inval i d segnent retransmssi on. drop 24
Ret r ansni ssi on Packet dr opped.
185.120.125.5 |[lIsrael 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 17
. . SYNHAK retransmit with different .
185.120.125.5 |[lIsrael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence vi ndow scal & noni t or 14
79.177.242. 125 |l srael 147.237. 72. 156 [anan. i df . i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 12
. . SYNPAXK retransmit with different .
79.177.242. 125 [l srael 147.237.72. 156 |anan.idf .il Bad TCP sequence Vi ndow scal e noni t or 12
98.221.48.63 |Uited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 12
79.181.207. 73 |Israel 147.237. 77. 216 |dover .i df .i | Bad TCP sequence noni t or 9
Sreaning Engine: TGP Invalid i i ssi
66.249.79.42 |Wited Sates  |147.237.0.34  [tikshuv.icf.il 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.
37.142. 225. 145 |l srael 147.237. 77. 216 [dover. i df i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
37.26.147.186 |Israel 147. 237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 8
79.181.207.73 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 8
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
79.181.207. 73 |Israel 147.237. 77. 216 |dover . i df .i | drop First packet isn't SN drop 7
162.208.92.66 |Lhited Sates |147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TQP Invalid i i ssi
84.95.208.20 |Israel 147.237.0.34  |tikshuv.idf.il 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
96. 255.18. 194 |[lLhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
40.77.167. 61 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
37.221. 160. 108 |Romani a 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
79.181.207. 73 |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid AGK nunber noni t or 5
185.120.125.5 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 5
185.120.125.5 |[lIsrael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence noni t or 4
79.181.207. 73 |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid AGK nunber aert 4
68. 180. 231. 43 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
207.46.13.116 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
185.120.125.5 |[lIsrael 147.237. 72. 166 [aka.i df .i | Bad TCP sequence Invalid AGK nunber aert 4
Russi an R Sreaming Engine: TP Invalid Inval i d segnent retransnission.
178.154.189.38 |- -~ o 147.237.76.86 |navy.idf.il Ret r ansmi ssi on Packet dr opped. drop 3
. . SYNPAXK retransmit with different .
79.181.207. 73 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Vi ndow scal e noni t or 3
Russi an o Streaning Engine: TCP Invalid Invalid segnent retransnission.
141.8.132.112 | oo 147. 237. 72. 166 |aka.i df .i | Ret r ansmi ssi on Packet dr opped. drop 3
84.95.208.20 |[lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
66.249. 78.254 |[hited Sates  |147.237.72.166 |aka idf. il 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TQP Invalid i i ssi
84. 228. 162. 139 |I srael 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 57 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 3
Sreaning Engine: TQP Invalid i i ssi
66.249.69. 177 |United Sates  |147.237. 76. 147 |chi nuch. aka i df . g =g nvalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
79.180. 31. 150 |Israel 147. 237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
79. 177.242. 125 [l srael 147.237. 72. 156 |anan.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 3
84. 95. 208. 20 | srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid ACK nunber noni t or 2
40. 77. 167. 51 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
84.95.208.20 [l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 2
. . SYNPAXK retransmit with different .
37.26.147.186 |[lIsrael 147.237.72. 166 |aka. i df . il Bad TCP sequence Vi ndow scal e noni t or 2
109. 65. 139. 71 |l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
198.199.206.2 |lhited Sates  [147.237.72.166 |aka.idf.il Bad TCP sequence Invalid sequence nunber noni t or 2
212.179. 90. 106 [l srael 147.237.77. 216 |dover . i df .i | Bad TCP sequence noni t or 2
80. 246. 136. 198 | srael 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
109. 186. 49. 99 |l srael 147.237.77. 216 |dover. i df .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
84.95.208.20 |[Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
46. 19. 85. 46 I srael 147.237.77. 216 |dover.i df i SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
8.37.70.92 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
84. 95. 208. 20 | srael 147.237.77.216|dover. i df .i |l Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 108
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 74
wwwv, chanat z. aka. i d ) )
84. 95. 208. 20 | srael 147.237.77. 226 £l Mil tiple Wauthorized URL Access from 84. 95. 208. 20 B ock 12
84. 95. 208. 20 I srael 147.237.77.216|dover. i df . il Dstributed PHP Attenpt B ock 12
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Mil tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 8
wWwv. chanat z. aka. i d
84. 95. 208. 20 I srael 147.237.77. 226 . PHP At tenpt B ock 7
. . Dstributed Paraneter Type Mol ation on
149. 202. 239. 135|France 147.237.77. 216 |dover . i df . i | v i df i 1/1283- en/ dover . aspx paranet er PageNum Bl ock 6
79.183.170. 133 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 6
. . Paraneter Type Mol ati on PageNumin
149. 202. 239. 134|France 147.237.77. 216 |dover . i df . i | v i df i 1/1283- en/ dover . aspx Bl ock 5
84. 95. 208. 20 I srael 147.237.77. 234 |hal ag. i df . i | Mil tipl e Unaut hori zed URL Access from 84.95. 208. 20 Bl ock 4
84. 95. 208. 20 I srael 147.237.0.34 |ti kshuv.idf.il Mil tiple Unaut horized URL Access from 84.95. 208. 20 B ock 4
84. 95. 208. 20 I srael 147.237.76.200|ei tan. aka. i df . i | Ml tipl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 4
84. 95. 208. 20 I srael 147.237.77.233|atal .idf .il PHP At t enpt B ock 3
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il |Miltiple Wauthorized UR. Access from 84.95.208. 20 B ock 3
46.119.127.129 |kraine 147.237.77. 170 |maar achot . i df . i | Ml tipl e Unhauthorized URL Access from 46. 119. 127. 129 B ock 3
84. 95. 208. 20 I srael 147.237.76.86 |navy.idf.il Mil tipl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 3
84. 95. 208. 20 I srael 147.237.77. 176 |nat pash. i df . i | Ml tipl e Unaut horized URL Access from 84.95. 208. 20 Bl ock 2
141.8.132. 78 RJSf;;”i o 147.237.77. 216 |dover. i df . i | Ml tipl e Unauthori zed URL Access from 141. 8. 132, 78 B ock 2
93. 160. 60. 22 Dennar k 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to waw i df.il/newsite/english B ock 2
. . Unaut hori zed URL Access to
66.249.78.246 |Israel 147.237.72. 166 [aka. i df . i | 147. 237, 72. 166/ mai 1/ gi yus/ gener al . aspx Bl ock 1
. . Uhaut hori zed URL Access to
149. 202.239. 134|France 147.237.77. 216 [dover . i df . i | wan i df . i |/ tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
: . . D stributed ULhauthorized URL Access on
54,210.18.124 |wited Sates [147.237.72.166|aka.idf.il 147. 237 72. 166/ r obot s. £ xt Bl ock 1
84. 95. 208. 20 I srael 147.237.77. 176 |mat pash. i df . i | Distributed PHP Attenpt Bl ock 1
207.46.13.131 |Uited Sates  [147.237.76.86 |navy.idf.il thaut hori zed LR Access to B ock 1
wWav navy. i df . i |/ mai n/ drushi nd cont act us. aspx
. . Mil tiple Lhtraceabl e SS. Sessi ons from 106. 186. 113. 132 ( Prot ocol
106. 186. 113. 132|Japan 147.237.77.233|atal .idf.il viol ation (SSL GONN QLI ENT HELLO)) None 1
66.249.78. 4 I srael 147.237.72. 156 [arman. i df . i | Uhaut hori zed URL Access to |ist.ips.gov.il/robots.txt Bl ock 1
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | PHP Att enpt B ock 1
: . . Uhaut hori zed URL Access to
68.180.231.62 |Uhited Sates 147.237.72. 166 |aka. I df . 11 aka. i df .i1/cgi -bi v shi t ur/ bookpage100598/ i turfi ndpageexact. pl [0 K |1
54.210.18.124 |lWnited Sates [147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robots. t xt B ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il |PHP Attenpt B ock 1
. . Uhaut hori zed URL Access to
66. 249. 78. 97 | srael 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1 gi yus/ gi yus/ gener al . aspx B ock 1
46.119.127.129 |kraine 147.237.77. 170 |maar achot . i df . i | Dstributed PHP Attenpt B ock 1
. . D stributed Lhauthori zed URL Access on
84.95.208.20  [Israel 147.237.76.86 [navy.idf.il v navy. i df . i 1/ 994- 8613- he/ navy. aspx. aspx B ock 1
: . ] Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il v navy. i df . |/ 994- 8613- he/ navy. aspx. aspx Bl ock 1
. . D stributed Lhauthori zed URL Access on
149. 202.239. 135|France 147.237.77. 216 [dover . i df . i | wan i df . i |/ tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
84. 95. 208. 20 I srael 147.237.77.234|hal ag. i df . i | PHP At t enpt B ock 1
. . Uhaut hori zed URL Access to
66. 249. 66. 51 I srael 147.237.76.31 |nakchal .idf.il nakhal i of . i 1/t enpl at es/ shar ed/ user cont rol s/ header Upper / Bl ock 1
66.249.78.234 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
141.8.132.78 RJSf;;”i o 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to v i df .il/1283- 11139- B ock 1
WV, ch z. aka. i i
84.95.208.20  |Israel 147. 237, 77. 226 | W\ Chanat 2. aka d ftnaut hori zed URL Access to o B ock 1
foil wan chamat z. aka. i df . i1/ tenpl at es/ honepage/ di v.item
79.177.191. 105 |[Israel 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to wawidf.il/https:/wwidf.il/ B ock 1
. . Uhaut hori zed URL Access to
151.80.31.151  |France 147.237.76.42 (refuah.idf.il 147, 237. 76. 42/ 994- 8802- he/ r ef uah. aspx B ock 1
66. 249. 69. 32 I srael 147.237.77.216|dover.idf.il D stributed Unauthori zed URL Access on 147.237.77. 216/ B ock 1
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il PHP At t enpt B ock
. . Uhaut hori zed URL Access to
66. 249. 78.240 |l srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
46.119.127.129 |kraine 147.237.77. 170 |naar achot . i df . i | Lhaut hori zed URL Access to www maar achot . i df.i|/xmrpc. php B ock 1
198.20.70.114 |wnited Sates |147.237.77.216|dover.idf .il Distributed Unaut hori zed URL Access on 147.237.77. 216/ B ock 1
104. 131. 147. 112|Uhited Sates  |147.237.77.216|dover. i df .i | Unaut hori zed URL Access to waw i df.il/newsitel hebrew main.asp |B ock 1
66. 249. 69. 97 I srael 147.237.77.233|atal .idf .il Uhaut hori zed URL Access to 147.237.77.233/robots. t xt Bl ock 1
84.95,208.20  |Israel 147.237.77. 216 |dover . i df . i | thauthori zed LR Access to Bl ock 1

waw i df . i |/t enpl at es/ honepage/ pi wi k. php
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