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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il|DCS- Tool - Swi t chbl adG dest - r eset 1012
167.114. 156. 16 Canada 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 105
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il|HTTP-M SC Sl owl ori s- DOS- Var 1 dest - r eset 3
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sl gnat ure Devi ce Action |Count

167. 114. 156. 16 Canada 147. 237.77. 216 dover.idf.il 8262: HITP. Soworis DoS Tool B ock 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.78.146  |147.237.72.166|Wited Sates |[aka idf.il ET SCAN NVAP -sA (2) 2
154.16.138. 73 |147.237.0.34 |lhited Sates |[tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
154.16.138. 73 |147.237.0.15 |[lWnited Sates |kosher-kravi.idf.i|ET SCAN Potential VNC Scan 5900- 5920 1
80. 82. 78. 38 147. 237. 77. 179 [Net her | ands e.mazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
220. 231. 195. 122|147. 237. 76. 202 |Chi na e halag.idf.il ET SCAN NVAP -sS wi ndow 4096 1
13.92. 196. 2 147.237.8.28 |lnited Sates [e.nobile-ks.idf.il [ET SCAN NMVAP -sS w ndow 4096 1
183. 56. 166. 188 |147.237.77.61 |[China e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
172.87.221. 214 |147.237.8.24 |lhited Sates |e.lifestyle.idf.il |[ET SCAN NMAP -sS w ndow 3072 1
172.87.221.214 |147.237.8.24 |uiited Sates |elifestyleidf.il |[ET SCAN NVAP -f -sS 1
154.16.138. 73  |147.237.76. 148 |Wnited Sates |ggcenter.aka idf.i|ET SCAN Pot enti al VNC Scan 5900- 5920 1
154. 16.138.73 |147.237.0.19 |[Wited Sates |madimatal.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
106. 186. 113. 132|147. 237. 77. 233 |Japan atal.idf.il SER\/ER-APAO—E.Apache mod_ss| non-SSL connection to SSL port 1
deni al of service attenpt
80. 82. 78. 38 147.237.76.86 |Net her| ands navy.idf.il ET SCAN NMVAP -sS w ndow 1024 1
220. 231. 195. 122|147. 237. 76. 202 |Chi na e.halag.idf.il ET SCAN NVAP -sS wi ndow 3072 1
66.249.64.253 [147.237.72.166 |Uited Sates |akaidf.il SERVER APACHE Apache nod_ss| non-SS. connection to SS. port 1
deni al of service attenpt
185. 34. 0. 141 147. 237. 72. 217 |Ger many eidf.il ET SCAN NMVAP -sS w ndow 1024 1
13.92. 196. 2 147.237.8.28 |lnited Sates [e.nobile-ks.idf.il [ET SCAN NMVAP -sS w ndow 3072 1
183.3.202. 115 [147.237.0.200 |China . i df il ET SCAN Potential SSH Scan 1
172.87.221.214 |147.237.8.24 |lhited Sates |e.lifestyle.idf.il |[ET SCAN NMVAP -sS w ndow 2048 1
154. 16. 138. 73  |147.237.76.201 |Lhited Sates [e atal.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Ste ‘Slgnature

167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 299

212.179.90.106 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 43

79.177.127.252 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 16
Sreamng Engine: TCP Invalid i i SSi

66.249.78.146 |UWited Sates  |147.237.72. 166 |aka i df . il 9 =g nvalid segnent retransmssi on. drop 15
Ret r ansni ssi on Packet dropped.

190. 115. 117. 40 |Argentina 147.237.76.86 |navy.idf.il dr op First packet isn't SYN drop 12

107. 14. 54. 50 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 12

149.78.154.69 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 11

66.249.83.130 |lhited Sates 147.237.77. 176 |nat pash.i df .i | |dr op First packet isn't SYN drop 7

reanming BEngine: TCP Invali i i sSi

84.95.208.20 | srael 147.237.0.34  |tikshuv.ior i1 |/ €3M NG Engine: TCP Invalid  finvalid segnent retransnissi on, drop 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi

84.95.208.20  |israel 147. 237.72. 166 |aka. i of .11 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.

46. 19. 85. 107 | srael 147.237.72. 166 |aka. i df il dr op First packet isn't SN drop 6

194, 218.27. 162 |Sweden 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6

5.172.37.21 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 6

93.173.218. 204 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6

85. 130. 208. 166 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6

46. 19. 85. 25 I srael 147.237.76.31 |nakchal .idf.il |Bad TCP sequence Inval i d ACK nunber alert 5

172.56. 6. 120 Lhited Sates  |147.237.77.216|dover.idf.il [SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5

46.19. 85. 25 I srael 147.237.76.31 |nakchal .idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 5

185.32.178.60 |Israel 147.237. 72. 156 |anan. i df .il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 5
Sreanming Engine: TCP Invalid i i SSi

131.253.25.248 [Whited Sates  |147. 237.76. 200 |ei tan. aka. i df .i 9 =g nvalid segnent retransmssi on. drop 4
Ret ransni ssi on Packet dropped.

50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il  |dr op First packet isn't SN drop 4

172.56.6.120  |Wited Sates  |147.237.77.216|dover.icf.il |Bad TCP sequence SNAK retransmt wth different oo |a

w ndow scal e

212.143.142.56 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4

46. 19. 85. 25 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d AGK nunber alert 4

46. 19. 85. 25 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4

54.165. 140. 227 |Whited Sates 147.237.76. 197 |e. hinush. i df . i [|Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf orcenent |drop 4

188.138.9.41 Ger many 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 4

reanming BEngine: TCP Invali i i ssi

37.142.250. 105 |israel 147. 237.76. 200 [ei tan. aka i of i| | SN NG Engine: TCP Invalid  finvalid segnent retransnissi on, drop 4
Ret ransnmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

2.53.61. 50 I'srael 147.237.72. 166 |aka. i of . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.

109. 64. 203. 153 |l srael 147.237.77. 216 |dover.idf.il  |dr op First packet isn't SN drop 3
Sreaning Engine: TCP Invalid ' i ssi

185.27.106.82 |l srael 147. 237.72. 166 |aka i df .i 9 =g nval i d segrent retransmssi on. dr op 3
Ret r ansni ssi on Packet dropped.

130. 193. 50. 33 R‘F Sf:;”ion 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreaning Engine: TCP Invalid ' i ssi

2.53.140.134  |israel 147. 237.72. 166 |aka i df .i 9 =g nval i d segrent retransmssi on. dr op 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi

66.249. 93. 249  |Eur ope 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi

109. 65. 192. 196 |l sr ael 147. 237.72. 166 |aka i df .i 9 =g nval i d segrent retransmssi on. dr op 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi

66.249.79.42  |wited Sates  [147.237.0.34 [tikshuv.idr.il 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi

2.53.179. 1 I'srael 147. 237.72. 166 |aka i df .i 9 =g nval i d segrent retransmssi on. dr op 3
Ret r ansni ssi on Packet dropped.

81.199.120.95 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop

109. 186. 49. 99 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Sreanming Engine: TQP Invalid i i ssi

84.95.208.20 | srael 147.237.76.86 |navy.idf.il 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i SSi

2. 55. 35. 58 I srael 147.237.72. 166 |aka. i f .11 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.

82. 68. 224. 12 Ui ted Kingdom|147.237. 72. 156 |anan.idf.il SYN Attack SYN -> SYNACK -> Ti meout rej ect 3

194.218.27.162 |Sweden 147.237.72.166|akaidf.il  |Bad TCP sequence SIAK retransmt with different oo yior |3

w ndow scal e

Sreaning Engine: TCP Invalid ' i ssi

109. 253. 145. 2531 sr ael 147. 237.72. 166 |aka i df .i 9 =g Inval i d segrent retransmssi on. dr op 3
Ret r ansni ssi on Packet dropped.

95. 86. 127. 220 | srael 147.237.72. 166 |aka.idf. il dr op First packet isn't SYN drop 3
Sreamng Engine: TCP Invalid i i SSi

84.95.208.20  |Israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.

212.199. 182. 150|l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 3
Sreaning Engine: TCP Invalid i i SSi

109. 253. 226. 43 |Israel 147.237.72. 166 |aka.i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi

176.13.19.153 |Israel 147. 237.72. 166 |aka i of .11 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.

80.178.157. 42 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
66.249. 88. 168 [l srael 147.237.77.216|dover.i df .i | Distributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 2
5.172.37.21 147.237.77. 216 |dover . i df . i | Mil ti pl e Unauthori zed URL Access from5. 172, 37. 21 B ock 2
66. 102. 8. 233 Uhited Sates |147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on wawidf.il/error. htm B ock 2
66.249.88.173 [Israel 147.237.77.216|dover.i df .i | Distributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 2
66.249. 88.178 |l srael 147.237.77. 216 |dover.i df . i | Dstributed Lhauthori zed LR Access on waw idf.il/error. htm B ock 2
46. 19. 85. 206 I srael 147.237.0.19 |nadimatal .idf.i| [Suspicious Response Code Bl ock 2
130. 185. 155. 74 [Sweden 147.237.77.216|dover. i df . i | PHP At enpt B ock 1
82.81.17.84 I srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw idf.il/tenpl ates/articl e/ nobile B ock 1
89.139.177.11 [israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
68.180.231.43 |lhited Sates [147.237.77.216|dover.idf.il Paranet er Type M ol ation PageNumin vww i df.il/1395-en/ dover . aspx Bl ock 1
130. 185. 155. 74 |Sweden 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to ww i df.il/wp-1ogin. php B ock 1
84.94.19. 153 I srael 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to waww cogat . i df . il/901-en/i df g. asp Bl ock 1
Unhaut hori zed URL Access to
5.172.37.21 147.237.77. 216 |dover . i df . i | ww i df . i |/ undef i ned& =ht t ps: / waw googl e. rs/ &=waw. i df . i | & and=146 |B ock 1
1104905206
104. 128. 144. 131|Canada 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to 147.237.76. 86/ redi rect . php B ock 1
68.180.231.43 [lnited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawi i df.il/894-en/i df gdover. aspx Bl ock 1
66. 102. 8. 243 Uhited Sates |147.237.77.216|dover.idf.il Distributed Waut hori zed URL Access on waw idf.il/error. htm B ock 1
141.212.122. 161|lhited Sates |147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ Bl ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.i|Miltiple Wauthorized URL Access from 84.95. 208. 20 Bl ock 1
40.77.167. 61 Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df.il/newsite/english/ main. asp/ Bl ock 1
104. 128. 144. 131|Canada 147.237.76.200|ei tan. aka. i df . il |Unauthorized URL Access to 147.237.76. 200/ B ock 1
68.180.231.62 |[lited Sates [147.237.72. 166 |aka. i df . i ;ﬁ:_“it gfo_ri'lzli‘;i ﬁ‘ nfgﬁftsjr /tg’ookpagem%%“ ¢ urfi ndpageexcct . Bl ock 1
66. 249. 64. 253 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: Protocol violation (SSLGONN CLIENT_ HALLQ  |None
198.58.103.28 |lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/1294-en/ww idf.il/english B ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher -kravi . i df . i|Uhaut hori zed URL Access to ww kosher-kravi . idf.il/defaul t.aspx B ock 1
68.180. 229. 241 United Sates [147.237. 7. 176 |nat pash. i df . i | ma:fg:t pe M /Oéfig?ﬂefsgggt@aisgx Bl ock 1
40.77.167.104 |wnited Sates [147.237.72.166|aka.idf .il Uhaut hori zed URL Access to wan aka. i df.il/sip_storagel/files/ 124 Bl ock 1
106. 186. 113. 132Japan 147.237.77.233|atal .idf .i| %&mﬁfﬁfﬁfg Protocol violation None 1
79.180. 29. 244  |Israel 147.237.77.216|dover.i df . i | Uhaut hori zed URL Access to ww i df . il/bamahane B ock 1
66.249.78.234 I srael 147.237.72. 166 |aka. i df . i | e et hor ;e;u;geﬁgfgf_sa‘;gx Bl ock 1
2.53.143.113 | srael 147.237.76.31 |nakchal .idf.il Unaut hori zed LRL Access to ww nakhal .idf.il/tenplates/general /nobile |Bl ock 1
207.46.13.110 |thited Sates [147.237.77.176 |nat pash. i df . il Lhaut hori zed URL Access to waw cogat.idf.il/tenpl ates/fag/ fag. aspx Bl ock 1
84. 95. 208. 20 I srael 147.237.76.86 [navy.idf.il Mil tipl e Unaut hori zed URL Access from 84.95. 208. 20 Bl ock 1
68. 180. 230. 108 [Lhited Sates [147.237.76.31 [nakchal .idf.il mazztki;“l’%? .\iliﬁlf(;;;nhgagae::ﬁgi.gspx Bl ock 1
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