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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_|p Véb In drop 3960
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 793
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 3

82. 166. 184. 140 | srael 147.237.72. 166 aka.idf.il Bl ock Udp All _Nets drop 3
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il JLM Under Attack Con Htp drop 2
111.91. 235. 228 M et nam 147.237.72. 167 i shurimaka.idf.il Bl ock_Ulp Al _Nets drop 1
185. 56. 28. 67 Net her | ands 147.237.0. 16 ny- kosher-kravi .idf .il Block Np Al _Net drop 1
23.94. 234,122 Lhited Sates 147.237.77. 74 lawidf.il Bl ock_Udp All _Nets dr op 1
185. 56. 28. 67 Net her | ands 147.237. 76. 196 e.sviva.idf.il Block Np All Net drop 1
82.221.105. 6 | cel and 147.237.77.178 e. nat pash. i df . i | B ock Udp All Nets drop 1
23.94.234. 122 Lhited Sates 147.237.77.179 e.nazi.idf.il Bl ock Udp All _Nets drop 1
185. 56. 28. 67 Net her | ands 147.237.76. 198 e.yohal an.idf.il Block Np All _Net drop 1
94.102. 49. 116 Net her | ands 147.237.72. 217 e.idf.il Block Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

port denial of service attenpt

66. 249. 66. 15 147.237.77.170 |Uhited Sates |mmarachot.idf.il ET SCAN NVAP -sA (2) 158
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
59. 45. 79. 103 147. 237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
91.201. 236. 155 |147.237.0.15 |kraine kosher-kravi .idf.il ET SCAN NVAP -sS wi ndow 2048 1
59. 45. 79. 103 147.237.76.31 |[China nakchal . i df.il ET SCAN Potential SSH Scan 1
_ o ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic,
89.248.172. 140 |147.237.0.19 [Netherl ands nadi matal .idf.il ) ) 1
Potential Scan or Infection
59. 45. 79. 103 147.237.0.200 [China mdu. i df il ET SCAN Potential SSH Scan 1
81. 27. 85. 27 147.237.0.35 LK?';gegom akavs. i df .i ET SCAN Potential SSH Scan 1
59. 45. 79. 103 147.237.0.15 |China kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
. |ET SCAN Behavi oral lhusual ly fast Termnal Server Traffic,
80.82.78.8 147.237.0.17 |Netherl ands mny- kosher-kravi .idf.il . . 1
Potential Scan or Infection
64.207.180.204 |147.237.77.216|lhited Sates |dover.idf.il SERVER- WEBAPP adm n. php access 1
. . L ET SCAN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons,
179.97.179. 148 |[147.237.8.28 |Pazil e.nobile-ks.idf.il ) 1
Potential Scan or Brute Force
59. 45. 79. 103 147. 237. 77. 226 |Chi na wwy chamat z. aka. i df.il  |ET SCAN Potential SSH Scan 1
107. 158. 255. 194|147. 237. 76. 196 |Lhited Sates |e.svivaidf.il ET SCAN NVAP -sS wi ndow 2048 1
59. 45. 79. 103 147.237.77. 170 |Chi na naar achot . i df . i | ET SCAN Potential SSH Scan 1
107. 158. 255. 194|147.237.8.27 |Wited Sates |e.nadimatal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 103 147. 237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
91.201. 236. 155 [147.237.0.15 |Wraine kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 3072 1
59. 45. 79. 103 147. 237. 76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
91.201. 236. 155 |147.237.0.15 |kraine kosher -kravi .idf.il ET SCAN NVAP -f -sS 1
59. 45. 79. 103 147.237.8.28 |[China e. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
82.117.208. 243 |147.237.77. 233 atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 103 147.237.0.19 |China madi matal .idf.il ET SCAN Potential SSH Scan 1
. . ET SCAN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons,
80.242.215.82 |147.237.8.27 |Kazakstan e.madi matal .idf.il ) 1
Potential Scan or Brute Force
59. 45. 79. 103 147. 237. 77. 233 |Chi na atal.idf.il ET SCAN Potential SSH Scan 1
. . L ET SCAN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons,
177.193.127. 47 |147.237.8. 27 Brazil e.nadimatal .idf.il . 1
Potential Scan or Brute Force
59. 45. 79. 103 147. 237. 77. 176 |Chi na mat pash. i df .i ET SCAN Potential SSH Scan 1
107. 158. 255. 194|147. 237. 76. 196 |Lhited Sates |e.svivaidf.il ET SCAN NVAP -f -sS 1
59. 45. 79. 103 147. 237. 76. 200 [Chi na eitan. aka.idf.il ET SCAN Potential SSH Scan 1
, L SERVER APACHE Apache mod_ssl non-SSL connection to SSL
106. 38. 241. 106 |147. 237. 72. 166 [Chi na aka idf.il — 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature ?;llif;
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 480
o SYNretransnmit wth different .
80.246.130. 48  |Israel 147.237.77. 234 |hal ag.i df .i | Bad TCP sequence vi ndow scal & nonitor |45
Sreanming Engine: TCP Invalid i i ssi
216.34.141.80 |Wnited Sates 147.237.76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransmssion. g 36
Ret ransni ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi
66.249.78.146 |United Sates 147. 237.72. 166 |aka i f .| 9 =9 Inval i d segnent retransmssion. . 33
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.179. 164. 162 | srael 147. 237.77. 243 |nobi l e. i df .i1 9 =g Invalid segnent retransmssion. | 18
Ret ransni ssi on Packet dr opped.
66. 249. 82. 91 AsialPacific Region |147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid AGK nunber nonitor |17
66. 249. 82. 88 AsialPacific Region |147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 15
66. 249. 82. 94 Asia/Pacific Region |147.237.77.216 |dover.idf.il Bad TCP sequence Invali d ACK nunber noni t or 14
80. 246. 136. 5 | sr ael 147. 237. 72. 166 |aka.i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 13
Sreaming Engine: TGP Invalid i i sSi
109. 67. 130. 228 I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 12
Ret ransni ssi on Packet dropped.
46. 43.77. 188 g‘ilcisgi':('ja” Tertitory, 1147, 237. 77. 216 |dover. i o . i1 drop First packet ismt SWN drop 8
109. 64. 135. 221 |l srael 147.237. 72. 156 |anan.i df . il dr op First packet isn't SYN drop
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
Sreaming Engine: TGP Invalid i i sSi
87.70.51.149  |israel 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. | 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109.64.96.41  |Israel 147. 237. 77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
66.249.79.100 |[Uited Sates 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. | 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
80. 246. 137. 103 I srael 147. 237. 77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
217. 132. 234. 113|i srael 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. | 3
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
66.249.79.102 |Uited Sates 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
80. 246. 137. 148 |Israel 147.237.77. 243 |nobil e. i df . 9 =g Invalid segnent retransmssion. | 3
Ret ransni ssi on Packet dr opped.
173.249.130. 10 |Wited Sates 147.237.76. 199 |e. nakchal . i df i1 |Geo-1 ocation enf or cenent Sﬁ?olr ggiln?n I nbound drop 3
Sreaming Engine: TGP Invalid i i sSi
109. 65.98. 175 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. | 3
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
109. 253.137.0  |Israel 147. 237. 72. 166 |aka. i o . i 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
5.22.135. 236 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |3
Sreanming Engine: TCP Invalid i i ssi
185.3.144.28  |israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i SSi
46.19.85.104  |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
185. 3. 144. 70 I srael 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence I'nval i d ACK nunber nmoni t or 2
Sreamng Engine: TCP Invalid i i ssi
149.78. 152. 115 |Israel 147.237.77. 243 |nubi 1 e.i df .i 9 =9 Inval i d segnent retransmssion. . 2
Ret r ansni ssi on Packet dropped.
46. 19. 86. 45 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop
185. 3. 144. 85 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
s SYNretransmit wth different .
109. 64. 197. 130 | srael 147.237.77. 233 |atal .idf il Bad TCP sequence wi ncow scal e nonitor |2
37.238.162.40 |irag 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> Timeout |reject
149.78.195.30 |Israel 147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
188. 120. 154. 71 |Israel 147. 237.72. 156 |anan. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
37.238.162.40 [irag 147. 237. 77. 216 |dover . i of . Bad TCP sequence SINFACK retransmt wth moni tor |2
different w ndow scal e
Sreaming Engine: TGP Invalid i i SSi
68. 180. 229. 89 |lhited Sates 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. . 2
Ret r ansni ssi on Packet dr opped.
185. 3. 144. 28 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |2
216.145.17.190 United Qates 147.237. 72. 156 |anan. i of . i | Header Rej ection rgxz;trej ection pattern found infoiior |2
Sreaning Engine: TCP Invalid i i ssi
62.210.254.52  |France 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 2
Ret ransni ssi on Packet dr opped.
141.212.122. 202|tited Sates 147. 237. 72. 167 |i shuri maka.i of . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
212.181.203.11 |Sweden 147. 237. 77. 216 |dover.i df . | SYN Attack SYN -> SYN-ACK -> Timeout |reject 1
119. 81. 250. 154 [Hong Kong 147.237.77. 121 |e.nawy.idf.il  |Geo-1 ocation enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
46. 120. 156. 193 |l srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d ACK nunber monitor |1
169.229.3.91  |Wited Sates 147.237.8.14 |e.orchot.idf.il |Geo-1ocation enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
37.26.148.185 |Israel 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.243.31.2  |wited Sates 147.237.0.200 |rdu.icf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
66. 249. 82. 91 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.122. 167 |thited Sates 147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
202.14.148.78 |Awstraia 147.237.76.201|e.atal .icf.il  |Geo-1 ocation enf or cenent Sﬁ?olrggihfn I nbound drop 1




04-20-2016-00:04:05 to 04-20-2016-01:04:05

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Site Sgnature Action ‘Count
188. 126. 90. 180 |Sweden 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt Bl ock
188. 126. 90. 180 |Sweden 147.237.72. 166 |aka. i df . i | Ml tiple Unhaut hori zed URL Access from 188. 126. 90. 180 B ock
Uhaut hori zed URL Access to
84. 94. 180. 40 | srael 147.237.0.34 |tikshuv.idf.il v ti kshuv. i df . i1/tenpl at es/ oprol escat egory/ opr ol escat egory. i n. asp |B ock 3
X
66. 249. 82. 94 I srael 147.237.77.216|dover.i df .i | Distributed Uhaut hori zed URL Access on waw idf.il/error. htm B ock 3
213.8.46.2 | srael 147.237.72. 166 |aka. i df . i | Ostributed I11egal Byte Gde Character in LRL B ock 3
64.207.180.204 [Lnited Sates 147.237.77.216|dover.i df .i | PHP At tenpt Bl ock 2
54.174.60.113 [lhited Sates 147.237.0.15 |kosher-kravi.idf.i|Mitiple Unauthorized URL Access from 54.174. 60. 113 Bl ock 2
223.73.252.20 |China 147.237.77.216|dover . i df . i | Dstributed PHP Attenpt B ock 2
213.8.46.1 I srael 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL Bl ock 2
46. 19. 85. 192 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code Bl ock 2
64.207.180. 204 |ULnited Sates 147.237.77.216|dover.i df .i | Mil tipl e Unaut hori zed URL Access from 64. 207. 180. 204 B ock 2
. . D stributed Waut hori zed Met hod for Known URL on
95. 86. 116. 99 I srael 147.237.72. 166 [aka. i df . i | v aka, i o i |/ rai v i yus/ Bl ock 2
107. 77. 68. 63 Lhited Sates 147.237.77. 216 |dover. i df .i | Unaut hori zed URL Access to www i df.il/tenpl at es/ honepage/ nobil e |B ock 1
. . Uhaut hori zed URL Access to
80. 246. 130. 48 |l srael 147.237.77.234|hal ag. i df . il 147. 237. 77, 234/ i nages/ shar ed/ bul | et 1. g f B ock 1
208.90.57.196 [lhited Sates 147.237.72. 166 |aka. i df . i | D stributed Waut hori zed URL Access on 147. 237. 72. 166/ Bl ock 1
: . . Uhaut hori zed URL Access to
157.55.39.146 |lhited Sates 147.237.77. 170 |m@ar achot . idf . i1 |- 5w |/ pdf /1 1 es/ 5/ 109335, pdf noxAny NIX B ock 1
Unknown Par anet er
95. 86. 116. 99 I srael 147.237.72. 166 |aka. i df . i | ct | 00%$ct | 00$cphMai n$TochenPl acetbl der $Logi nCont r ol $capt cha$cap [None 1
tchaText in ww aka. idf.il/nain/giyus/default.aspx
213.8.204.71 I srael 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Gonnection - Cpen Mde None 1
. . D stributed Unaut hori zed URL Access on
66.249.78.234 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
188. 126. 90. 180 |Sweden 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df .il/nain/gi yus/index. php [Bl ock
109. 64. 96. 41 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response (ode B ock
Pal esti ni an . . Uhaut hori zed URL Access to
212.106. 88. 21 Terri tory, Qooupi ed 147.237.77. 170 |maar achot . i df . i | naar achot i df i |/ pclf /£ 1 es/ 6/ 113506, pof B ock 1
64.207.180.204 [lnited Sates 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to waw i df . i|/wp-1 ogin. php Bl ock 1
; . . SIS Uhtraceabl e Gnnection - Protocol violation
169. 229. 3. 91 Lhited Sates 147.237.76.42 |refuah.idf.il (SSL OONN LI ENT HELLO) None 1
5.22.134. 215 I srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw idf.il/https:/wanidf.il/ Bl ock 1
. . . S3. Uhtraceabl e Gnnection - Protocol violation
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df . i | (SSL_OONN LI ENT HELLO) None 1
. . . Uhaut hori zed URL Access to
66.249.78.252 |lIsrael 147.237.0.19 |nadimatal .idf.il nadi matal i cf . i1/ appl e app-si t e-associ at i on B ock 1
: P .|Uhaut hori zed URL Access to
54.174.60.113 |lhited Sates 147.237.0.15  |kosher-kravi.idf.if " T ] shar ed user cont rol s/ header upper B ock 1
194.28.112.52 |Netherl ands 147.237.0.15 |kosher-kravi . i df . i|unaut hori zed URL Access to 147.237.0. 15/ B ock 1
109. 64. 197. 130 |l srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx Bl ock
84.109. 116. 244 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None
Pal esti ni an . . . .
212. 106. 88. 21 Territory, Grcupi ed 147.237.77. 176 |nat pash. i df . i | Mil ti pl e Unaut hori zed URL Access from 212. 106. 88. 21 B ock 1
. . Uhaut hori zed URL Access to
66.249.64.131 |[Israel 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ rai n/ smal i nd showbi g. aspx B ock 1
: . . S3. WLhtraceabl e Gnnection - Protocol violation
169.229. 3. 91 Lhited Sates 147.237.77.216|dover . i df . i | (SSL OONN LI ENT FELLO) None 1
40.77.167.5 Lhited Sates 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to waw aka. i df.il/nai n/info.aspx B ock 1
106. 38. 241. 106 [Chi na 147.237.77. 216 |dover . i df . i | Ml tipl e Unhaut hori zed URL Access from 106. 38. 241. 106 B ock 1
223.73.252.20 [China 147.237.77. 216 |dover.idf . il Mil tipl e Unaut hori zed URL Access from 223.73. 252. 20 Bl ock 1
64.207.180. 204 |Wited Sates 147.237.77.216|dover. i df .i | Adni n B ocki ng B ock 1
194.28.112.52 |Netherl ands 147.237.0.19 |madimatal .idf.il |Uhauthorized URL Access to 147.237.0. 19/ B ock 1
141.212.122. 161|Uhited Sates 147.237.77.74 |lawidf.il Unhaut hori zed URL Access to 147.237.77.74/ B ock 1
84.228.41.50  |Israel 147. 237.77. 216 |dover . i df . i | Paraneter Type Vol ation ctl 00$Cont ent Al acetol der 19t xt Emai | in B ock 1
www i df . i | /1038- en/ dover . aspx
. . Uhaut hori zed URL Access to
66.249. 64. 143 |l srael 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p st orage/ | es/ 2/ 46962, pf B ock 1
106. 38. 241. 106 |Chi na 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to waw i df.il/894-10677-en B ock 1
79.180.29. 244 |Israel 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to ww i df.i|/banahane B ock 1
223.73.252.20 [China 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to ww i df.il/xmrpc. php Bl ock 1
194.28.112.52 |Netherl ands 147.237.0.34 |tikshuv.idf.il Unhaut hori zed URL Access to 147.237. 0. 34/ hnapl/ B ock 1
157.55.39. 103 |lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
. . Uhaut hori zed URL Access to
66. 249. 69. 32 I srael 147.237.77. 216 |dover . i df . i | 147, 237. 77. 216/ 1133- 12522- he/ dover . aspx B ock 1
46.121. 104. 234 |lIsrael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shared/text.css  |B ock 1
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