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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |veb Ste |9 gnature | Device Action  |Count |
66. 249. 67. 24 | srael 147.237.77.170 naar achot . i df . il TCP handshake viol ation, first packet not syn drop 7230
132. 67.170. 166 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 2660
66. 249. 67. 40 | srael 147.237.77.170 naar achot . i df . il TCP handshake viol ation, first packet not syn drop 433
46.19. 85. 129 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 47
84.228.142. 111 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn dr op 21
84.110. 110. 87 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 12
95. 86. 85. 111 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 6
192. 114. 105. 254 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2

80. 246. 137. 19 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
222.186. 56. 107 Chi na 147.237.76.176 test.ncore.idf.il JLM Under At tack_Con_Tcp drop 2
78.193. 244. 18 France 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 2
79.178. 132. 246 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
220.246.178. 196 Hong Kong 147.237.76. 39 nobi | e. nei tav.idf.il Bl ock_Udp Al _Nets drop 1

31. 168. 133. 226 | srael 147.237.77. 216 dover.idf.il Bl ock_ Udp Al _Nets drop 1
104. 50. 141. 32 147.237.76. 176 test.ncore.idf.il ock Wp Al _Nets drop 1
58.176. 168. 169 Hong Kong 147.237.76. 148 gocenter. aka.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Cbuntry|Target Address |Ste

|NarTe

|mvi ce Acti 0n|Oount|

184.173.183. 172 |lhited Sates 147.237.77. 176 |nat pash.i df .i | DVRep_P- N 40- 59 Per ni t 608
46.137.134. 188 |lreland 147.237.72.166 |aka.idf.il DVRep_P- N _40- 59 Per nit 10
85. 64. 240. 67 | srael 147.237.77.233 |atal .idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 5
85. 25. 43. 94 CGer many 147.237.0. 17 mny-kosher-kravi .idf.il |[DVRep B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76.38 |e.e.neitav.idf.il DVRep_B-N 60 100 B ock 1
94. 159. 235. 254 |l srael 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 1
71. 6. 165. 200 Lhited Sates 147.237.76.42 |refuah.idf.il DVRep_B-N 60 100 B ock 1
188. 138. 9. 50 Ger many 147.237.76.44 |e.refuah.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger nany 147.237.0. 19 nadi matal .idf.il DVRep B-N 60 100 B ock 1
66.240.192. 138 |Lhited Sates 147.237.76.39 |nobile neitav.idf.il DVRep_B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76.42 |refuah.idf.il DVRep_B-N 60 100 B ock 1
98. 240. 93. 71 Lhited Sates 147.237.77.74 |lawidf.il CL000004: HTTP: options nethod (M crosoft) B ock 1
71. 6. 165. 200 Lhited Sates 147.237.76. 148 |gqcenter. aka. i df . i | DVRep_B-N 60 100 B ock 1
46. 19. 85. 192 | srael 147.237. 77. 226 |vww chanat z. aka. idf . il |7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute |B ock 1
188. 138. 9. 50 Ger nany 147.237.76. 177 |ncore.idf.il DVRep B-N 60 100 B ock 1
85. 25. 103. 50 Ger many 147.237.8. 14 e.orchot.idf.il DVRep B-N 60 _100 B ock 1
66. 240.192. 138 |Lhited Sates 147.237.77. 178 |e. nat pash. i df . i | DVRep_B-N 60 100 B ock 1
198.20.70.114 |lhited Sates 147.237.8.50 |e.tikshuv.idf.il DVRep_B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76.201 |e.atal .idf.il DVRep_B-N 60 100 B ock 1
46.116. 211. 238 |l srael 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute |B ock 1
198. 20. 69. 98 Lhited Sates 147.237. 8. 45 e.eitanidf.il DVRep B-N 60 100 B ock 1
66. 240.192. 138 |Lhited Sates 147.237.77. 216 |dover.idf.il DVRep_B-N 60 100 B ock 1
198.20.70.114 |lhited Sates 147.237.76.196 |e.sviva.idf.il DVRep_B-N 60 100 B ock 1
188. 138. 9. 50 Ger many 147.237.0. 15 kosher-kravi .idf.il DVRep_B-N 60_100 B ock 1
79.178. 196. 252 |l srael 147.237. 72. 167 |i shurimaka.idf .il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 1
46.137.134.188 |lreland 147.237.72. 156 |anan.i df .i | DVRep_P- N _40- 59 Per nit 1
198. 20. 69. 98 Lhited Sates 147.237.72. 156 |anan.idf.i | DVRep_B-N 60 _100 B ock 1
93. 120. 27. 62 Romani a 147.237.8.45 |e.eitan.idf.il DVRep_B-N 60 100 B ock 1
71.6.165. 200 Lhited Sates 147.237.72. 167 |ishurimaka.idf.il DVRep_B-N 60 100 B ock 1
188. 138. 9. 50 Ger nany 147.237.8.50 |e.tikshuv.idf.il DVRep_B-N 60 100 B ock 1
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|Top Attackers In |D|

Atacker Address |Attacker Country | Target Address |ste | Name |count |
66. 249. 67. 32 Lhited Sates 147.237.77.170 naar achot . i df.i | ET SCAN NVAP -sA (2) 4
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 4
66. 249. 78. 197 Lhited Sates 147.237.77.176 nat pash. i df . il ET SCAN NVAP -sA (2) 2
66. 249. 78. 204 Lhited Sates 147.237.77.176 nat pash. i df . il ET SCAN NVAP -sA (2) 2
61. 240. 144. 67 Chi na 147.237.0. 200 mu. i df i | ET SCAN NVAP -sS w ndow 1024 1
113.59. 33. 61 Chi na 147.237.77.178 e. nat pash.idf.il ET SCAN NVAP -sS w ndow 2048 1
61. 240. 144. 64 Chi na 147.237.76. 42 refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
109. 186. 16. 115 | srael 147.237.72. 166 aka.idf.il portscan: TCP D stributed Portscan 1
46. 121. 248. 208 | srael 147.237. 72. 166 aka.idf.il portscan: TCP D stributed Portscan 1
104. 167. 96. 44 147.237.76. 148 gocenter. aka i df.il ET SCAN NVAP -sS w ndow 3072 1
87.69. 199. 241 | srael 147.237.77. 216 dover.idf.il portscan: TP D stributed Portscan 1
79.181. 105. 50 | srael 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
212.235. 98. 139 | srael 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
195. 82. 63. 197 Cer many 147.237.77. 212 e. dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
113.59. 33. 61 Chi na 147.237.77. 233 atal.idf.il ET SCAN NVAP -sS w ndow 4096 1
61. 240. 144. 67 Chi na 147.237.76. 147 chi nuch. aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
113. 59. 33. 61 Chi na 147.237.77. 233 atal.idf.il ET SCAN NVAP -f -sS 1
61. 240. 144. 65 Chi na 147.237.76. 86 navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
113.59. 33. 61 Chi na 147.237.77.178 e.natpash.idf.il ET SCAN NVAP -f -sS 1
50. 243. 183. 193 Lhited Sates 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
109. 64. 120. 134 | srael 147.237. 72. 166 aka.idf.il portscan: TCP D stributed Portscan 1
101. 69. 199. 71 Chi na 147.237.8. 27 e.nadi matal .idf.il ET SCAN NVAP -sS w ndow 3072 1
82.214.114.5 Macedoni a, the Forner Yugosl av Republic of 147.237.77.61 e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
218. 6. 132. 45 Chi na 147.237.77.121 e.navy.idf.il ET SCAN NVAP -sS w ndow 4096 1
212.179. 21. 195 | srael 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
66. 249. 78. 134 Lhited Sates 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 1
66. 249. 64. 83 Lhited Sates 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 1
113.59. 33. 61 Chi na 147.237.77. 233 atal.idf.il ET SCAN NVAP -sS w ndow 2048 1
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|Top Attackers In FW |

A tacker

Attacker Address Target Address ‘S te ‘Message
Country
212.179.61. 122 |lsrael 147.237.77.235|sviva.idf.i|Hrst packet isn't SYN drop drop 2559
95. 86. 71. 172 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1342
2.54.34.123 | srael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 1306
212.179.61. 122 |Israel 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1131
2.54.2.134 | srael 147.237.77. 216 |dover.idf.i|Hrst packet isn't SYN drop drop 1068
87.68. 222. 178 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 781
93.172.172. 1 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 569
81. 218. 241. 26 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 530
213.151.38.66 |lsrael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 314
46.19. 86. 204 | srael 147.237.77. 216 |dover.idf.i|Hrst packet isn't SN drop drop 237
5.22.130. 225 | srael 147.237.77. 216 |dover.idf.i|Hrst packet isn't SYN drop drop 208
212.179. 42. 241 |lsrael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 186
2.54.33.146 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 174
212.179.21.195 |lsrael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 164
2.52.153. 24 | srael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 159
82.102. 136. 65 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 111
171. 33.193. 149 Eiqlr:ge(cjjom 147.237.77. 216 |dover.idf.i|Frst packet isn't SYN drop drop 93
93.172.179. 151 |Israel 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 91
149.78.202.40 |Lhited Sates 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 77
80. 74. 121. 142 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 70
212.179. 42. 66 | srael 147.237.77. 216 |dover.idf.i|Hrst packet isn't SYN drop drop 67
194. 176. 105. 150 E?Ir:;gom 147.237.77. 216 |dover.idf.i|Hrst packet isn't SYN drop drop 64
132.70.66. 11 | srael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 57
5.28.175.162 | srael 147.237.72. 166 |aka. i df .i | Sgg;e”ansm wthdifferent wndow gy 1p sequence monitor |56
82. 166. 28. 72 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 51
2.54.9.109 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 46
87.69. 115. 141 |l srael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 44
79.178.5. 46 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 41
37.26. 148. 225 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 39
109. 253. 145. 7 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 39
192. 114. 105. 254 |l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 38
208.54.70.185 |Whited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 38
2.52.173. 82 | srael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 38
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 36
79.180. 102. 239 |Israel 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 36
79.176. 63. 188 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 34
37.48.120.214 |Net herl ands 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 33
109. 253. 132. 142|l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 33
66.249. 78. 159 |l srael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op dr op 32
66.249.78.159 |United Qates |147.237.77. 216 |dover.idf. | V31 d segnent retransmssion. Packet Streamng Engi ne: TP Invalid drop 32
dr opped. Ret r ansni ssi on
176. 12. 142. 150 |l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 30
70.198.47.150 |Whited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 30
79.180. 26. 246 |l srael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN dr op drop 28
50. 87.144. 145 |lLhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 28
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 27
79.183. 5. 45 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 26
66.249.78.166 |United Qates |147.237.77. 216 |dover.idf.i| V31 d segnent retransmssion. Packet - (Sireaning Engine: TGP Invalid drop 26
dr opped. Ret r ansni ssi on
93.172. 34. 126 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 26
82.166. 75. 217 | srael 147.237.77. 216 |dover.idf.i|Hrst packet isn't SYN drop drop 26
12.69.179. 102 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 25
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

dte

Devi ce

Country

Action

‘Count

46.19. 86. 103 | srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 54
109. 253. 129. 3 | srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 13
2.54,170.190  |Israel 147. 237.72. 166 |aka. i of . i | Distributed thaut horized UR. Access on Bock |12
v aka. i df . i 1//mai n/ har edi ni webr esour ce. axd
Cooki e Tanpering on cooki e . ASPNETAUTH Expect ed
0102D063AA2B8B49D208FEDODBEBF68D49D20800093300330037003
192.116. 188. 37 |l srael 147.237.76.39 |nobile neitav.idf.il 9003200320034003200310000012F00FF, Cbserved None 8
010226DOE07A0032D208FE264822460332D208000933003300370039
003200320034003200310000012F00FF
67.86.240.10  |United Sates |147.237. 72. 166 |aka i df il Distributed thaut hori zed UR. Access on Bock |5
wawv aka. i df . i 1//mai n/ har edi ni webr esour ce. axd
79. 180. 205. 42 | srael 147.237.77.216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 79. 180. 205. 42 B ock 4
s D stributed Unauthori zed URL Access on
37.26.147. 210 | srael 147.237.72. 166 |aka.idf.il v aka, i df i 1 // mai v har edi m webr esour ce. axd Bl ock 4
109. 253. 141. 73 |l srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 4
80. 246. 130. 119 |Israel 147.237.72. 166 |aka. i df .1 Distributed Lhaut hori zed LRL Access on Bock |3
wan aka. i df . i | // nai n/ har edi i webr esour ce. axd
79.180.150.57 I srael 147, 237.72. 166 |aka. i o . | Distributed Lhaut hori zed LR Access on Bock |3
w aka. i df . il //mai n/rabanut / webresour ce. axd
109. 66. 138. 223 |l srael 147.237.72. 166 |aka.idf.il D stributed Unknown HTTP Request Met hod B ock
176.12.144.86 | srael 147.237.0.17 inlmy- kosher-kravi. 1. | 1y aceabl e S Sessi ons: Unknown Server Gertificate None |2
95.86.106.73  |Israel 147. 237.72. 166 |aka. i of . i | Distributed thaut horized UR. Access on Bock |2
waw aka. i df . i 1//mai n/ har edi mi webr esour ce. axd
s D stributed Lhaut horized URL Access on
77.126. 39. 135 I srael 147.237.72. 166 |aka.idf.il v aka. i df i 1// mai v/ har edi m webr esour ce. axd Bl ock 2
54.235.160.85 |lhited Sates |147.237.72.166 |aka.idf.il D stributed PHP At enpt B ock 2
79.180.58. 173 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 2
69. 89. 21. 65 Lhited Sates |147.237.77.176 |natpash.idf.il PHP At t enpt B ock 2
s D stributed Lhaut horized URL Access on
109. 64. 20. 129 I srael 147.237.72. 166 |aka.idf.il v aka. i df i 1// mai v/ har edi m webr esour ce. axd Bl ock 2
D stributed Lhaut hori zed URL Access on
109. 253. 138. 123|l srael 147.237.72. 166 |aka. i df . il wwy aka. i df . i |//sites/resources/ chi nuch/ styl es/i nport/bottonmavi gat on. a|B ock 2
Sp
87.69. 194. 149 | srael 147.237.72.166 |aka.idf .il D stributed Suspi ci ous Response GCode_ Qust om Tenpor ary B ock 2
: S Unhaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il Wi navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx B ock 2
81.218. 140. 248 |l srael 147.237. 72. 166 |aka.i df .i | D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 2
109. 160. 225. 147 || srael 147.237.72. 166 |aka.i df . Distributed thaut hori zed URL Access on Bock |2
wanv aka. i df . il // mai n/ har edi nd webr esour ce. axd
46.19. 86. 39 I srael 147. 237.72. 166 |aka i of . i | Distributed Lhaut hori zed LRL Access on Bock |1
ww aka. i df . i1//mai n/ har edi mi webr esour ce. axd
109. 253. 144. 194 |l srael 147.237. 72. 166 |aka.i df .i | D stributed Suspi ci ous Response Gode_ Qust om Tenpor ary B ock 1
77.125.127.230 |lsrael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Gode_ Qust om Tenpor ary B ock 1
S Mil tiple Uhtraceabl e SS. Sessi ons from 109. 66. 138. 223 ( Pr ot ocol
109. 66. 138. 223 |l srael 147.237.72. 166 |aka.idf .il viol ation (SSL CONN APPLI CATI ON DATA EXCHANGE)) None 1
e Unhaut hori zed URL Access to
66. 249. 78. 109 | srael 147.237.77. 216 |dover.idf.il 147. 237. 77. 216/ 1133- 19748- he/ i df gdover . aspx B ock 1
54.235.160.85 |lhited Sates |147.237.72.166 |aka.idf.il D stributed Admn B ocki ng B ock 1
84. 228. 20. 222 | srael 147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to wwwe aka. i df.il/nmain/nagan tiznoret tzahal / |B ock 1
5.29.0.4 | srael 147.237.76.42 |refuah.idf.il Mil ti pl e Uhaut hori zed URL Access fromb5.29.0.4 B ock 1
109. 168. 211. 24 :ZZ:; o |147.237.77.176 natpash. i f i1 Distributed Unknown HTTP Request Method Bock |1
. . C e SS. Lhtraceabl e Gonnection - Protocol violation
79.178.196. 252 |lsrael 147.237.72. 167 |i shurimaka.i df .il (SSL OONN SERVER HELLO) None 1
69. 89. 21. 65 Lhited Sates |147.237.77.176 |natpash.idf.il Adm n Bl ocki ng B ock 1
109. 66. 138. 223 [l srael 147. 237. 72. 166 |aka. i df .i | Mal formed URL y[[#24]] B ock 1
s Unaut hori zed URL Access to
66. 249. 64. 84 | srael 147.237.72. 166 |aka.idf . il 147, 237.72. 166/ mai v/ gi yus/ gi yus/ gener al . aspx B ock 1
198. 20. 69. 74 Lhited Sates |147.237.72.166 |aka.idf.il Uhaut hori zed URL Access to 147.237. 72. 166/ B ock 1
79. 180. 205. 42 | srael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df.il/tenpl at es/ honepage/ 6 s3_ B ock 1
149.88.149.80 |lhited Sates |147.237.72.166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
s Unaut hori zed URL Access to
2.52.1.2 I srael 147.237.72. 166 |aka. i df .11 wwv aka. i df . i |/ mai n/ gi yus/ aut henti cati onservi ce. asnx/ get userdetai | s Bl ock !
109. 66. 138. 223 |l srael 147.237.72. 166 |aka.idf .il NULL Character in Header Nane at B ock 1
109. 66. 138. 223 |l srael 147.237.72. 166 |aka.idf .il Illegal Byte Gode Character in Header Nane B ock 1
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