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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste

|9 gnature | Devi ce Action |count |
37.26. 147. 248 | srael 147.237.77. 216 dover.idf.il |TGP handshake violation, first packet not syn drop 9
2.52. 38. 68 | srael 147.237.77. 216 dover.idf.il |SYNHood unverified cooki e drop 3
82.102. 141. 252 | srael 147.237.77. 216 dover.idf.il |SYNHood unverified cooki e drop 1
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|Top Attackers In IPS|

Attacker Address

At t acker

Country

’Tar get Address ([Ste

46.19. 85. 71 | srael 147.237.77. 216 |dover.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 2
71.6.167.142 Lhited Sates 147.237.76.198|e.yohal an.idf .i | DVRep_B-N 60_100 B ock 2
66. 240. 192. 138 |lLhited Sates 147.237.77. 243 |nobi l e.idf .i | DVRep_B-N 60_100 B ock 1
46.19. 85. 198 | srael 147.237.77. 216 |dover.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fragroute B ock 1
188. 138. 9. 50 Ger nany 147.237.77. 205 |prisha.idf.il DVRep_B-N 60_100 B ock 1
89. 139. 166.50 |l srael 147.237.72. 166 |aka.idf .il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 1
71.6.167. 142 Lhited Sates 147.237.8.46 |e.chinuch.idf.il DVRep B-N 60 100 B ock 1
198.20.70.114 |Lhited Sates 147.237.76. 177 |ncore.idf . il DVRep B-N 60 100 B ock 1
66. 240. 192. 138 |lLhited Sates 147.237.8.46 |e.chinuch.idf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 CGer many 147.237.76.196 |e.sviva.idf.il DVRep_B-N 60_100 B ock 1
82. 80. 196. 44 | srael 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Overlap Wth Offerent Data, e.g., Fragroute B ock 1
71.6.165.200 |Wited Sates |147.237.0.17 Im"y' kosher-kravi. idf.i | o0 BN 60100 B ock 1
46.121. 251. 98 | srael 147.237. 72. 156 |anan.i df .i | 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fragroute B ock 1
198. 20. 69. 98 Lhited Sates 147.237.0.200 |ndu.idf.il DVRep_B-N 60_100 B ock 1
80. 216. 115. 8 147. 237. 77. 216 |dover. i o .i Lr2r2: HITR. Suspicious User-Agent (WndowsNT) Wth ho B ock 1
Separ ati ng ace
71.6.167. 142 Lhited Sates 147.237.72.217 |e.idf.il DVRep B-N 60 100 B ock 1
212.199. 121. 196|l srael 147.237. 77. 170 |na@arachot . i df .i | C1000004: HTTP:. options method (M crosoft) B ock 1
66. 240. 192. 138 |lLhited Sates 147.237.76.34 |yohalan.idf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Ger nany 147.237.76. 199 |e. nakchal . i df .i | DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger many 147.237.72. 156 |anan. i df . il DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.0.35 |akaws.idf.il DVRep_B-N 60_100 B ock 1
50.7.159. 11 Ger nany 147.237.8.46 |e.chinuch.idf.il DVRep B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76.196 |e.sviva.idf.il DVRep_B-N 60_100 B ock 1
180. 191. 89. 8 Phi | i ppi nes 147.237.77. 216 |dover.idf.il 7120: TP Segnent Overlap Wth Dfferent Data, e.g., Fragroute B ock 1
66. 240. 192. 138 |Lhited Sates 147.237.77. 170 |naar achot . i df .i | DVRep_B-N 60_100 B ock 1
46. 19. 85. 83 | srael 147.237.77. 216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 1
188. 138. 9. 50 CGer many 147.237.76. 200 |ei tan. aka.i df .i | DVRep B-N 60 100 B ock 1
85. 25. 103. 50 CGer many 147.237.76. 199 |e. nakchal . i df .i | DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.76. 176 |test.ncore.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77.235|sviva i df.il DVRep_B-N 60_100 B ock 1
62. 90. 234. 66 | srael 147.237.72. 166 |aka.idf .il 7120: TGP Segnent Overlap Wth Offerent Data, e.g., Fagroute B ock 1
188. 138. 9. 50 Ger many 147.237.72.14 |dover.idf.il (ol d) DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.77.176 |nat pash. i df . i | DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 |lhited Sates 147.237.77.233|atal .idf.il DVRep B-N 60 100 B ock 1
46. 19. 85. 89 | srael 147.237.76.42 |refuah.idf.il 7120: TQP. Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 1
188. 138. 9. 50 Ger nany 147.237.77.178 |e. natpash.i df .i| DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger nany 147.237.77. 170 |naar achot . i df .i | DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.77.176 |nat pash. i df . i | DVRep_B-N 60_100 B ock 1
198.20.70.114 |Lhited Sates 147.237.76.31 |nakchal .idf.il DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 |lhited Sates 147.237.8.28 |e.nobile-ks.idf.il DVRep B-N 60 100 B ock 1
188. 138. 9. 50 Ger nany 147.237.76.42 |refuah.idf.il DVRep_B-N 60_100 B ock 1
77.126.147. 173 |lsrael 147.237. 72. 167 |i shuri maka.i df .i | 7120: TP Segnent Overlap Wth Offerent Data, e.g., Fragroute B ock 1
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|Top Attackers In |D|

Attacker Address

| Attacker Country

| Target Address

|ste | Name | Count |
207.232.27.5 | srael 147.237.0. 34 tikshuv.idf.il LOCAL_RULES DOS attack 01/2012 1
104.171. 114. 254 147.237.76. 38 e.e.neitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
104.171. 114. 254 147.237.76. 38 e.e.neitav.idf.il ET SCAN NVAP -sS wi ndow 4096
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Target Address |Ste . ‘Count
Country Action
109. 253. 133. 176l srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 33
. . DO stributed Unaut hori zed URL Access on
212.76.115. 105 |[Israel 147.237.72. 166 |aka. i df . il v aka i df i1 // i v har edi m vebr esour ce. axd B ock 14
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 66. 249. 78. 159 B ock 3
46.4.13. 87 Ger many 147.237.72. 166 |aka.idf .il D stributed PHP At enpt B ock 2
. . D stributed Unaut hori zed URL Access on
5.28.161. 24 | srael 147.237.72. 166 |aka.idf .il v aka. i df i1 // i v har edi m vebr esour ce. axd B ock 2
5.135.187. 77 France 147.237.77. 176 [nat pash.i df . i | Dstributed PHP At enpt B ock 2
190.113.0.247 |Qhile 147.237.77. 176 |nat pash. i df .i | Dstributed PHP At enpt B ock 2
194.243.81. 177 |ltay 147.237.72. 166 |aka.idf .il Dstributed PHP At enpt B ock 2
84.228. 38. 14 | srael 147.237. 72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
93. 93. 64. 93 Fai n 147.237.77.176 [nat pash.idf . il DO stributed PHP At enpt B ock 2
50. 87. 207. 13 Lhited Sates 147.237.72. 166 |aka.idf .il Dstributed PHP At enpt B ock 2
64.50.185. 11 Lhited Sates 147.237.72. 166 |aka.idf.il Dstributed PHP At enpt B ock 2
209. 203.10. 195 |South Africa 147.237.77. 176 [nat pash.i df . i | Dstributed PHP At enpt B ock 2
; S Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il Wi navy. i df . i | / 994- 8613- he/ navy. aspx. aspx B ock 2
192.169.59. 190 |Lhited Sates 147.237.72. 166 |aka.idf .il Dstributed PHP At enpt B ock 2
194, 243.81.177 |ltaly 147.237.77. 176 [nat pash.i df . i | Dstributed PHP At enpt B ock 2
5.135.187. 77 France 147.237.72. 166 |aka.idf.il Dstributed PHP At enpt B ock 2
50. 87. 207. 13 Lhited Sates 147.237.77. 176 |nat pash. i df .i | D stributed PHP At enpt B ock 2
. . D stributed Unaut hori zed URL Access on
79.176.98.239 |lsrael 147.237.72. 166 |aka.idf .il v aka. i dof i1 // i v har edi m vebr esour ce. axd B ock 1
5.135.187. 77 France 147.237.77. 176 [nat pash.i df .i | DO stributed Admin B ocki ng B ock 1
190.113.0.247 |Ghile 147.237.77. 176 |nat pash. i df .i | D stributed Adnin B ocki ng B ock 1
157.55.39.178 |lLhited Sates 147.237.72. 166 |aka.idf .il Uhknown Par anet er pagenumin aka.idf.il/chanatz/fag/default.asp [None 1
. . D stributed Unaut hori zed URL Access on
109. 253. 133. 137l srael 147.237.76.42 |refuah.idf.il 147 237 76. 42/ | vebr esour ce. axd B ock 1
62. 90. 235. 246 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
202.112.50.77 |China 147.237.77. 216 |dover.idf.il Unknown HTTP Request Method quit in URL B ock 1
194.243.81. 177 |ltay 147.237.72. 166 |aka.idf .il D stributed Adnin B ocki ng B ock 1
. . D stributed Unaut hori zed URL Access on
84.95.255.130 |lsrael 147.237.72. 166 |aka.idf .il v aka. i dof i1 // i v har edi m vebr esour ce. axd B ock 1
R D stributed Lhauthori zed URL Access on
176.12.143. 4 | srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ | 1518- he/ r ef uah. aspx B ock 1
. . D stributed Unaut hori zed URL Access on
66. 249. 93. 244 | srael 147.237.76.42 |refuah.idf.il 147 237. 76. 42/ | vebr esour ce. axd Bl ock 1
66. 249. 64. 59 | srael 147.237.72. 166 |aka.idf .il Mil ti pl e Uhaut hori zed URL Access from 66. 249. 64. 59 B ock 1
212.235.98. 139 |Israel 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to www i df. il /hebrew news/ B ock 1
149. 88.127.105 |lhited Sates 147.237. 72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
50. 87. 207. 13 Lhited Sates 147.237.72. 166 |aka.i df .i | O stributed Adnin B ocki ng B ock 1
202.41.10. 14 India 147.237.72. 166 |aka.idf .il Uhaut hori zed URL Access to waw aka. i df.il/giyus/ general B ock 1
93. 93. 64. 93 Spai n 147.237.77. 176 |nat pash. i df .i | D stributed Admin B ocki ng B ock 1
R D stributed Lhauthori zed URL Access on
79.176. 168. 237 |l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ | webr esour ce. axd B ock 1
. . D stributed Unaut hori zed URL Access on
2.54.2.174 | srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ | 1518- he/  ef uah. aspx Bl ock 1
157. 55. 39. 208 Lhited Sates 147.237. 77. 226 |ww chamat z. aka. i df . i | |Unaut hori zed URL Access to 147.237.77. 226/ B ock 1
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/atal 1/izkor/vi ew i ng. asp B ock 1
64.50. 185. 11 Lhited Sates 147.237. 72. 166 |aka.i df .i | O stributed Adnin B ocki ng B ock 1
209. 203. 10. 195 |South Africa 147.237.77. 176 [nat pash.idf . il O stributed Adnin B ocki ng Bl ock 1
46.19. 85. 170 I srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/navy/ Bl ock 1
5.20.126.180  |Israel 147. 237.77. 216 |dover . i df i Wnaut hor | zed UR. Access to Bl ock 1
ww i df . i1/ resourcel userfol | ow esour ce/ creat e/
178.254. 0. 44 Ger many 147.237.76.42 |refuah.idf.il Lhaut hori zed UR. Access to refua.atal .idf.il/bl og/wp-adm n/ B ock 1
68. 180. 228. 232 |Lhited Sates 147.237.72. 166 |aka.i df .i | Uhknown Paraneter c... in ww aka.idf.il/niluimtenpl ates/inner.asp|None 1
66. 249. 73. 203 | srael 147.237.77.74 |lawidf.il Dstributed |11 egal Paraneter Encodi ng None 1
217. 69. 133. 220 :i;;ﬂon 147.237.72. 166 |aka.i df .i Unknown Paraneter fb709480 in aka.idf.il/giyus/ None 1
157.55. 39. 5 Wited Sates  |147.237.72. 166 |aka. i df.il Distributed Lhauthorized URL Access on Bl ock 1
waw aka. i df . i | // mai n/ rabanut / webr esour ce. axd
202.112.50.77 |China 147.237.77. 216 |dover.idf.il Mal forned URL B ock 1
80. 178. 212. 64 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
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