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|Top Attackers | n DDoS- Def ence |

Attacker Address | Atacker Country | Target Address |veb Ste |9 gnature |Device Action  |Count |
66. 249. 67. 24 | srael 147.237.77.170 naar achot . i df.il TCP handshake viol ation, first packet not syn drop 207
204. 13. 200. 28 Lhited Sates 147.237.72. 166 aka.idf.il Frk_Under Attack Con_Htps drop 2
221.7.168. 18 Chi na 147.237. 76. 42 refuah.idf.il JLMPurple Gon Limt_Tcp drop 1
38.229.1.13 Lhited Sates 147.237. 76. 202 e halag.idf.il Block Np Al Net dr op 1

124, 232.142. 220 Chi na 147.237. 76. 200 eitan. aka.idf.il Bl ock_Udp All _Nets dr op 1
178.162. 201. 166 Ger nany 147.237.76. 44 e refuah.idf.il Bl ock Udp All Nets drop 1

66. 249. 67. 40 | srael 147.237.77.170 naar achot . i df.il TCP handshake viol ation, first packet not syn drop 1
124.232.142. 220 Chi na 147.237.76. 177 ncore.idf.il B ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Tar get Address |S 1] |Name |mvi ce Action |Oount \
184.173.183. 172 Lhited Sates 147.237.77. 233 atal.idf.il DVRep_P- N 40- 59 Per ni t 205
184.173.183. 172 Lhited Sates 147.237.77.216 dover.idf.il DVRep_P- N _40- 59 Per nit 131
46.137. 134. 188 I rel and 147.237.72. 156 anan. i df.il DVRep_P- N _40- 59 Per nit 10
46.137. 134. 188 Irel and 147.237.72. 166 aka.idf.il DVRep P- N 40-59 Per mt 10
188. 138. 9. 50 Ger many 147.237.77.178 e. nat pash. i df .i| DVRep B-N 60_100 B ock 2
188. 138. 9. 50 Ger nany 147.237.0. 34 tikshuv.idf.il DVRep_B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76. 38 e.e.neitav.idf.il DVRep_B-N 60 _100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77.176 nat pash. i df . i | DVRep_B-N 60_100 B ock 1
93. 120. 27. 62 Romani a 147.237.8. 14 e.orchot.idf.il DVRep B-N 60 100 B ock 1
66. 240. 192. 138 Lhited Sates 147.237.77.216 dover.idf.il DVRep B-N 60_100 B ock 1
188. 138. 9. 50 Ger many 147.237. 8. 27 e.nadimatal .idf.il DVRep B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76. 147 chi nuch. aka.idf .il DVRep_B-N 60 100 B ock 1
93. 120. 27. 62 Romani a 147.237.76.176 test.ncore.idf.il DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237. 0. 35 akaws. i df .il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.77. 19 lawforumidf.il DVRep B-N 60 100 B ock 1
66. 240. 192. 138 Lhited Sates 147.237.76. 147 chinuch. aka.idf.il DVRep B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.77. 205 prishaidf.il DVRep B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76. 30 hi nush. i df .i | DVRep_B-N 60 100 B ock 1
85. 25. 43. 94 Ger nany 147.237. 8. 45 e.eitanidf.il DVRep_B-N 60 100 B ock 1
66. 240. 192. 138 Lhited Sates 147.237.77. 61 e.cogat.idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.0. 15 kaosher-kravi .idf.il DVRep B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76. 44 e.refuah.idf.il DVRep B-N 60_100 B ock 1
85. 25. 103. 50 CGer many 147.237.0. 16 ny- kosher-kravi .idf.il DVRep _B-N 60_100 B ock 1
66. 240. 192. 138 Lhited Sates 147.237.77.212 e.dover.idf.il DVRep_B-N 60 100 B ock 1
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|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste | Name | count |
195. 34. 150. 18 Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 6
82. 80. 25. 221 | srael 147.237.77. 216 |dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 Inbound |6
66. 249. 67. 32 Lhited Sates 147.237.77. 170 |maarachot.idf.il ET SCAN NVAP -sA (2) 4
66. 249. 65. 26 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
66. 249. 65. 28 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
180. 76. 6. 16 Chi na 147.237.77.216 |dover.idf.il portscan: TCP Distributed Portscan 1
58. 20. 54. 249 Chi na 147.237.76.44 |e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
177.148.168. 71 |Bazil 147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
213.182. 43. 222 |Rance 147.237. 76. 199 |e. nakchal .idf.il ET SCAN NVAP -sS w ndow 3072 1
177.148.168. 71 |Bazil 147.237.0. 17 mny- kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
213.182. 43.222 |Rance 147.237.76. 199 |e.nakchal .idf.il ET SCAN NVAP -f -sS 1
177.148.168. 71 |Bazil 147.237.0. 15 kosher - kravi .idf.il ET SCAN Potential SSH Scan 1
208. 184.217. 221 |lhited Sates 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
91.217.90. 49 Lkrai ne 147.237.76.42 |refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
202.71. 25. 29 Indi a 147.237.76. 177 |ncore.idf.il ET SCAN NVAP -sS w ndow 3072 1
82.214.114.5 Macedoni a, the Forner Yugosl av Republic of |147.237.77.243 |nobile.idf.il ET SCAN NVAP -sS w ndow 1024 1
201. 231. 105. 189 |Argentina 147.237.76. 199 |e.nakchal .idf.il ET SCAN NVAP -sS w ndow 4096 1
201. 231. 105. 189 |Argenti na 147.237.76.199 |e.nakchal .idf.il ET SCAN NVAP -f -sS 1
61. 240. 144. 65 Chi na 147.237.72.156 |anan.idf.il ET SCAN Potential SSH Scan 1
177.148.168. 71 |Bazil 147.237.0. 35 akavs. i df.il ET SCAN Potential SSH Scan 1
222.69.94. 13 Chi na 147.237.77.178 |e.natpash.idf.il ET SCAN NVAP -sS w ndow 3072 1
58. 20. 54. 249 Chi na 147.237.76.39 |nobile neitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
177.148.168. 71 |Bazil 147.237.0. 19 nadi matal .idf.il ET SCAN Potential SSH Scan 1
213.182. 43.222 |Rance 147.237.76.199 |e.nakchal .idf.il ET SCAN NVAP -sS w ndow 2048 1
177.148.168. 71 |Bazil 147.237.0.16 ny- kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
208. 184.217. 221 |Lhited Sates 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 2048 1
104. 155. 216. 239 147.237.76.44 |e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
208. 184.217. 221 |Lhited Sates 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -f -sS 1
82.214.114.5 Macedoni a, the Forner Yugosl av Republic of |147.237.77.243 |nobile.idf.il ET SCAN NVAP -sS w ndow 4096 1
202.71.25.29 I ndi a 147.237.76.177 |ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
201. 231.105. 189 |Argenti na 147.237.76.199 |e.nakchal .idf.il ET SCAN NVAP -sS w ndow 2048 1
198. 20. 69. 74 Lhited Sates 147.237.76. 177 |ncore.idf.il ET DRCP Dshi el d B ock Listed Source 1
61. 240. 144. 65 Chi na 147.237.72. 167 |ishurimaka.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |
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46.121. 136. 121 |l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 44
204.13.200.28 |Whited Sates 147.237.72. 166 |aka idf.il |Hrst packet isn't SYN drop drop 33
87. 68. 22. 56 | srael 147.237.77. 233 |atal .idf.il i; ;et ransmt with different w ndow Bad TCP sequence noni t or 29
2.54.160. 247 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 28
66.249.78.173 |United Qates  |147.237.77. 216 |dover. i i ||V | d segment retransmssion. Packet  |Sreaning Engine: TCP Invalid drop 23
dr opped. Ret r ansni ssi on
85. 65. 244. 190 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 22
93.172.173. 17 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 20
104. 52. 193. 183 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 16
5. 102. 204. 23 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 16
140. 228.147. 31 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 13
66.249.78.166 |lnited Sates  |147.237.77. 216 |dover.icf ;| VA 1d segment retransmssion. Packet |Sreanng Engine: TCP Invalid drop 12
dr opped. Ret r ansni ssi on
219. 113. 243. 170|Japan 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 10
207. 46. 13. 35 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 8
119.73.253. 4 S ngapor e 147.237.77. 216 |dover.idf.i Invalid segment retransmssion. Packet Strean g E?'gi ne: TP Invalid drop 8
dr opped. Ret r ansni ssi on
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop dr op 8
118. 46. 152. 52 ?re& RPUDITC 11 47 237, 77. 216 |dover. i df i [First packet isn't SWN drop drop 8
149.78.154.69 |lLhited Sates 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop dr op 7
174. 6. 36. 154 Canada 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 7
50. 87. 144. 145 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 7
220.255.1.125 |d ngapore 147.237.77. 216 |dover . i of .| VA 1 segnent retransmssion. Packet  [Sreaning Engine: TP Invalid drop 6
dr opped. Ret r ansni ssi on
66.249.78.159 |United Sates  |147.237. 77. 216 |dover. i ;| VA 1d segment retransmssion. Packet |Sreanng Engine: TCP Invalid drop 6
dr opped. Ret r ansn ssi on
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 6
87. 68. 22. 56 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 6
124. 6. 181. 36 Phi | i ppi nes 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 6
5.102. 254. 71 | srael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop dr op 6
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 5
192. 249. 64. 249 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 5
37.48.120.214 |Net herl ands 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 5
207.46.13.1 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 5
46.19. 86. 212 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 4
1.136.96. 119 Australia 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop dr op 4
65.19. 138. 34 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 4
46.116. 187. 76 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 4
66. 249. 82. 194 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 4
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 4
59.167.118. 165 |Australia 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 4
79.179.172.33 |lsrael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop dr op 4
190. 225. 0. 57 Argentina 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 3
119. 73.170. 114 |S ngapor e 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 3
2.52.182.51 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 3
220. 255. 1. 43 S ngapor e 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 3
84.109. 215. 69 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 3
76.187.51.207 |lhited Sates 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop dr op 3
220. 255. 1. 149 |S ngapore 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 3
77.75.77. 11 Czech Republic |147.237.77.216|dover.idf.i|Frst packet isn't SYN drop drop 3
66. 249. 82. 210 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 3
66. 249. 64. 76 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 3
220.255.1.119 |S ngapore 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 3
65. 19. 138. 33 Lhited Sates 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop dr op 2
84.228.124.218 |lsrael 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 2
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134. 249.53. 8 Lkrai ne 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to wwn law idf.il/tenpl ates/getfil e/ B ock 3

66. 249. 73. 219 |l srael 147.237.77.74 |lawidf.il DOstributed |11 egal Paraneter Encoding None 2

66. 249. 78. 166 |l srael 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 166 B ock 2
s D stributed Unaut hori zed LR Access on

66. 249. 64.88 |l srael 147.237.72. 166 |aka. i df i 147, 237.72. 1661 | nai 1/ gi yus/ gi yus/ gener al . aspx B ock 1

188. 138. 17. 205 |France 147.237.77. 170 |naar achot . i df . i | Uhaut hori zed URL Access to 147.237.77. 170/ B ock 1

77.75.77.11  |czech Republic |147.237.77. 216 [dover.idf. il Wnauthori zed LRL Access to B ock 1

wa i df . i |/ newsi t e/ engl i sh/ docunent s. asp

66. 249. 64. 59 | srael 147.237.72. 166 |aka.idf .il Lhaut hori zed URL Access to wan aka.idf.il/gyius B ock 1

207.46. 13. 143 |lLhited Sates 147.237.77. 176 |nat pash.i df . i | Uhaut hori zed URL Access to 147.237.77. 176/ B ock 1

136. 243. 36. 88 |Cer many 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to waw navy. i df.il/navy/ B ock 1

66. 249. 67. 32 | srael 147.237.77. 170 |naar achot . i df . i | Lhaut hori zed URL Access to nmaarachot.idf.il/m B ock 1
s Mil tiple Lhtraceabl e SS. Sessions from 195. 159. 233. 44 (Pr ot ocol

195. 159. 233. 44 |Nor way 147.237.72. 166 |aka. i df .i | viol ation (SSL CONN QLI ENT KEY EXCHANGE)) None 1

82.80.59.150 |l srael 147.237.0. 17 Im"y' kosher-kravi - 1df.1 |oq |1t raceabl e Connection - Unknown Server Gertificate None 1

66. 249. 64. 61 | srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to ww refua. atal . idf.il/nobile/ B ock 1

217.69. 133. 225 :32::: on 147.237. 72. 166 |aka. i df .i | Lhaut hori zed URL Access to waw aka. i df.il/contact/contact.asp B ock 1

155. 94. 254, 143 147.237.77. 233 |atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ B ock 1
. . S3. Whtraceabl e Gonnection - Protocol violation

195. 159. 233. 44 |Nor way 147.237.72. 166 |aka.idf .il (SSL_ CONN CLI ENT KEY EXCHANGE) None 1

87. 68. 22. 56 | srael 147.237.77.233|ata .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1

66. 249. 64. 64 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1770- he/ r ef uah. aspx B ock 1

i i i % T™M oX?xXTM
157.55.39.6  |lhited Sates |147.237.72.166|aka.idf.il Whaut hori zed UR. Access to wiw. aka. i df. i1/ xzxTxgexex?x B ock 1
x?/ cont act /
199. 59. 148. 209 |Lhited Sates 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to www i df.il/1133-22089- B ock 1
. e Unaut hori zed URL Access to

101. 30. 232. 217 |Chi na 147.237.77.74 |lawidf.il W aw i df i1/ tenpl o es/ get i1 &/ get i | e, aspx/ t rackback! B ock 1
. . D stributed Uhaut hori zed URL Access on

66. 249. 64. 86 | srael 147.237.72. 166 |aka. i df . il 147, 237.72. 166/ / mai n/ gi yus/ gi yus/ gener al . aspx B ock 1

) S Unknown Paraneter sorderby in
157.55.39. 179 |Whited Sates 147.237.72. 166 |aka.idf .il aka.i df .i1/ituri maspldi spl ayal | sol di ers. asp None 1
74.82.47. 3 Lhited Sates 147.237.0. 16 ny-kosher-kravi .idf.il Uhaut hori zed URL Access to 147.237.0. 16/ B ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 26 | srael 147.237.77. 216 |dover.idf.il 147. 237.77. 216/ 1133- 18063- he/ dover . aspx B ock 1
207. 46. 13. 52 Lhited Sates 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df.il/hebrew news/ 300900 ri ot. st mB ock 1
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