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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature |Device Action  |Count |
220.181.108. 179 Chi na 147.237.76. 42 refuah.idf.il TCP handshake viol ation, first packet not syn drop 1040
220.181. 108. 84 Chi na 147.237.76. 42 refuah.idf.il TCP handshake viol ation, first packet not syn drop 101
220. 181. 108. 166 Chi na 147.237.76. 86 navy.idf.il TCP handshake viol ation, first packet not syn drop 63

82. 145. 219. 142 Eur ope 147.237.76. 86 navy.idf.il ock Ip Vb In drop 10

58. 72. 58. 45 Korea, Republic of 147.237. 76. 202 e halag.idf.il |Bock Wp Al Nets drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker Country\Target Address |Ste

|NarTe

|mvi ce Acti 0n|Count |

128.242.249. 12 |lLhited Sates 147.237.77. 216 |dover.idf.il DVRep_P- N _40- 59 Per m t 26
85. 25. 103. 50 Ger many 147.237.8. 46 e.chinuch.idf.il DVRep_B-N 60_100 B ock 2
71.6.165. 200 Lhited Sates 147.237.8. 45 eeitanidf.il DVRep B-N 60 100 B ock 2
71.6.165. 200 Lhited Sates 147.237. 8. 50 e tikshuv.idf.il DVRep_B-N 60 100 B ock 2
71.6.167. 142 Lhited Sates 147. 237. 76. 147 |chinuch. aka.idf.il DVRep_B-N 60_100 B ock 2
71.6.165. 200 Lhited Sates 147.237.0.19 nadi matal .idf.il DVRep_B-N 60_100 Bl ock 1
188.138.9.50  |Ger many 147.237.0.200 |rdu.idf.il DVRep_B-N 60 100 B ock 1
71.6.165. 200 Lhited Sates 147.237.77. 226 |ww chamat z. aka. i df .i| |DVRep_B- N 60_100 B ock 1
198. 20. 70. 114 |lhited Sates 147.237.77. 205 |prisha.idf.il DVRep B-N 60 100 B ock 1
188.138.9.50  |Ger nany 147. 237. 76. 197 |e. hi nush.i df .i | DVRep B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.0. 34 tikshuv.idf.il DVRep_B-N 60_100 B ock 1
89.139.173.79 |[Israel 147.237.77. 216 |dover.idf.il 7120: TCP. Segnent Overlap Wth DOfferent Data, e.g., Fagroute |[B ock 1
188.138.9.50  |Ger nany 147.237.77. 233 |atal .idf.il DVRep_B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.8. 28 e. nobil e-ks.idf.il DVRep_B-N 60_100 B ock 1
46.116.193.10 |lIsrael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |[B ock 1
93. 120. 27. 62 Ronmani a 147.237.76. 176 |test.ncore.idf.il DVRep B-N 60 100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237. 76. 148 |gqcenter. aka. i df .i | DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77. 216 |dover.idf.il DVRep_B-N 60_100 Bl ock 1
71.6.167.142 Lhited Sates 147. 237. 8. 45 eeitanidf.il DVRep_B-N 60_100 Bl ock 1
66. 240. 192, 138 |Lhited Sates 147.237.72. 167 |i shurimaka.idf.il DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.76.196 |e.sviva.idf.il DVRep B-N 60 100 B ock 1
198. 20. 70. 114 |lhited Sates 147.237. 8. 46 e. chinuch.idf.il DVRep B-N 60 100 B ock 1
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|Top Attackers In |D|

Attacker Address | A tacker Country | Target Address |ste | Name |count |
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 29
66. 249. 67. 41 Lhited Sates 147.237.77.170 naarachot . i df.il ET SCAN NVAP -sA (2) 6
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
66. 249. 67. 32 Lhited Sates 147.237.77.170 naar achot . i df . il ET SCAN NVAP -sA (2) 4
66. 249. 67. 24 Lhited Sates 147.237.77.170 naar achot . i df . i | ET SCAN NVAP -sA (2) 2
61. 240. 144. 65 Chi na 147.237.77.212 e.dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 64 Chi na 147.237.0. 17 m ny- kosher - kravi . i df. il ET SCAN NVAP -sS w ndow 1024 1
43. 255. 191. 168 Japan 147.237.77. 227 e hanaz.idf.il ET SCAN Potential SSH Scan 1
101. 226. 2. 99 Chi na 147.237.76. 30 hi nush. i df .i | ET SCAN NVAP -sS w ndow 2048 1
43. 255. 191. 168 Japan 147.237.77. 121 e navy.idf.il ET SCAN Potential SSH Scan 1
101. 226. 2. 99 Chi na 147.237.76. 30 hi nush. i df .i | ET SCAN NVAP -f -sS 1
81.200.91. 2 Russi an Federation 147.237.77.170 naar achot . i df .i | ET SCAN NVAP -f -sS 1
61. 240. 144. 67 Chi na 147.237.76. 148 gocenter.aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 64 Chi na 147.237.76. 31 nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 64 Chi na 147.237.0. 15 kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
43. 255. 191. 168 Japan 147.237.77. 212 e.dover.idf.il ET SCAN Potential SSH Scan 1
101. 226. 2. 99 Chi na 147.237.76. 30 hi nush.idf.il ET SCAN NVAP -sS w ndow 1024 1
82.117.208. 243 147.237.77. 243 nobi | e.idf.il ET SCAN NVAP -sS w ndow 1024 1
81.200.91.2 Russi an Federation 147.237.77.170 naar achot . i df .i | ET SCAN NVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Tar get Address ‘S’ te ‘Massage
197.134.113. 59 |EHyypt 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 255
90. 196. 68. 66 Uni ted Kingdom |147.237.77.216 |dover.idf.i|Hrst packet isn't SYN drop drop 144
69. 164. 135. 33 |lhited Sates 147.237.77. 216 |dover.idf.i|F rst packet isn't SN drop drop 105
209. 6. 148.106 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 75
69. 138. 246. 215 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 61
46.19. 86. 191 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 49
70.211.75.220 |Whited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 38
176.12. 147. 6 | srael 147. 237. 77. 216 |dover i of .i Inval i d segnent retransnission. Packet Sreani ng Er_]gi ne: TGP Invalid drop 36
dr opped. Ret r ansni ssi on
66.249.78.159 |Wnited Sates 147.237.77. 216 |dover. i of .| V3 1 segnent retransmssion. Packet |Sreamng Engine: TCP Invalid drop 34
dr opped. Ret r ansni ssi on
68.187.129. 181 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 26
220.213.51.77 |Japan 147.237.77. 216 |dover.idf.i|F rst packet isn't SN drop drop 23
66.249.78.173 |lited Sates 147.237. 77. 216 |dover. i of .| V3 1 segnent retransmssion. Packet  |Sreamng Engine: TCP Invalid drop 22
dr opped. Ret r ansni ssi on
149.78.154.69 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 22
37.48.120.214 |Net her| ands 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 19
66.249.78.166 |United Sates  |147.237. 77. 216 |dover. i .i[ "V 1 d segment retransmssion. Packet |Streamng Engine: TGP Invalid drop 18
dr opped. Ret r ansni ssi on
50. 87. 144. 145 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 16
190. 167. 187. 187 zg:t;“i ia” 147. 237.77. 216 |dover. i df .i|First packet isnt SWN drop drop 15
76.23.129.129 |lLhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 14
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 14
54.72.73.168 Lhited Sates 147.237.77.216 |dover.idf.i|H rst packet isn't SYN drop drop 14
66.249.64.76  |Uited Sates 147.237.77. 216 |dover. i of .| V3 1 segnent retransmssion. Packet  |Sreamng Engine: TCP Invalid drop 12
dr opped. Ret ransn ssi on
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 12
208.54.86.191 |lhited Sates 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 11
207. 46. 13. 52 Lhited Sates 147.237.77.216 |dover.idf.i|H rst packet isn't SYN drop drop 11
105. 34. 241. 129 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 10
23.117.9. 93 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 9
176.12.149. 112 |l srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SN drop drop 9
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 8
66.249.64.74  |Wited Sates 147.237.77. 216 |dover. i of .| V3 1 segnent retransmssion. Packet |Sreamng Engine: TCP Invalid drop 8
dr opped. Ret r ansni ssi on
37.142.109. 82 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 7
157. 55. 39. 31 Lhited Sates 147.237.77. 216 |dover.idf.i|F rst packet isn't SN drop drop 6
207.46. 13. 35 Lhited Sates 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 6
81.218.176. 177 |lsrael 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 6
68.180.228. 117 |Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 6
207.46.13.35  |wited Sates 147.237. 77. 216 |dover. i of .| V3 1 segnent retransmssion. Packet |Sreamng Engine: TCP Invalid drop 6
dr opped. Ret ransni ssi on
45, 36. 22. 74 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 6
14.201.28.100 |Austraia 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 6
41. 33. 232. 65 Egypt 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 5
76. 98. 34. 153 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 5
176. 12. 150. 244 |l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 5
199. 30. 25. 113 |Lhited Sates 147.237.77. 216 |dover.idf.i|F rst packet isn't SN drop drop 5
74.102.14.238 |Whited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 4
207.46.13.1 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 4
107. 77. 89. 26 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 4
66.249.64.72  |wited Sates 147.237.77. 216 |dover. i of .| V3 1 segnent retransmssion. Packet |Sreamng Engine: TCP Invalid drop 4
dr opped. Ret ransni ssi on
173.252.88.183 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 4
70. 29. 38. 165 Canada 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 4
66. 249. 64. 74 | srael 147.237.77. 216 |dover.idf.i|F rst packet isn't SYN drop drop 4
66.249.78.109 |Whited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 3
174.89. 234. 171 |Canada 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 3
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry ‘Tar get Address |Ste Action ‘Count
217.12.202.39 |kraine 147.237.77.74 |lawidf.il PHP At t enpt B ock 7
157. 55. 39. 14 Lhited Sates |[147.237.76.86 |navy.idf.il Mil tipl e Whaut horized URL Access from 157.55. 39. 14 B ock 3
68. 180. 228. 117 |Lhited Sates |147.237.77.216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 68. 180. 228. 117 B ock 2
93. 233. 31. 234 |Ger many 147.237.77. 176 [nat pash.i df .i | Uhaut hori zed URL Access to waw cogat . i df.il/894-en B ock 2
66. 249. 64. 59 | srael 147.237.72.166 |aka.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 64. 59 B ock 2
157. 55. 39. 13 Lhited Sates [147.237.76.86 |navy.idf.il Ml ti pl e Unaut hori zed URL Access from 157.55. 39. 13 B ock 2
197.134. 113. 59 |Rgypt 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df .il/894-ar B ock 2
72.9.148. 10 Lhited Sates |[147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. i df.il/994-8613- he/ navy. aspx. aspx B ock 2
178. 33. 160. 252 |Spai n 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua.atal .idf.il/bl og/ wp-adm n/ B ock 1
R Uhknown Paraneter [[#2]] in
109.253.129. 88 |l srael 147.237.72. 166 |aka. i df .11 ww aka. i df . i | / nai n[/[gl y]u]s/ user det ai | s/ updat euser det ai | s. aspx None !
66. 249. 64. 59 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
207.46.13. 71 Lhited Sates |[147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. i df.il/consol e/ core/ doc_ngr/undefined |B ock 1
157. 55. 39. 14 Lhited Sates [147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to ww navy. i df.il/capt cha. ashx B ock 1
66. 249. 65. 153 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
180. 76. 4. 211 Chi na 147.237.76.31 |[nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
113. 29. 153. 66 g[mea icof 147.237.72. 166 |aka. i df .i D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
68. 180. 228. 117 |Uhited Sates |147. 237.77. 216 |dover. icf. i1 |authorized LR Access to. Bl ock 1
v i df . i |/ english/organi zati on/ honefront/earth. stm
157. 55. 39. 16 Lhited Sates [147.237.77.233|atal.idf.il D stributed Unauthori zed URL Access on 147.237.77.233// B ock 1
95.173. 171. 224 |Tur key 147.237.76.86 |[navy.idf.il Il11egal HITP \krsion B ock 1
66.249.73.203 |Israel 147.237.77.74 [lawidt.il tnaut hori zed URL Access to T T 1
waw | aw i df.il/tenpl ates/tenpl at econtrol s/ news/ Xgex>x x‘x” X"XZxXgex?x
37.142.84. 24 | srael 147.237.72.166 |aka.idf.il Lhaut hori zed LR. Access to wwv aka.idf.il/https:/ww aka.idf.il/ B ock 1
183.91. 14. 219 |V et nam 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua.atal .idf.il/wp-admn/ B ock 1
69. 30. 240. 46 Lhited Sates |[147.237.72.167 |ishurimaka.idf.i|lllegal HITP \krsion B ock 1
66. 249. 64. 59 | srael 147.237.72.166 |aka.idf.il Unknown Paraneter newsltemin ww aka.idf.il/megurini news/ None 1
157.55.39. 130 |lhited Sates |147.237.72.166 |aka.idf.il Uhaut hori zed URL Access to waw aka. i df.il/nai n/rabanut/ 62312 B ock 1
101. 110. 183. 64 |Japan 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal.idf.il/wordpress/wp-admn/ B ock 1
66. 249. 78. 95 | srael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
S Unhaut hori zed URL Access to
46.19.123. 125~ [France 147.237.77. 216 |dover. i df .11 v i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
188. 138. 17. 205 |F ance 147.237.77. 170 |naarachot . i df . il |Uhaut horized URL Access to 147.237.77.170/ B ock 1
157. 55. 39. 13 Lhited Sates [147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to ww navy. i df.il/70069. ) pg B ock 1
70. 29. 38. 165 Canada 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to wawidf.il/join B ock 1
66. 249. 64. 61 | srael 147.237.72. 166 |aka.idf .il Unknown Paraneter pop in ww aka.idf.il/nain/ horme/ None 1
} s Unaut hori zed URL Access to
157.55.39. 178 |lhited Sates |147.237.72.166 |aka.idf.il aka. i df .i1/portal nil ui mitenpl at es/ wa behazdaa, org B ock 1
R Il1ega e Qode Qharacter in Paraneter Nane [[#2]] in
109. 253. 129. 88 |l srael 147.237.72. 166 |aka.idf .il V\mwegaka_%tf. i1/ nal oY gi yus/ user det ai | s/ updat eu[s[erc{e]tai I's. aspx B ock 1
67.231. 16. 42 Canada 147.237.76.42 |refuah.idf.il Lhaut hori zed UR. Access to refua.atal .idf.il/test/wp-admn/ B ock 1
66. 249. 64. 58 | srael 147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to waw navy. i df.il/nobil e/ B ock 1
66. 249. 64. 64 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 938- he/ r ef uah. aspx B ock 1
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