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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

Site

Signature

Device Action

Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip Véb I n drop 4070
181.112. 143. 242 Ecuador 147.237.76. 197 e. hinush.idf.il B ock_Udp Al _Nets dr op 5
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock Udp Al Nets drop 4
198. 62. 219. 5 Lhited Sates 147.237.77. 216 dover.idf.il B ock Udp Al Nets drop 1
94.102. 49. 116 Net her | ands 147.237.77. 227 e. hanaz. i df.il B ock Np Al Net drop 1
185.94. 111. 1 Russi an Federati on 147.237. 76. 34 yohal an.idf.il Bl ock_UWp Al _Nets drop 1
185.94.111. 1 Russi an Federati on 147.237.76. 201 eatal.idf.il Bl ock_UWp Al _Nets drop 1
198. 20. 87. 98 Lhited Sates 147.237.0. 17 mny- kosher-kravi .idf.il B ock Np Al Net dr op 1
65. 220. 102. 4 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ock Wdp Al Nets drop 1
185.94.111. 1 Russi an Federation 147.237.72. 166 aka.idf.il B ock_Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At t acker .
Attacker Address |Target Address ount ry Signature
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
46.116. 160. 1 147.237.76.86 |Israel navy. i df.il ET SCAN NVAP -sA (2) 3
185. 103. 252. 72 |147. 237. 76. 34 23::;'}0'1 yohalanidf.il  |ET SCAN Potential SSH Scan 1
82.117.208.243 [147.237.72.156 anan.idf.il ET SCAN NVAP -sS w ndow 1024 1
, L SERVER APACHE Apache nod_ssl non-SSL connection to SSL port
66.249.78.158 |147.237.72. 166 |lhited Sates aka idf.il ) . - 1
deni al of service attenpt
13.92.245.177 |147.237.72.167 |Uhited Sates ishurimaka.idf.il|ET SCAN NVAP -sS wi ndow 3072 1
13.92.245.177 |147.237.72.167 [Lhited Sates ishurimaka.idf.il|[ET SCAN NVAP -f -sS 1
213.251. 182. 106|147. 237. 77. 176 |France nat pash. i df . i | SERVER- WEBAPP adm n. php access 1
185. 103. 252. 72 |147. 237. 76. 147 E;ZZ:;'I o chi nuch. aka. i df .iI|ET SCAN Potential SSH Scan 1
122.114.116.55 [147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
80.82.78.38 147.237.8.46  |Netherlands e.chinuch.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
13.92.245. 177 |147.237.72.167 [Lhited Sates ishurimaka.idf.il|[ET SCAN NMAP -sS wi ndow 2048 1
, _ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
220. 134.99. 167 |147.237.0. 34 Tai wan tikshuv.idf.il 1

Potential Scan or Brute Force
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
Sreaning Engine: TGP Invalid i i SSi

66.249.78.146 |lited Sates  |147.237.72. 166 |aka idf.il 9 =g Inval i d segnent retransmssi on. drop 27
Ret r ansn ssi on Packet dropped.

213.57.187.61 |lsrael 147.237.72. 166 |aka.i df . i SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 16
Sreaning Engine: TGP Invalid i i SSi

46.19.86.118  |Israel 147.237.76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransmssion. g 15
Ret ransm ssi on Packet dropped.

. . SYNHAK retransmit with different .

37.26.149.248 |lIsrael 147.237.72. 166 |aka.i df .i | Bad TCP sequence i ndow scal e noni t or 14
Sreaning Engine: TGP Invalid i i SSi

109. 65.73.236 | srael 147.237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. g 12
Ret ransm ssi on Packet dropped.

66.249.93. 119 |Europe 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 11

66.249.93. 111  |Europe 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 9

46.19. 85. 144 I srael 147.237.76.31 |nakchal .idf.il  |Bad TCP sequence Invalid ACK nunber noni t or 8

149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 7

46. 19. 85. 136 I srael 147.237.77. 176 |matpash.idf.il  [Bad TCP sequence Inval i d ACK nunber noni t or 7
Sreaning Engine: TGP Invalid i i SSi

207.232.37.188 |Israel 147.237.72. 166 |aka i df .| 9 =g Imvalid segnent retransmssion. g 6
Ret r ansn ssi on Packet dropped.

46. 19. 85. 101 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or

94. 230. 86. 20 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or

212.143.142.56 |l srael 147.237.77. 216 |dover. i df .i | drop First packet isn't SN drop
Sreanming Engine: TGP Invalid i i ssi

176.13.15.150 | srael 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. g 6
Ret r ansm ssi on Packet dr opped.

79.177.161. 183 |[Israel 147.237.77. 216 |dover. i df .i SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 5

46. 19. 85. 101 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber aert 5

185. 3. 147.184  |Israel 147.237.77. 216 |dover. i df .i Bad TCP sequence Invalid ACK nunber noni t or 5

79.177.161. 183 |[Israel 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout aert 5

2.55.33.169 | srael 147.237.77. 243 |nobi | e.idf . il drop Frst packet isn't SN drop 3
Sreanming Engine: TGP Invalid i i ssi

46.19. 85. 86 I srael 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransnm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

79.181. 184. 216 |I srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

66.249. 93. 184  |Eur ope 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransnm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

109. 65.144. 63  |Israel 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. |, 3
Ret r ansm ssi on Packet dropped.

61. 6. 230. 87 ;lrjr:;eslsal am 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
Sreanming Engine: TCP Invalid i i ssi

87.70.38.102  |israel 147. 237.72. 166 |aka. i f . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

46.19.85.179  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segrent retransmssion. drop 3
Ret ransnm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

66.249.79.100 |Uited Sates  |147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransmssion. |, 3
Ret r ansm ssi on Packet dropped.

5.102.254.166 |lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 3

r N ine: TCP Invali i i ssi

79.182.200. 41 |Israel 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid Jinvalid segrent retransnission drop 3
Ret r ansnm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

77.126.40.233 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansm ssi on Packet dr opped.

] s . . header rejection pattern found in .

64.246.165. 150 |Lhited Sates  |147.237.72. 166 |aka. idf . il Header Rgjection r equest noni t or 3
Sreanming Engine: TGP Invalid i i ssi

176.13.2.108  |israel 147. 237. 76. 147 |chi nuch. aka. i df . i | 9 =g Invalid segnent retransmssion. g 3
Ret r ansm ssi on Packet dr opped.

31.210.187.81 |[Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or

213.57.187.61 |lsrael 147.237.72. 166 |aka.i df .il drop Frst packet isn't SYN drop
Sreanming Engine: TGP Invalid i i ssi

109. 253. 207. 237|1 srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segrent retransmssion. drop 3
Ret ransnm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

176.13.4.113  |Israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

185. 120. 126. 29 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransnm ssi on Packet dropped.

66.249.93. 115 |Europe 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreanming Engine: TGP Invalid i i ssi

109. 64. 157. 74 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi

2.53.56.233 I srael 147.237.72. 166 |aka i df .| 9 =g Invalid segnent retransmssion. g o 3
Ret r ansnm ssi on Packet dropped.

46. 19. 86. 85 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber noni t or

2.55.33. 169 I srael 147.237.77. 243 |nobi le.idf .i | SYN Attack rej ect
Sreanming Engine: TCP Invalid i i ssi

66.249.78.230 |Uited Sates  |147.237.77. 243 |mobile.idf il 9 =g Invalid segnent retransmssion. |, 3
Ret r ansm ssi on Packet dropped.

5.102.195.125 |[lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 2

5.22.131. 40 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2

2.53.159. 207 | srael 147.237.76.31 |nakchal .idf.il drop Frst packet isn't SN drop 2

37.26.147.200 |Israel 147.237.72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 2
Sreaning Engine: TGP Invalid i i SSi

95. 86. 93. 25 I'srael 147. 237.77. 243 |nobi l e. i df .1 9 =g Invalid segnent retransmssion. | 2
Ret r ansnm ssi on Packet dropped.

85. 64. 234. 254 |Israel 147.237. 72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
79.182. 49. 43 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 167
2.53.53. 241 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code Bl ock 35
2.53.53. 241 I srael 147.237.0.19 |nadi matal .idf.i|Suspicious Response Code Bl ock 17
109. 65. 131. 122 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 7
84.111.70.3 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code Bl ock 5
37.26.146. 147 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code Bl ock 5
46. 19. 86. 85 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
213.57.187.61 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 4
89.139.159. 84 |Israel 147.237.76.31 |nakchal .idf.il [Whauthorized HTTP Met hod B ock 3
134.191.232. 71 |[lIsrael 147.237.77. 216 |dover. i df . i | Distributed Lhauthorized UR. Access on waw idf.il/error.htm Bl ock 3
109. 253. 212. 166|l srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code Bl ock 3
77.125.133.227 |[israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
109. 64. 163. 253 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/sip storage/files/9/ B ock 3
95. 86. 93. 25 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code Bl ock 3
2.55.23.118 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
109. 64. 163. 253 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Waut hori zed URL Access from 109. 64. 163. 253 B ock 2
109. 64. 163. 253 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTI ONS for waw aka. i df.il/ Bl ock 2
109. 253. 221. 245]I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
89. 139. 166. 104 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
31.210.187.173 |[Israel 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code Bl ock 2
213. 251. 182. 106 |France 147.237.77. 176 |nat pash. i df .i| |Dstributed P Attenpt Bl ock 2
87.69.104. 6 I srael 147.237.77.216|dover.idf .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 2
52.23.231.1 Lhited Sates |147.237.77.216|dover.idf.il Unhaut hori zed LRL Access to wawidf.il/ https:/twtter.cont Bl ock 2
213. 251. 182. 106 |France 147.237.77. 176 [mat pash. i df .il  |Miltiple Uhauthorized URL Access from 213.251. 182. 106 Bl ock 2
2.53.155. 56 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
89.139.159.84 |[Israel 147.237.76.31 |nakchal .idf.il |Miltiple Unauthorized URL Access from 89.139. 159. 84 Bl ock 2
193. 201. 224. 176|kr ai ne 147.237.77. 216 |dover.idf . il Ostributed PHP A tenpt Bl ock 2
134.191.232. 70 |[lsrael 147.237.77. 216 |dover. i df . i | Distributed Lhauthorized UR. Access on waw idf.il/error.htm Bl ock 2
37.26.149.248 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 2
46.19. 86. 67 I srael 147.237.77.74 [lawidf.il Paraneter Type Miolation FreeText in wa|awidf.il/644-hel patzar.aspx  |B ock 1
109. 65. 241. 84 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for ww aka. i df.il/mai n/sachar/fag. aspx B ock 1
213.57.187.61 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: Protocol violation (SSL_CGONN LI ENT_HALLQ None 1
79.179.126.176 |[Israel 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl el shared/ reset . css Bl ock 1
193. 201. 224. 176|krai ne 147.237.77. 216 |dover. i df . i | Mil tiple Unaut hori zed URL Access from 193. 201. 224. 176 B ock 1
66.249.78.104  |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ r obot s. t xt Bl ock 1
37.142. 64. 41 I srael 147.237.77. 216 |dover.idf . il O stributed Unauthorized LRL Access on wwwvidf.il/https: /v idf.il/ Bl ock 1
217.194. 195. 215|I srael 147.237.77.216|dover. i df . i | D stributed Whaut hori zed URL Access on waw i df.il/https: /v idf.il/ B ock 1
204.79.180.170 |[Wnited Sates [147.237.77.216|dover.idf.il O stributed Lhauthori zed URL Access on waw i df.il/error.htm Bl ock 1
169.229.3.91  |Wited Sates [147.237.76.86 [navy.idf.il wgﬂfméjcgﬁ_eﬁqsﬁw ons from169.229.3.91 (Protocol vidlation .. 1
66.249.81.218 |[Israel 147.237.77.216|dover. i df .i | Ostributed Waut hori zed URL Access on waw i df.il/error. htm B ock
89.139.159.84 [Israel 147.237.76.31 [nakchal .idf.il [Wauthorized URL Access to ww nakhal .idf.il/sip_storage/files/8/ Bl ock 1
5.22.131.29  [israel 147.237.77. 233 atal . i df . | oy 230 19, 259 1194 el at ol - e B ock 1
213. 251. 182. 106|France 147.237.77. 176 [mat pash. i df .i|  |Adnin B ocki ng B ock 1
193. 201. 224. 176|kr ai ne 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wwww i df.il/license. php Bl ock

149. 78.192. 135 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx Bl ock
66.249.78.158 I srael 147.237.72.166 |aka. i df . i | %{“&;ﬁfﬁ'_&cﬁ;‘f&lﬂ“f& Frotocol violation None 1
41.107.66.244 |Ageria 147.237.77. 216 |dover.idf .i | Unaut hori zed URL Access to www idf.il/1133-15127-ar/ Bl ock 1
204.79.180.220 [lhited Sates [147.237.77.216|dover.idf.il Distributed Uhaut horized URL Access on waw idf.il/error.htm Bl ock 1
84.228.161.242 |[israel 147.237.77.234|hal ag. i df . il Unaut hori zed URL Access to 147.237.77.234/ i mages/ shared/bul l et 1. gif  [B ock 1
176.13.15.150 |l srael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Gode Bl ock 1
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