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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock Ip Wb _In drop 4081
79.178.196. 121 | srael 147.237.77. 216 dover.idf.il B ock_Udp All _Nets dr op 6

94. 102. 49. 116 Net her | ands 147.237.8. 14 e.orchot.idf.il Bock Np Al Net drop 1
172.82.174.52 Lhited Sates 147.237.77. 235 sviva idf.il Bl ock Udp All Nets drop 1
123. 30. 183. 145 \i et nam 147.237.72. 14 dover.idf.il (ol d) B ock Np Al Net drop 1
209. 126. 110. 228 Lhited Sates 147. 237. 72. 156 aman.idf.il ock Wip Al Nets drop 1

82. 145. 220. 186 Eur ope 147.237.77. 216 dover.idf.il ock Ip Wb _In drop 1
158. 69. 115. 207 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il B ock Np Al Net dr op 1

94. 102. 49. 116 Net her | ands 147.237.0. 200 ndu. i df . il Bock Np Al Net drop 1
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 1




04-19-2016-19:04:03 to 04-19-2016-20:04:03

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site ‘Sgnature Devi ce Action |Oount |
177.185.194.92 |Brazil 147.237.72.166 |aka.idf.il |6134 HITP. SQ Injection Variabl e Decl arati on Bvasi on Bl ock 8
177.185.194.92 |Brazil 147.237.72.166 |aka.idf.il |5670: HITP. SQ Injection (SELECT) Bl ock 4
62.210.225.135 |France 147.237.77.233 |atal .idf.il [5670: HTTP. SQ Injection (SALECT) B ock 4
95. 8. 20. 109 Tur key 147.237.77.216 |dover.idf.il|5056. HITP. Goss Ste Scripting (Javascript in HITP request) B ock 1




04-19-2016-19:04:03 to 04-19-2016-20:04:03

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
177.185. 194. 92 147.237.72. 166 Brazil aka.idf.il S Injection - Select From 37
62. 210. 225. 135 147.237.77. 233 France atal.idf.il QA Injection - Select From 12
195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 93. 182 147. 237. 72. 166 Eur ope aka.idf.il portscan: TCP DO stributed Portscan 1
62. 128. 48. 130 147.237.77.216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 1
37.46.41.71 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
217.132. 217. 150 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
176. 228. 220. 174 147.237.77.216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 1
85. 65. 10. 106 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
79.176.74. 3 147. 237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
46.120. 95. 29 147.237.77.216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 1
5.29.142. 61 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
213.57. 150. 167 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
89. 138. 109. 248 147.237.77.216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 1
82.117. 208. 243 147.237.0. 15 kosher-kravi .idf il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Country

‘Target Addr ess ‘S te

‘Signature

Ret ransm ssi on

Packet dropped.

Sreamng Engine: TCP Invalid i i SSi
77.125.123.103 |Israel 147. 237. 76. 200 |ei tan. aka. i of . i 9 =g nvalid segnent retransmssi on. drop 204
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
66.249.78.146 |lhited Sates  |147.237.72. 166 |aka.idf. il 9 =g nval i d segnent retransmssi on. drop 27
Ret r ansn ssi on Packet dropped.
87.71.84.181 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 24
Sreamng Engine: TCP Invalid i i ssi
2.55.137.36  |Israel 147.237.76. 200 |6 tan. aka. i of . | 9 =g nval i d segnent retransmssi on. drop 24
Ret r ansn ssi on Packet dr opped.
reanming BEngine: TCP Invali i i ssi
109. 253.211. 87 |Israel 147.237.77. 243 |mabi e i o1 |/ €AM NG Engine: TCP Invalid —Jinvalid segnent retransnission drop 12
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TP Invalid i i ssi
5.22.131.36  |Israel 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansn ssi on Packet dr opped.
reamng Engi ne: TCP Invali i i ssi
2.55.175.177  |israel 147.237.77. 243 |mabi e i o1 |/ €AM NG Engine: TCP Invalid —Jinvalid segnent retransnission drop 9
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TP Invalid i i ssi
87.71.21.229  |Israel 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansn ssi on Packet dr opped.
66. 102. 6. 188 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop
87.71.55.204 | srael 147.237.72.156 |aman.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 8
Sreamng Engine: TCP Invalid i i ssi
80. 178.190. 212 |[Israel 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
46.19. 86. 18 I srael 147, 237.72. 166 |aka i i1 | €AM NG Engine: TCP Invalid —Jinvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
79.179.194.84 |Israel 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
reamn ine: TCP Invali i i Ssi
185.27.106.46 | srael 147, 237.72. 166 |aka i i1 | €AM NG Engine: TCP Invalid - Jinvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.179.15.117 |Israel 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
2.53.132. 11 I srael 147, 237.72. 166 |aka i i1 | €AM NG Engine: TCP Invalid - Jinvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 132. 33 [ srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
31.168. 244. 198 |l srael 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 6
Sreamng Engine: TCP Invalid i i ssi
109. 253. 143. 1811 srael 147. 237.77. 243 |nubi l e.i df i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 5
79.176.54.228 | srael 147.237.72.156 |aman.idf.il  |SYN Attack SYN -> SYN-ACK -> Ti meout alert 5
79.176.54.228 |lsrael 147.237.72. 156 |aman. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
reanming BEngine: TCP Invali i i sSi
84.108.95.13  |israel 147.237.77. 243 |rabi e i o1 |/ €AM NG Engine: TCP Invalid —Jinvalid segnent retransnission drop 4
Ret ransm ssi on Packet dr opped.
S SYNHAK retransnit with different .
79.176.54.228 | srael 147.237.72.156 lanan.icf.i1  |Bad TCP sequence o soul 6 nonitor |4
reanming BEngine: TCP Invali i i sSi
109. 67. 168. 149 I srael 147. 237.76. 200 [ei tan aka. i of | | €2M NG ENgine: TCP Invalid — Jinvalid segnent retransnission drop 4
Ret ransm ssi on Packet dr opped.
5.102.242.143 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 3
85.64.19.102 | srael 147.237.72.156 |anen.icf.il  |SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 3
reamn ine: TCP Invali i i Ssi
46.19. 85. 72 I srael 147.237.72. 166 |aka i i1 | €AM NG Engine: TCP Invalid —Jinvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109.64.91.95  [israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
31.154.145.8  |israel 147, 237.72. 166 |aka i or i1 | €M NG Engi ne: TCP alid  invalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 64. 95. 160 | srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
87.70.59. 1 I srael 147, 237.72. 166 |aka i i1 | €AM NG Engine: TCP Invalid —Jinvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
31.168.152.4  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
132.64.25.220 |israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 64. 124. 102 | srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
37.26.149.140 |israel 147.237. 72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
87.70.107.25  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
84.228.199.79 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
140. 32. 69. 29 Wited Sates  |147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 3
Sreanming Engine: TCP Invalid i i Ssi
79.181.23.133 | srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Russi an D Streaming Engine: TCP Invalid Invalid segnent retransnission.
195. 214. 232. 10 ration 147.237.72. 166 |aka.idf .il Ret 1 ansni ssi on Packet dr opped. drop 3
Sreanming Engine: TGP Invalid i i ssi
132. 64. 56. 2 I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 3
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Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

109. 65. 131. 245 |l srael 147. 237.72. 166 |aka. i df .i | S dro
Ret r ansm ssi on Packet dropped. P

85. 64. 19. 102 | srael 147.237.72. 156 |anan.idf . il dr op First packet isn't SYN drop

140. 32. 69. 29 Lhited Sates 147.237.77. 216 |dover.idf.il |Bad TCP sequence I nval i d ACK nunber noni t or
Sreanming Engine: TGP Invalid i i ssi

80. 178. 6. 42 I'srael 147. 237. 72. 166 |aka. i f . i 9 =g nval i d segnent retransmssi on. drop
Ret r ansm ssi on Packet dropped.
Sreanming BEngine: TCP Invalid i i ssi

109. 64.8.147  |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop
Ret ransm ssi on Packet dropped.

31.210.187. 157 |Israel 147. 237.72. 166 |aka. i of .i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreanming BEngine: TCP Invalid i i ssi

85. 130. 181. 176 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop
Ret r ansmi ssi on Packet dropped.

185. 3. 147. 250 |l srael 147.237.77. 216 |dover.idf.i| [Bad TCP sequence Invalid ACK nunber noni t or
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |[Site Sgnature Acti on ‘Count
109. 253. 205. 121 |1 srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 188
176.13.15.250 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 185
84.228.229.104 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 99
109. 253. 212. 194|I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 84
80. 246. 136. 155 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 36
46.19. 85. 54 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 32
109. 253. 221. 245|I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 12
109. 253. 156. 176/l sr ael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 8
95. 8. 20. 109 Tur key 147.237.77. 216 |dover.idf . il Ml tipl e Unaut horized URL Access from 95. 8. 20. 109 B ock 5
95. 8. 20. 109 Turkey 147.237.77. 216 |dover . i df . i | Distributed PHP Attenpt Bl ock 4
95. 8. 20. 109 Tur key 147.237.77. 216 |dover . i df . i | Mil tipl e Admin B ocking from 95.8.20. 109 B ock 3
89.139. 166. 104 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46. 19. 85. 97 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
66. 102. 6. 188 Lhited Sates 147.237.77. 216 |dover. i df .i | Uhaut hori zed URL Access to wanidf.il/error. htm B ock 2
2.55.52. 48 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
84.109. 115. 246 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
176.13. 3. 20 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
84.111.70.3 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
24.114.223.254 |canada 147. 237.77. 216 |dover . i df . i | rerae ot IT/YESG\;_‘in%gce?js;TeXt n Bl ock 2
37.26.149.226 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
157.55.39. 242 [lhited Sates 147.237.77.176 mat pash. i df .i]l  |Uhauthorized URL Access to 147.237.77. 176/ robots. t xt B ock 1
105. 157. 193. 229|Mor occo 147.237.77.74 [lawidf.il Unaut hori zed URL Access to www | aw i df.il/xmrpc. php Bl ock 1
87.69.78.78 I srael 147.237.77. 216 |dover.idf .il Lhaut hori zed LRL Access to wawidf.il/tenpl ates/article/nobile  |Bl ock 1
68.180. 230. 184 |[nited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
207.46.13.19 Lhited Sates 147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw | aw i df .il/1056- he. pat zar. aspx |B ock 1
37. 60. 150. 58 z'cf;iig;a” Territory, 1147 237. 77. 176 |nat pash.idf.il [wauthorized LR Access to www cogat . i df .il/894-ar B ock 1
141.212.122. 161 |lhited Sates 147.237.72. 167 |i shuri maka. i df . ijUnaut hori zed URL Access to 147.237.72.167/ Bl ock 1
66. 249, 66. 121 [ srael 147.237.76.42 [refuah.idf.il ot iorized SR Aooess 10 aspx Bock |1
Lhknown Paraneter catld in
5.29.120. 65 I srael 147.237.72. 166 |aka. i df . i | waw aka. i df . i |/ mai n/ gi yus/ mai n/ gi yus/ resour ces/ i mages/ master/ fa |None 1
vi con. gi f
71.165.244.22 |lited Sates 147.237.77.216|dover.idf .i | Lhaut hori zed URL Access to waw idf.il/anan Bl ock 1
208. 80. 155. 214 [Lhited Sates 147.237.72. 166 |aka. i df . i | m“;kgorl idf.eidl /'\:;T/’Zi ;EQDg;nc:r o asp Bl ock 1
157.55.39. 152 |lhited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock 1
84.109. 163. 163 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 1
66.249.69.32 [Israel 147. 237.77. 216 |dover . i df . i | e e e hel dover aspx Bl ock 1
24.114. 223.254 |Canada 147. 237.77. 216 |dover . i df . i | D st bt spadt o ;Sg\/?‘aﬁgiess on Bl ock 1
91.223. 89. 51 Wkrai ne 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock
80. 178.190. 212 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwy aka. i df.i|/kani ar/hore B ock
217. 132. 130. 255|i srael 147.237.76.42 |refuah.idf.il ﬂ?}gggéé efzgﬁ/gﬁ:e;/or sset . css B ock 1
157.55.39.171 |Uited Sates 147. 237.77. 216 |dover . i df . i | O 2 oess 10 asp Y E Bl ock 1
46. 19. 85. 54 I srael 147.237.0.19 |nadimatal .idf.il{untraceabl e SSL Sessions: Qpen Mde None 1
95. 8. 20. 109 Tur key 147.237.77. 216 |dover.idf .il Unaut hori zed URL Access to waw i df . i|/wp-1 ogin. php B ock 1
197.116. 10. 100 |A geria 147.237.77.216|dover.idf .i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
66.249.78.234 | srael 147.237.72. 166 |aka. i df . i | ﬂ?"tzg?.i7zfd16?n:fﬁf§iaff il shoubi g. aspx B ock 1
95. 8. 20. 109 Tur key 147.237.77. 216 |dover.idf .il Admin Bl ocki ng B ock 1
157.55.39.180 [United Sates 147.237.76.31 |nakchal .idf.il nl{]alf;:;h?rc'ﬁsz , tteﬂgpf;tcezslssh;) e user cont ol header upper B ock 1
105. 157. 193. 229|Mor occo 147.237.77.74 [lawidf.il Dstributed PHP Attenpt B ock 1
2.53.181. 165 I srael 147.237.76.42 |refuah.idf.il Suspi ci ous Response Code B ock 1
199. 207. 253. 101 |Ui ted Sates 147.237.76.42 [refuah.idf.il |50 buted thashori zed ﬁaﬁfgzzi on Bl ock 1
68.180.230.45 [lhited Sates 147.237.77.74 [lawidf.il Unaut hori zed URL Access to www nag. i df . il/228-hel f aqg. aspx B ock 1
82. 205. 127. 183 gjcis;ii:(ijm Territory. {147 237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237. 77. 216/ B ock 1
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