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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 4037
81.218. 65. 210 | srael 147.237.77.176 nat pash. i df.il ock_Udp All _Nets drop 3
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 2
185.94.111.1 Russi an Federation 147.237.8. 24 elifestyle.idf.il Bl ock Udp Al Nets drop 1

94.102. 49. 116 Net her | ands 147. 237. 72. 167 ishurimaka.idf.il B ock Np Al Net drop 1

185.94. 111. 1 Russi an Federation 147.237.77. 234 hal ag.idf.il ock Wp Al _Nets drop 1

94.102. 49. 116 Net her | ands 147.237.76.176 test.ncore.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
85. 250. 63. 64 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
85.131.208. 140 [147.237.0.19 |Ger many nadi matal .idf.il ET SCAN Potential SSH Scan 1
80. 246. 139. 152 |147.237. 72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
79.183.57. 79 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
220. 231. 195. 122|147. 237. 0. 200 |Chi na ndu. i df il ET SCAN NVAP -sS w ndow 2048 1
79.181.22.216  [147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
201. 238. 240. 139|147.237.8.14 |Qiile e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
77.127.32.246  |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
45.29. 224. 87 147.237.77. 216 |Wnited Sates |dover.idf.il portscan: TCP O stributed Portscan 1
94.159. 161. 86  [147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
40. 69. 45. 42 147.237.76.44 |Wited Sates |erefuah.idf.il ET SCAN NVAP -sS w ndow 2048 1
87.70. 14. 128 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
2.55. 154, 154 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
85.131. 208. 140 |147.237.0.35 |Ger many akavs. i df . i ET SCAN Potential SSH Scan 1
85. 131. 208. 140 |147.237.0.17 |Ger many mny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
80. 82. 78. 38 147.237.77. 243 |Netherl ands ~ |nobi I e.idf. il ET SCAN NVAP -sS w ndow 1024 1
220. 231. 195. 122|147. 237. 0. 200 |Chi na ndu. i df il ET SCAN NVAP -sS w ndow 3072 1
79.181. 124. 150 |[147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
220.231. 195. 122|147. 237. 0. 200 |Chi na . i of i | ET SCAN NVAP -f -sS 1
79.176.98.224  |147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
201 80.134.29 147 237 0.35 |mrazi| akavs. i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
46. 19. 85. 198 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
194. 90. 233. 173 |147. 237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
40. 69. 45. 42 147.237.76.44 |Wited Sates |erefuah.idf.il ET SCAN NVAP -sS wi ndow 3072 1
94.159. 153. 108 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
40. 69. 45. 42 147.237.76. 44 [United Sates [e.refuah.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
Sreanmng Engine: TCP Invalid i i ssi
5.102.220.75  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g nvalid segnent retransmssi on. drop 36
Ret ransm ssi on Packet dropped.
. . . SYNVACK retransmt wth different .
79.177.169.49 |lIsrael 147.237.0.34 |tikshw.idf.il |Bad TCP sequence wi ndow scal @ noni t or 34
79.177.169.49 |lIsrael 147.237.0.34 |tikshuv.idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 34
R SWNretransnmit wth different .
79.181.5. 124 I srael 147.237.76.42 |refush.idf.il |Bad TCP sequence wi ndow scal e noni t or 26
Sreanming Engine: TGP Invalid i i ssi
81.4.163.106  |Oyprus 147. 237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 18
Ret ransm ssi on Packet dropped.
2.53.175.9 | srael 147.237.77.233 |ata .idf.il drop First packet isn't SYN drop 14
2.55.129. 161 I srael 147.237.0.19 |nadimatal.idf.i|SYN Att ack SYN -> SYN-ACK -> RST rej ect 14
2.54.104. 105 I srael 147.237.77. 216 |dover.idf .i | drop First packet isn't SN drop 12
192. 115. 177. 202l srael 147.237.72. 166 |aka.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
120.32. 231. 206 |China 147.237.77. 216 [dover.idf.il  |Bad TCP sequence SN retransmt wth different moni tor |11
wi ndow scal e
46. 19. 85. 100 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d AGK nunber alert 10
46. 19. 85. 100 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 10
77.126.164.68 I srael 147.237.76.42 |refuahidf.il |Bad TOP sequence SN retransmt wih different monitor |10
wi ndow scal e
2.55.182. 100 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 198 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence I'nval i d AGK nunber noni t or
Sreanmng Engine: TCP Invalid i i ssi
66.249.78.146 |Uited Sates [147.237.72. 166 |aka idf.il 9 =g Invalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
176.13.1.211  |israel 147.237. 77. 243 |robi | e. i df . i | 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
46.19. 85. 237 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nvalid AGK nunber alert 6
Sreanming Engine: TCP Invalid i i ssi
150. 212. 84. 229 |wited Sates |147. 237. 76. 200 |ei tan. aka i of il 9 =g Invalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
reamng BEngine: TCP Invali i i ssi
37.26.149.212 |Israel 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid Invalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
46. 19. 85. 237 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence I'nval i d AGK nunber noni t or 6
46. 19. 85. 107 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence I'nval i d AGK nunber alert 6
reamn ine: TCP Invali i i ssi
2.55.8. 232 I srael 147. 237. 72. 166 |aka i of . i | Streamng Engi ne: TCP alid Inval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
46. 19. 85. 198 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber alert 6
reamng BEngine: TCP Invali i i ssi
87.71.74.76 I srael 147. 237.72. 166 |aka i of . i | Streaning Engi ne: TCP aid Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
109. 65.57. 123 |l srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 107 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence I'nval i d AGK nunber noni t or 6
79.177.169.49 |lsrael 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
2.53.175.9 | srael 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
2.53.175.9 I srael 147.237.77. 233 |atal i df i1 Bad TCP sequence SIAK retransmt wth different oo |5
wi ndow scal e
. . SYNPAXK retransmt with different .
80. 246. 137. 219 |lsrael 147.237.72. 166 |aka. i df.il Bad TCP sequence wi ndow scal e noni t or 5
201. 238. 240. 139|Chil e 147.237.8.14 |e.orchot.idf.il |Geo-1 ocati on enf or cenent Geo-| ocati on i nbound enf orcenent |drop
188. 120. 148. 244|| srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nvalid AGK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
2.55.163.200 | srael 147.237.72. 166 |aka i of .11 9 =g Invalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
46. 19. 85. 96 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
89. 138. 165. 252 |Israel 147.237.72. 166 |aka. i df .i | SYN Att ack SYN - > SYN-ACK -> Ti neout rej ect
Sreaming Engine: TGP Invalid i i sSi
2.53.182. 63 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
84.110.208.14 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
Sreanming Engine: TCP Invalid i i ssi
109. 65. 223. 110 |Israel 147.237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
reamng BEngine: TCP Invali i i ssi
46.19.85.222  |Israel 147.237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Invalid Invalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
80. 178. 190. 212 i srael 147.237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
79.178.12.71  |israel 147.237. 72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
2.53.188. 24 I srael 147.237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
84.110.208.14 |lIsrael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber alert 3
Sreanming Engine: TCP Invalid i i ssi
80.246.138.24 | srael 147. 237. 72. 166 |aka. i f . i 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
79.181.229.53 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
85.250.99.52  |Israel 147. 237.72. 166 |aka. i f .11 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
66.249.79.42  |wited Sates [147.237.0.34 [tikshuv.idf.il 9 =g Invalid segnent retransmssion. drop 3
Ret ransnm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.178.196.97 | srael 147. 237.72. 166 |aka. i f .11 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
84.110.208.14 |[lIsrael 147.237.77.233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.53.47.137 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 274
109. 253. 202. 109|1 sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 94
37.26.148.239 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 68
2.55.129. 161 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 68
46. 19. 86. 31 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 31
109. 253. 140. 237|I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 14
37.26.148.167 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 14
109. 253. 156. 176/l sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
46.19. 85. 225 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 4
109. 253. 156. 130|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176.13.2. 12 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.19. 86. 182 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
84.228.229.104 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
134.191.232.70 |l srael 147.237.77.216|dover.i df . i | D stributed Unaut hori zed LRL Access on wawidf.il/error. htm B ock 2
100. 64.30.143  |Israel 147.237.0.19  |madi matal . i df.i [Ty _Tiyd‘ie_i\l'i/f'ogf 'n°gsg)t(' 00SCont ent M acetbl der 19t xt Gapt cha i n Bl ock 2
2.55.182. 100 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 2
37.26.148.143 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
79.181. 98. 82 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df.il/main/scripts/css3pie. htc Bl ock 2
89. 138. 165. 252 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 2
176.13.15.250 I srael 147.237.77.233atal . i df .il e ot horized R _Agggis on Bl ock 1
84.111.165.65 |l srael 147.237.72. 166 |aka. i df . i | m”;?;riigf?lﬁmhﬁrgu: S asp B ock 1
199.172.212.50 |Ber muda 147.237.77.74 |lawidf il mmr:;gerl Ef’r_’? I\'; ;’g%’gfﬁ; (/’gzixztai _”aspx B ock 1
66.249.75.118 |[lIsrael 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.il/1283-13885-en/ dov. Bl ock 1
46. 19. 85. 62 I srael 147.237.77. 216 |dover.i df .i | Ml tiple Mal formed URL from 46. 19. 85. 62 B ock 1
134.191.232.68 |Israel 147.237.77.216|dover. i df . i | D stributed Lhauthori zed URL Access on waw i df.il/error. htm B ock 1
98.144.13.233 |Wited Sates |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to waw i df.il/aman B ock 1
5.102.222.157 [Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to vy aka.idf.il/val tam B ock 1
79.180. 219. 236 |[lIsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to vww aka. i df . i |/ nai n/ sachar/fagq B ock 1
217.132. 126. 134|I srael 147.237.72. 166 |aka. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 1
194, 135. 154. 39 |Azerbaijan 147.237.77.74 |lawidf .il PHP Attenpt B ock 1
40.77.167. 45 Lhited Sates |147.237.72. 156 |anan. i df.il Uhaut hori zed URL Access to waw anan.idf.il/... B ock 1
2.55.129. 161 | srael 147.237.0.19 |madimatal .idf.i|SSL Untraceabl e Connection - Qpen Mde None 1
66.249.78.97  |israel 147.237.72. 166 |aka. i df . i | ﬂ?“tzggr ;;?gG;lmfﬁlcgis;ut;gi yus/ general . asp Bl ock 1
207.46.13.154 |wnited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/... B ock 1
46. 19. 85. 62 I srael 147.237.77.216|dover. i df . i | Mil ti pl e Unknown HTTP Request Method from 46. 19. 85. 62 B ock 1
31.168. 82. 94 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod CPTI QNS for waw aka. i df . i | / mai n/ sachar/ B ock 1
79.181.5. 124 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shar ed/ | ayout . css B ock 1
194. 135. 154. 39 |Azerbai j an 147.237.77.74 [lawidf.il Unhaut hori zed URL Access to wawv rmag.idf.il/xmrpc. php Bl ock 1
66.249.64.13  |Israel 147.237.72. 166 |aka. i df . i | i;t ;;3%“72(_’ 1&7“;}";} ;e:u;geﬁgfisaggx Bl ock 1
46. 19. 85. 62 | srael 147.237.77.216|dover. i df .i | Abnormal |y Long Request et hod B ock 1
85.64.134.190 I srael 147.237.72. 166 |aka. i df . i | :)Llrigeil/ i%'tageg’?ingagsgézogcﬁi/ fm’" IV kapat 2/ res012 Bl ock 1
66.249.78.240 |lsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ nai n/ gi yus/ gener al . aspx Bl ock 1
208.81.210. 240 |Lhited Sates |147.237.77.216|dover.idf. il \;?Waﬁtferl IT/yfgsg’f Z'nfgo‘\’/r;rc_t;;?fmm ent Pl acekbl der 13 xt Bai | in Bl ock 1
46.19. 85. 62 I srael 147.237.77. 216 |dover.i df .i | Unknown HTTP Request Method xvf in URL B ock 1
157.55.39.242 |thited Sates [147.237.77.176 |mat pash. i df.il [Unauthorized URL Access to 147.237.77. 176/ Bl ock 1
109. 242. 242. 181|G eece 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to vww i df . il/894-en/i df gdover. aspx B ock 1
196.29.104.35 [Ghana 147.237.77. 176 [mat pash.idf . il |PHP Attenpt Bl ock 1
66.249. 64. 131 | srael 147. 237.72. 166 |aka. i df . i | i;t rzi?)t;lljtf; 1&3“;;(’;} ;e;ustféeﬁgf:f.saggx B ock 1
46. 19. 85. 62 I srael 147.237.77. 216 |dover.i df .i | I11egal HTTP Version _ atuvc=19%7Cl6; __ at uvs=57164cf 5489490f c000 B ock

109. 253. 202. 109]l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
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