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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 4079
192.118. 30. 102 | srael 147.237.72. 167 i shurimaka.idf.il|Anonmal y- TLS-renegotiation-Qi dest - r eset 178
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 6
168. 235. 207. 177 Lhited Sates 147.237.77. 216 dover.idf.il JLMPurple Con Linit Htp drop 3
84.111. 65. 41 | srael 147.237.77. 216 dover.idf.il Bl ock_Up Al _Nets drop 3
37.187. 39. 228 France 147.237.77. 205 prisha.idf.il Block_Udp Al _Nets Con_Linit drop 2
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 2
168. 235. 207. 177 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under _Attack_Con Htp drop 2
185.94.111.1 Russi an Federation 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 1
141.0. 14. 75 Eur ope 147.237.76. 42 refuah.idf.il JLM Under Attack Con Htp drop 1
208. 73. 206. 243 Lhited Sates 147.237.76. 31 nakchal .idf.il Bl ock_Up Al _Nets drop 1
141.0. 14. 216 Eur ope 147.237.76. 42 refuah.idf.il JLM Under _Attack Con Htp drop 1
208. 73. 206. 243 Lhited Sates 147.237.76. 34 yohal an.idf.il ock Wp Al _Nets drop 1
94. 102. 49. 116 Net her | ands 147.237.8. 50 e.tikshuv.idf.il |Bock Np All_Net drop 1
194. 69. 127. 148 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 1
66. 249. 64. 190 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 1
185.94.111.1 Russi an Federation 147.237.72. 156 anan.idf.il Bl ock_Up Al _Nets drop 1
123. 30. 183. 145 i et nam 147.237. 76. 196 e.sviva.idf.il B ock Np Al _Net drop 1
194. 69. 127. 150 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 1
82. 145, 217. 212 Eur ope 147.237.76. 42 refuah.idf.il B ock | p VWb In drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
115. 72 13 23 147 237 0.19 |\ et nam vadimatal idf il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
85. 131. 208. 140 |147.237.77. 176 |Ger many nat pash. i df . i | ET SCAN Potential SSH Scan 1
85.131. 208. 140 |[147.237.0.19 |Ger many nadi matal .idf.il ET SCAN Potential SSH Scan 1
62.219.173. 210 |147.237.77. 216l srael dover . idf.il portscan: TCP D stributed Portscan 1
46.19.85.144  |147.237.77. 216 (I srael dover.idf.il portscan: TCP D stri buted Portscan 1
201.212.108.174|147.237.0.16 |Argentina ny- kosher-kravi .idf.il ET &AN Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force
185. 130. 5. 88 147.237.76. 42 |Lithuania refuah.idf.il ET SCAN Potential SSH Scan 1
158.255.5.147  |147.237. 8. 46 gj::;”ion e.chi nuch. i df .11 ET SCAN NVAP -sS wi ndow 1024 1
132. 76. 10. 42 147.237.77. 216 |I srael dover . idf.il portscan: TCP D stributed Portscan 1
104. 219. 238. 10 [147.237.77.74 |Wited Sates  |lawidf.il ET SCAN NVAP -sS w ndow 1024 1
85. 131. 208. 140 |[147.237. 76. 198 |Ger many e. yohal an.i df .il ET SCAN Potential SSH Scan 1
70. 66. 93. 30 147.237. 77. 216 |Canada dover . idf.il portscan: TCP D stributed Portscan 1
46.120. 106. 223 [147. 237. 72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
2.53.185.3 147.237. 72. 166 |I srael aka idf.il portscan: TCP Distributed Portscan 1
176.13. 0. 136 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
149.50. 12. 242  |147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature z\t/:(c:)i
141.0.14.75 Eur ope 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Timeout [reject 94
46.19. 85. 61 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber monitor |30
66.249.78.146 |Wnited Sates 147.237.72. 166 |aka.i df .l Streamng Engi ne: TCP Inval id finvalid segnent retransmssi on drop 24
Ret ransni ssi on Packet dropped.
46.19. 85. 61 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 19
168. 235. 207. 177|Whited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
77.234.45.133  |Ger many 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout [reject 16
109. 253. 226. 47 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 16
46.19. 85. 61 I srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 13
80.246.137.89 |[Israel 147.237. 72. 167 |i shurimaka.i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
46.19. 86. 11 I'srael 147. 237.72. 166 |aka i df . i Streaning Engine: TCP Invalid |invalid segnent retransmission. |, 12
Ret r ansni ssi on Packet dr opped.
46.19. 85. 61 I 'srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 10
212.179.21.194 |Israel 147.237.0.19 |nadimata.idf.il|Bad TCP sequence monitor |8
84.228.41.50 [Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence wﬁﬁ;gxg;gth moni tor |8
46. 43. 96. 13 g";'cisgiig;a” Territonyi 47 237.77. 216 |dover. i . i1 SYN At t ack SYN -> SYN-ACK -> Timeout  |reject 7
84.111.141. 143 |lsrael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf .il drop Frst packet isn't SN drop
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
109. 253. 142. 73 |Israel 147.237.77. 243 |moti e i i1 | €M NG Engine: TCP Invalid finvalid segnent retransmssion |y 6
Ret r ansni ssi on Packet dr opped.
2.55.167. 185 I srael 147.237.77. 176 |natpash.idf.il  |SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
185.120.125.7 |l srael 147. 237.72. 166 |aka i df . i Streaning Engine: TCP Invalid |invalid segnent retransmission. |, 6
Ret r ansni ssi on Packet dr opped.
199.203.93.50 |israel 147.237.72. 166 |aka.i df .l Streamng Engi ne: TCP Inval id finvalid segnent retransmssi on drop 6
Ret ransni ssi on Packet dr opped.
2.53.164.7 I'srael 147 237, 72. 167 i shurimaka i i [ @M NG Bngine: TCP Invalid invalid segnent retransmission. |, 6
Ret r ansni ssi on Packet dr opped.
168. 235. 207. 177|Wited Sates 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout [reject 6
85.130.248.28 | srael 147. 237.72. 166 |aka i f i Streaning Engine: TP Invalid fimvalid segnent retransmssion. | oo 6
Ret r ansmi ssi on Packet dr opped.
109. 64. 215. 187 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
84.111. 141. 143 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence nonitor |6
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
46. 19. 85. 26 I 'srael 147.237.77. 176 |matpash.icf.il  [Bad TCP sequence Inval i d ACK nunber aert 5
46. 19. 85. 26 | srael 147.237.77. 176 |nat pash. i df . i Bad TCP sequence Invalid ACK nunber noni t or 5
77.234.45.133  |Ger many 147.237.77. 216 |dover.idf.il  |Bad TCP sequence ﬂﬁtﬁ;ggﬁgﬂ:"m mnitor |5
46. 19. 85. 100 I 'srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 5
84.94. 105. 30 I srael 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
66.102. 9. 117 Lhited Sates 147.237.0.34 |tikshuv.idf.il drop Frst packet isn't SYN drop 5
46. 19. 85. 100 I 'srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
66.102. 9. 127 Lhited Sates 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 4
2.53.164.7 I srael 147.237.72. 167 |ishurimaka. i df .i|Bad TCP sequence Invalid ACK nunber alert 4
77.234.45.139  |Ger many 147.237.77. 216 |dover.idf .il drop Frst packet isn't SYN drop 4
79.177.216.95 |Israel 147.237.76.31 |nakchal.idf.il |SYN At tack SYN -> SYN-ACK -> Timeout [reject 4
91.200.12.141 |kraine 147.237.77.74 |lawidf.il drop SAMrul e drop 4
2.53.164.7 I 'srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval i d ACK nunber noni t or 4
84.228. 41. 50 I srael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Timeout [reject 4
212.179.21.194 |lsrael 147.237.0.19 |nadimatal .idf.il|drop Frst packet isn't SYN drop 4
79.177.216.95 |israel 147.237.76.31 |nakchal.idf.il |Bad TCP sequence ﬂ;‘gﬁtﬁ;jg;?c;gth monitor |4
91.200.12. 141 |krai ne 147.237. 77. 216 |dover.i df .i | drop SAMrule drop 4
149.88. 128. 242 | srael 147, 237.72. 167 i shurimaka i ot i [ @M NG Engine: TCP Invalid Jinvalid segnent retransnissi on drop 4
Ret r ansmi ssi on Packet dr opped.
212.179.21.194 |Israel 147.237.0.19 |nadimata.idf.il|Bad TCP sequence I'nval i d ACK nunber alert
79.177.216.95 |lsrael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect
199.30.25.157 |Wnited Sates 147. 237, 76. 200 [ei tan. aka i o1 |/ €3M NG Engine: TCP Inval id invalid segnent retransnssion. drop 4
Ret ransni ssi on Packet dr opped.
212.179.21.194 |israel 147.237.0.19 |nadimata.idf.il|Bad TCP sequence I'nval i d ACK nunber noni t or
62.90. 167. 94 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
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A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
80. 246. 136. 142 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 66
80. 246. 136. 64 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 63
89.138.108. 128 |[Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code Bl ock 59
46. 19. 85. 31 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 55
2.53.23. 65 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 34
109. 253. 132. 33 |Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 21
109. 253. 203. 13 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 10
66.249.81.212 |[Israel 147.237.77. 216 |dover . i df . i | Dstributed Waut hori zed URL Access on waw idf.il/error.htm B ock 9
66.249.81.215 |[Israel 147.237.77.216|dover.idf . il D stributed Unaut hori zed LRL Access on wanidf.il/error. htm Bl ock 7
46. 19. 86. 124 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
173.236.187.27 |wnited Sates |147.237.72.166|aka.idf .il Ml tipl e Uhauthorized URL Access from 173. 236. 187. 27 B ock 5
66.249.81.218 |[Israel 147.237.77.216|dover.idf . il D stributed Unaut hori zed LRL Access on wanidf.il/error. htm Bl ock 5
2.53.184. 88 | srael 147.237.76.42 |refuah.idf.il D stributed Suspici ous Response Gode B ock 4
87.71.3.162 I srael 147.237.72. 166 [aka. i df . i | Mil tiple Unaut horized URL Access from 87.71. 3. 162 Bl ock 4
. . Unhaut hori zed URL Access to
84.111.242.12 |l srael 147.237.77.74 |lawidf.il ww | aw i df i1 /i mages/ L. he/ i nf ocent er i t end B ock 4
2.53.0. 144 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 4
46.119.112.23 |Wraine 147.237.77.216|dover.i df .i | Ml tipl e Unaut horized URL Access from 46. 119. 112, 23 B ock 3
176. 13. 6. 243 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 3
141.8.132.78 RJSIS;;ni o 147. 237.77. 216 |dover . i df . i | Mil ti pl e Unaut hori zed URL Access from 141. 8. 132. 78 B ock 3
176.13.17. 14 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
176. 13. 20. 93 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.13.5. 136 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
207.46.13.176 [Lnited Sates  [147.237.77.216|dover.idf .il D stributed Unaut hori zed LRL Access on wanidf.il/error. htm Bl ock 2
46. 19. 85. 223 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock 2
’ . . Unhaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 2
46.120.210.62 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 2
104. 128. 144. 131|Canada 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to 147.237.77.176/ B ock
79.183.222.21 |israel 147.237.72. 166 [aka. i df . i | Unknown Par anet er ct|00$ct | 00$cphiai n$cphSachar $ctl 13 in None 1
ww aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx
. . SS. Untraceabl e Gonnection - Protocol violation
31.168.179. 101 |[lIsrael 147.237.77. 216 |dover . i df . i | (SSL_OONN CLI ENT_FI N SH RESUVED SESSI ON) None 1
169. 229. 3. 91 Uhited Sates |147.237.76.42 |refuah.idf.il Mitiple Illegal Byte Code Character in Method from169. 229. 3. 91 B ock 1
. . D stributed Unauthori zed URL Access on
66.249. 64. 137 |l srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
- - . - SS. Lhtraceabl e Gonnection - Protocol violation
106. 186. 113. 132|Japan 147.237.76.39 |nobile.neitav.idf.il (SSL_OONN QLI ENT FELLO) None 1
46.19. 85. 100 I srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ atal . aspx |B ock 1
. . Lht raceabl e SS. Sessions: Protocol violation
84.228. 41. 50 I srael 147.237.72. 166 |aka. i df . i | (SSL_OONN LI ENT HELLO) None 1
68.180.231. 43 |[Wnited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to v i df.il/1294-ar/wwidf.il/ar B ock 1
66.249.75.118 [Israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to v i df .il/anan/ B ock 1
104. 128. 144. 131|Canada 147.237.77.234|hal ag. i df . il Unaut hori zed URL Access to 147.237.77.234/ B ock 1
46.119.112.23 |Wkraine 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to waw i df.il/xmrpc. php Bl ock 1
. . URL is Above Root Orectory
37.48.65.71 Net her | ands 147.237.77. 216 |dover. i df . il v i of i1/ ./ shared/cl i ent scri pts/j query/j query-1 4.2, min.| s B ock 1
P - Unhaut hori zed URL Access to
66.249.64.238  |Israel 147.237.0.15  |kosher-kravi.idf.il | 5 i i1/ tenpl at es/ news/ news. aspx B ock 1
. . SS. Untraceabl e Gonnection - Protocol violation
87.68. 19. 198 I srael 147.237.77. 216 |dover . i df . i | (SSL_CONN APPLI CATI ON_DATA_EXCHANGE) None 1
176.13.7.171 I srael 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to ww cogat . idf.il/894-ar Bl ock 1
141.8.132.78 RJSS::t”ion 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to wwi df . i |/ 1283- 17570- B ock 1
. . D stributed Lhaut hori zed URL Access on
66. 249. 78. 97 I srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
m ny-kosher-Kkravi.i |Mitiple Utraceabl e SSL Sessions from 106. 186. 113. 132
106. 186. 113. 132|Japan 147.237.0. 17 of il (Protocol violation (SS. CONN QLI ENT HELLQ)) None 1
38.111.147.83 |lhited Sates |147.237.77.216|dover.i df.il Unaut hori zed URL Access to v i df .il/894-he B ock
173.236.187.27 |Uhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/wp-admn/ Bl ock
. . Unaut hori zed URL Access to
66.249.69.32  |Israel 147.237.77. 216 |dover. i df . il 147. 237.77. 216/ 1133- 15044- he/ dover . aspx B ock 1
109. 253. 142. 73 |l srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock
74.82.47.2 Lhited Sates [147.237.77.243|nobil e.idf.il Unaut hori zed URL Access to 147.237.77.243/ B ock
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