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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |signature |Device Action|Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip Véb In drop 4000
2.53.5.23 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2909
212.235. 98. 139 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 12
79.177.191. 243 I srael 147. 237.72. 166 aka.idf.il Block Wdp All Nets drop 6
79.177.191. 243 I srael 147. 237.77. 216 dover. i df.il Block Udp All Nets drop 6
109. 253. 225. 82 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6

81. 218. 65. 210 | srael 147.237.77.176 nat pash. i df . i | Bl ock_Ulp Al _Nets drop 3
141. 0. 14. 216 Eur ope 147.237.76. 42 refuah.idf.il JIMPurple Gon Linmt _Htp drop 3
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3
54.72.182. 187 Irel and 147.237.77. 216 dover. i df.il Block Wdp All Nets drop 2

69. 30. 221. 42 Lhited Sates 147.237.77.179 e.nazi.idf.il Block Udp All _Nets drop 1
123. 30. 183. 145 M et nam 147.237.0. 19 nadi matal .idf.il Block Np Al _Net drop 1
185.94.111. 1 Russi an Federation 147.237.0. 16 ny-kosher-kravi.idf.il |B ock Wp Al _Nets drop 1

82. 145, 217. 145 Eur ope 147.237.72. 166 aka.idf.il Bl ock | p_ Vb In drop 1

66. 240. 192. 138 Lhited Sates 147.237. 76. 196 e.sviva.idf.il Bl ock Udp All Nets drop 1
185.94. 111. 1 Russi an Feder ati on 147.237.77. 233 atal.idf.il Block Wdp All Nets drop 1

89. 181. 28. 186 Port ugal 147.237.77. 212 e.dover.idf.il Block Udp All _Nets drop 1

69. 30. 221. 42 Lhited Sates 147.237.77.178 e. nat pash.idf.il Bl ock_Ulp Al _Nets drop 1
141. 0. 14. 216 Eur ope 147.237.76. 42 refuah.idf.il JLM Under _Attack Con_Htp drop 1
185. 103. 252. 42 Russi an Federation 147.237.0. 34 tikshuv.idf.il B ock Np Al _Net drop 1




04-19-2016-15:04:09 to 04-19-2016-16:04:09

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnat ure Devi ce Action |Count

93. 90. 147. 81 Sweden 147.237.77.233 atal .idf.il |5670. HTTP. SQ Injection (SELECT) B ock 4
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

93. 90. 147. 81 147.237. 77. 233 |Sweden atal.idf.il QA Injection - Select From 10
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
122.141.236. 69 |147.237.76.38 |China eeneitav.idf.il |ET SCAN Potential SSH Scan 1
31.168. 0. 253 147.237.77. 216 (I srael dover.idf.il portscan: TGP D stributed Portscan 1
114.33.31. 132|147 237 0. 19 |Tai van vadimatal idf il ET SOAN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons, 1
Potential Scan or Brute Force
2.53.156. 90 147.237.77. 216 [I srael dover.idf.il portscan: TGP D stributed Portscan 1
98.119. 105. 221 |[147.237.77.74 |Wited Sates [lawidf.il ET SCAN NVAP -sS w ndow 3072 1
91.201.236. 155 |147.237.76. 196 |Lkrai ne e.svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
81 218. 169. 192 1147 237 0.19 |israel vadi matal idf i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
66.249.93.241  |147.237.77. 176 |Eur ope nat pash. i df .i | ET SCAN NVAP -sA (2) 1
194, 90. 121. 218 |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
62.219.237. 221 |147.237.77. 216 |Israel dover.idf.il portscan: TGP D stributed Portscan 1
176.13.18.174 |147.237.77.216|Israel dover.idf.il portscan: TCQP D stributed Portscan 1
52.38.119. 76 147.237.72. 217 |Lhited Sates [e.idf.il ET SCAN NVAP -f -sS 1
125. 212, 232. 165(147. 237.8.27 |Metnam e.madimatal .idf.il |[ET SCAN NMAP -sS wi ndow 1024 1
37.26.146.149  |147.237.77. 216l srael dover.idf.il portscan: TCQP D stributed Portscan 1
122.141. 236. 69 [147.237. 72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
23. 96. 109. 87 147.237.77.233|lhited Sates |atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
104. 214. 149. 209(147. 237.0.33  |Lhited Sates [idf.il ET SCAN NVAP -sS wi ndow 3072 1
2.53.155. 173 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
91.201. 236. 155 |147.237.76. 196 |Lkrai ne e.svivaidf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
80. 178. 99. 19 147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
66.249.78.158 |147.237.72.166 |Wited Sates |akaidf.il MAPAOE.APaChe mod_ssl non-SSL. connection to SS. port 1
deni al of service attenpt
190. 124. 35. 115 |147.237.76.39 [N caragua nobi | e. nei tav. i df.i |[ET SCAN NMVAP -sS wi ndow 1024 1
52.38.119. 76 147.237.72. 217 |Lhited Sates |e.idf.il ET SCAN NVAP -sS w ndow 2048 1
132. 64.30. 230 [147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
46.117.125.89 [147.237.72. 166 |l srael akaidf.il portscan: TGP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
195. 160. 242. 40 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 36
213.61.254.68  |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 31
212.235.98. 139 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 30
217.132. 149. 192|l srael 147.237. 77. 216 |dover.i df .i | drop First packet isn't SN drop 24
213.151.55.20 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
Sreaming Engine: TGP Invalid i i sSi
2.53.37. 111 I'sr ael 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. drop 12
Ret ransni ssi on Packet dropped.
46.19. 85. 134 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid AGK nunber alert 11
46. 19. 85. 134 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 11
reaming BEngine: TCP Invali i i ssi
80.246.137.82 | srael 147.237.77. 243 |rvi e i1 | €AM NG Engine: TP Invalid — finvalid segnent retransnission drop 9
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.55.8. 232 I'srael 147.237.72. 166 |aka. i of . i 9 =9 nval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dropped.
46.19. 85. 117 I srael 147.237.77. 243 |nobi l e.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
Sreaning Engine: TCP Invalid ' i ssi
66.249.78.146 |Uited Sates |147.237.72.166 |aka idf.il 9 =9 nval i d segrent retransmssi on. drop 9
Ret r ansni ssi on Packet dropped.
213.61. 254. 67  |Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
46.19.85.117  |Israel 147.237.77. 243 |mbile.idf.il  [Bad TCOP sequence SINAK retransmt with different | oonicor s
W ndow scal e
80. 246. 139. 126 |l srael 147. 237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
89.139. 163. 122 I srael 147.237.76.42 |refuah.icf.il  |Bad TCP sequence SN retransmt wih different monitor |8
W ndow scal e
45. 35. 64. 142 Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 7
37.26.149.198 |Israel 147.237.77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 7
37.26.148.186 |Israel 147.237. 72. 166 |aka.i df .i | Bad TCP sequence alert 6
46. 19. 85. 129 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid AGK nunber alert 6
64.233.172. 163 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 6
46.19. 85. 129 I srael 147.237. 77. 216 |dover . i df .i | Bad TCP sequence Invalid AGK nunber noni t or 6
212.235.98. 139 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYNACK -> Ti meout rej ect 6
46. 19. 85. 134 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber alert 5
46.19. 85. 134 I srael 147.237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber noni t or 5
94.77.196. 82 Saudi Arabia |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 5
195. 160. 242. 40 |l srael 147.237. 77. 216 [dover. i df il Bad TCP sequence Inval i d ACK nunber noni t or 5
212.143.142.56 |Israel 147.237. 77. 216 |dover.i df .i | drop First packet isn't SN drop 4
5.22.131.85 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid AGK nunber noni t or 4
79.177.171.40 |Israel 147.237.0.19 |nadimatal.idf.i [SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 4
37.26.148.186 |Israel 147.237. 72. 166 |aka.i df .i | Bad TCP sequence noni t or 4
64.233.172.171 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 4
79.177.171.40 | srael 147.237.0.19 |mdimatal .idf.i{Bad TCP sequence SINACK retransmt with different oo |a
W ndow scal e
46. 19. 85. 30 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 4
209.173.241. 141 |thited Sates |147.237.77.74 |lawidf.il drop SAMrul e drop 4
165.225.72.81 |Ger many 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
46. 19. 85. 236 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACGK nunber noni t or 3
Sreaming Engine: TCP Invalid i i ssi
46.19. 85. 72 I srael 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
212.235. 43.208 |Israel 147.237.72. 166 |aka.i df . i1 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
i Sreaming Engine: TCP Invalid i i ssi
80.168.113.35 |ted 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 3
Ki ngdom Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
132. 66. 227. 205 |Israel 147.237.72. 166 |aka.i df . i1 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
109. 253. 141. 120|i srael 147.237.72. 166 |aka. i df . 9 =9 nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
212.179.21.194 |Israel 147.237.77. 243 |nobil e. i of . 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
79. 180. 208. 169 |Israel 147.237.72. 166 |aka. i df . 9 =9 nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
46.19. 85. 117 I srael 147.237.77. 243 |mobile.idf .il SYN At tack SYN -> SYN-ACK -> Ti neout alert 3
Sreaning Engine: TP Invalid i i ssi
109. 253. 141, 161|I srael 147. 237.72. 166 |aka. i f .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
188.120. 154. 51 |l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 3
Sreaning Engine: TCP Invalid ' i ssi
31.168.21. 5 I'srael 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segrent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
46.19.86.108  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
79.182.123.93 |israel 147, 237.72. 166 |aka. i of i 9 =g Inval i d segrent retransmssi on. drop 3

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
37.26.149.168 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 197
109. 253.131.9  |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 111
2.53.0. 144 I srael 147.237.0.19 |madi matal .idf.il O stributed Suspicious Response Code B ock 19
www. chamat z. aka. i df ) )
213.151. 46. 180 |[Israel 147.237.77. 226 i Mul tipl e Uhaut hori zed URL Access from 213. 151. 46. 180 B ock 9
: . . Unaut hori zed URL Access to
208.115.113.88 |Lhited Sates  |147.237.76.86 [navy.idf.il navy. i df .11/ gi yus/ f or urd asp/ show or um asp B ock 8
2.53.37.111 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 6
85. 250. 4. 143 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 85. 250. 4. 143 B ock 5
176. 13. 1. 204 I srael 147.237.0.19 |madi matal .idf.il O stributed Suspicious Response Code B ock 3
89.138.108. 128 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
46.119.127.129 |kraine 147.237.77. 216 |dover.i df .i | Mil ti pl e Unauthori zed URL Access from 46, 119. 127. 129 B ock 3
waw. chanat z. aka. i df [unaut hori zed URL Access to
213. 151. 46. 180 [l srael 147.237.77. 226 il waw chanat z. aka. i of .| /i p_storage/ il es/ &/ Bl ock 3
46. 19. 85. 150 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
109. 92. 182. 124 147.237.77.216|dover . i df . i | Dstributed Lhauthorized UR. Access on waww idf.il/error.htm |B ock 3
37.26.148.183 |[Israel 147.237.0.19 |nadi matal .idf.il D stributed Suspicious Response Qode B ock 2
2.53.37.111 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
220. 255. 148. 148|9 ngapor e 147.237.77.216|dover. i df . il Dstributed Waut horized URL Access on waw idf.il/error.htm |B ock 2
208.115.113. 88 |[Wnited Sates 147.237.76.86 [navy.idf.il Ml tipl e Unaut horized URL Access from 208.115. 113. 88 B ock 2
. . Unaut hori zed URL Access to
66. 249. 69. 26 | srael 147.237.77.216|dover . i df . il Wi df i 1/atal 1/ zkor / vi ew pi ct ur es. asp Bl ock 2
82.102. 169. 113 [l srael 147.237.77.216|dover . i df . i | Dstributed Lhauthori zed UR. Access on waww idf.il/error.htm |B ock 2
37.26.147.183 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
212.235.62.200 |[Israel 147.237.77.216|dover . i df .i | D stributed Whaut hori zed HTTP Met hod Bl ock 2
37.26.147.231 [Israel 147.237.0.19 |madi matal .idf.il O stributed Suspicious Response Code B ock 2
. . Unaut hori zed URL Access to
212.235.62.200 |[lIsrael 147.237.77. 216 |dover . i df .i | vaw i dff i 1/ hebr ew or gani zat i on/ nakhal Bl ock 2
. . Unaut hori zed URL Access to
66.249.78.234 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx Bl ock 1
169. 229. 3. 91 Lhited Sates 147.237.76.30 |hi nush.idf.il Mil tiple Abnormal |y Long Request from 169.229. 3. 91 Bl ock 1
141. 0. 14. 216 Eur ope 147.237.76.42 |refuah.idf.il Suspi ci ous Response Code B ock 1
. . Unaut hori zed URL Access to
46. 19. 85. 150 | srael 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ si p storagel fi | es/ 9/ 1919, | pg B ock 1
220. 255. 146. 134|9 ngapor e 147.237.77.216|dover . i df .i | Ostributed Waut hori zed URL Access on waw idf.il/error.htm |B ock 1
93. 158. 152. 52 F“Sf;;”i on 147. 237.77. 216 |dover . i df . i | Unaut hor i zed URL Access to wawidf . il/1283- 15198 B ock 1
203. 127. 96. 244 |S ngapor e 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on www idf.il/error.htm |B ock 1
169. 229. 3. 91 Lhited Sates 147.237.77.233|atal .idf.il O stributed Aonormal |y Long Request B ock 1
80.179.9.7 I srael 147.237.77.216|dover . i df . i | Dstributed Lhauthori zed UR. Access on www idf.il/error.htm |B ock 1
169. 229. 3. 91 Lhited Sates 147.237.72. 156 |anan. i df . i | Mal formed URL Bl ock 1
. . D stributed Uhaut hori zed URL Access on
66.249.64.131 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai n/ gi yus/ gener al . aspx Bl ock 1
37.187.56. 76 France 147.237.77.216|dover . i df .i | Ml tiple Unauthorized URL Access from 37.187.56. 76 B ock 1
213.61.254.67 |Ger many 147.237.77.216|dover. i df . i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm |B ock 1
87. 69. 208. 55 I srael 147.237.72. 166 |aka. i df . i | Unaut hor i zed Method HEAD for waw aka. i df.il/ mai n/ gi yus/ B ock 1
79.178.122.91 |[Israel 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
169.229.3.91  |wited Sates  [147.237.76.30 |hi nush.idf.il Mitiple 1] egal Byte Code Character in hethod from Bl ock 1
169. 229. 3. 91
141.8.132.78 R‘SS::I”i o 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to wi df . i |/ 1283- 11200- B ock 1
46.119.127. 129 [Wkraine 147.237.77.216|dover . i df . i | Dstributed PHP Attenpt B ock 1
109. 64. 126. 88 |l srael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to wawidf.il/https:/vwnidf.il/ B ock 1
169. 229. 3. 91 Lhited Sates 147.237.77.233|atal .idf.il Dstributed Il11egal Byte Qode Character in Mthod B ock 1
. . Unaut hori zed URL Access to
81.218.241.26 |[Israel 147.237.72. 166 |aka. i df . i | v aka, i of i1 /i p storagel il es/ 6/ 67906. pf Bl ock 1
160.229.3.91  |lhited Sates  |147.237.72. 156 |anan. i df .i | Mitiple I1legal Byte Code Character in hethed from B ock 1
169. 229. 3. 91
. . Unaut hori zed URL Access to
37.187.56. 76 France 147.237.77. 216 |dover . i df . i1 wwy i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
. . Unaut hori zed URL Access to
109. 253. 144. 67 [l srael 147.237.77.233|atal .idf . il 147, 237.77. 233/ 1134 he/ at al . aspx B ock 1
. . Unaut hori zed URL Access to
5.29. 233. 238 I srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p, st or agel f1 | es/ 2/ 1682. doc Bl ock 1
193.34.57.101 |[lIsrael 147.237.72.167|i shuri maka. i df.il SSL Untraceabl e Gonnecti on - Uhknown SSL Sessi on None 1
79.180.209. 26 | srael 147.237.76.42 |refuah.idf.il Distributed Lhaut hori zed LR Access on B ock 1

147. 237. 76. 42/ st yl el shar ed/ r eset . css
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