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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |Signature |Device Action|Count|
212.179.5.3 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 9183
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il B ock_|p VWb In drop 4037
120. 132. 50. 135 Chi na 147.237.76. 42 refuah.idf.il bl ock-sp-trafl forvard 4

82. 145, 218. 105 Eur ope 147.237.72. 166 aka.idf.il B ock Ip Véb In drop 2
46.19. 85. 13 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 2
74.82.47.21 Lhited Sates 147.237.77.121 e navy.idf.il B ock_ UWp Al _Nets drop 1
94.102. 49. 116 Net her | ands 147.237.0. 34 tikshuv.idf.il B ock Np Al _Net drop 1
185.94.111. 1 Russi an Federation 147.237.76. 197 e hinush.idf.il B ock_Udp Al _Nets drop 1
74.82.47. 49 Lhited Sates 147.237.77. 226 wwn chamat z. aka. i df . il |[Block Udp Al Nets drop 1
94.102. 49. 116 Net her | ands 147.237. 76. 86 navy.idf.il B ock Np Al _Net drop 1
93.174. 93. 50 Net her | ands 147.237.0. 16 ny-kosher-kravi.idf.il |B ock Wip All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
87.69. 142, 222 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
84.108. 1. 217 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
80. 82. 78. 38 147. 237.76. 42 Net her | ands refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
217.132.117. 143 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
2.55.180. 184 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
210.117.121. 60 147. 237.76. 42 Korea, Republic of refuah.idf.il ET SCAN NMAP -sS wi ndow 2048 1
210.117.121. 60 147.237.76. 42 Korea, Republic of refuah.idf.il ET SCAN NVAP -f -sS 1
183. 61. 109. 189 147.237.0. 15 Chi na kosher-kravi .idf .il ET SCAN NVAP -sS wi ndow 1024 1
176. 13. 22. 183 147.237.72. 156 I srael aman.idf.il GPL SCAN nyscan 1
91.218. 246. 103 147.237.77.233 Russi an Federation atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
84.111. 188. 196 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP DO stributed Portscan 1
80. 82. 78. 38 147.237. 76. 147 Net her | ands chinuch. aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
79.178. 169. 35 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
217.132.15. 124 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
2.53.128. 133 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
210. 117. 121. 60 147.237.76. 42 Korea, Republic of refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
176.13. 22. 183 147.237.72. 156 I srael anan. i df.il I NDI CATOR- SCAN myscan 1
113. 240. 250. 154 147. 237. 77. 234 Chi na hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Ret r ansm ssi on

Packet dropped.

185. 3. 144. 118 |Israel 147. 237. 72. 167 |i shuri maka. i of . i > dro 60
Ret r ansmi ssi on Packet dropped. P
195. 160. 242. 40 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 35
212.199. 57. 204 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 32
. . SN retransmt wth different .
87.70.89. 26 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal e noni t or 30
46. 19. 85. 162 | srael 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 16
reamn ine: TCP Invali i i ssi
176.13.20.12  |israel 147, 237, 76. 200 |ei tan akaicf.i1 || S g Engine P Invalid invalid segnent retransnission drop 12
Ret ransni ssi on Packet dropped.
147.236.34.10 |l srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber noni t or 12
109. 253. 227. 1991 srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
73.1.9.69 Lhited Sates [147.237.77.216|dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 10
194.177.16.3 I srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
100. 100. 49. 23 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
87.70.34.10 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
46. 19. 85. 46 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 85. 74 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi
84.110. 192. 223 | srael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
46. 19. 85. 150 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
46.19. 85. 4 I srael 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
Sreamng Engine: TCP Invalid i i ssi
66.249.66.61  |United Sates |147.237.72.166|aka idf.il g =g Inval i d segnent retransnission drop 6
Ret r ansmi ssi on Packet dropped.
reamng BEngi ne: TCP Invali i i ssi
176.13.20.17 [ srael 147 237, 76. 200 |eitan aka i i1 | @M NG Engine: TCP Invalid — Jinvalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dropped.
46. 19. 85. 46 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber aert 6
80.178.123. 202 |Israel 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 6
46.19. 85. 74 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber alert 6
77.125.122. 120 |lsrael 147.237.72. 166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 6
46. 19. 85. 150 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 5
66.102. 9. 101 Lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 5
46.19. 85. 74 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Inval i d ACK nunber aert 5
46. 19. 86. 147 I srael 147.237.0.19 |nadimatal .idf.il|SYN At ack SYN -> SYN-ACK -> RST rej ect 5
100. 100. 49. 23 147.237.77. 176 |nat pash. i df . i | dr op First packet isn't SYN drop 5
S SN retransnmit wth different .
87.71.79.53 I srael 147.237.77. 233 |atal .idf il Bad TCP sequence i ndow scal e noni t or 5
37.26.149.206 |l srael 147. 237. 77. 216 |dover i df i Bad TCP sequence SIAK retransmt with different Jopniior s
w ndow scal e
. . SYN+AXK retransmit with different .
149.50.5. 12 I srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence i ndow scal & noni t or 5
87.68.19.198 | srael 147. 237. 77. 216 |dover i df i Bad TCP sequence SN retransnit with different monitor |4
w ndow scal e
37.26.149.206 |lIsrael 147.237.77. 216 |dover. i df .i | Bad TCP sequence noni t or 4
79.176.95.15  [Israel 147. 237. 77. 216 |dover i df i Bad TCP sequence SINCAGK retransmt with different 1o, uior s
w ndow scal e
Lhited R -
86.177.185. 133 Ki ngdom 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop
109. 253. 222. 117|l srael 147.237.77. 233 |atal .idf il Bad TCP sequence Inval i d ACK nunber noni t or
46.121. 111. 247 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
Sreaning Engine: TGP Invalid i i ssi
79.182.215.67 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segment retransmission. drop 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 64. 116. 182 |Israel 147. 237.72. 166 |aka. i of . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
66.249.85.204 |tnited Sates |147.237.72. 166 |aka.idf.il 9 =g Invalid segment retransmission. drop 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
37.26.149.212  |israel 147. 237.72. 166 |aka. i of . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
79.176. 95. 15 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreaning Engine: TQP Invalid i i sSi
2.53.44. 214 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
82.166. 182. 228 |Israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransission. drop 3
Ret ransmi ssi on Packet dr opped.
192.114.23.18 |Israel 147.237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
62.205. 68. 253  |Bel gi um 147.237.72. 166 |aka.idf . il SYN Att ack SYN -> SYN-ACK -> Ti neout alert
Sreaning Engine: TGP Invalid i i ssi
79.183. 182. 152 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segment retransmission. drop 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 65.31. 220 |l srael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46. 19. 85. 66 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segment retransmission. drop 3
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109.253.131.9 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 74
176.13.2. 115 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Code B ock 16
37.26.149.232 |[israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 15
2.53.0.144 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 14
192. 116. 232. 69 |l srael 147.237.76.31 |nakchal .idf.il Ml tipl e Unhauthorized URL Access from 192. 116. 232. 69 B ock 10
109. 253. 218. 174]I srael 147.237.0.19 |madimatal .idf.il Dstributed Suspicious Response Code B ock 9
2.55.43. 143 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 7
46. 19. 86. 147 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 7
2.53.38.42 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 6
2.53.171.82 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 5
64. 79. 85. 205 ;“;tt:s 147.237.76.31 |nakchal .idf.il rlf;;‘:;hﬂr ('jleeidl /Lgnsfj‘;fs;rt; doc. gt/ doc._mur. asp Bock |4
91.227.165.5 I srael 147.237.77.216|dover. i df . i | Ostributed Whaut hori zed URL Access on waw i df.il/error.htm B ock 3
109. 253. 129. 208! srael 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to waw navy. i df.il/tenpl ates/|inks/nobile B ock 3
5. 29. 219. 235 I srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock 2
2.53.14.212 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspici ous Response Gode B ock 2
Uhaut hori zed URL Access to
109. 160. 147. 185]I srael 147.237.77. 176 |nat pash. i df . i | vy cogat . i df . i |1/t enpl at es/ shar ed/ user cont r ol s/ nor ei nf of ti chnun. yosh@|B ock 2
gnai | . com

66.249. 93.184 | srael 147.237.72.166 |aka. i df . i | m;li(zﬂtdeﬁ illj}?r‘;tiT}j’:;ﬁgﬁuﬁigsfaéfdsl};”;;‘i” UL on Bock |2
80. 246. 139. 100 |[Israel 147.237.77.216|dover. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
109. 253. 224. 193]l srael 147.237.0.19 |mnadimatal .idf.il D stributed Suspici ous Response Code B ock 2
109. 253. 131. 214]I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
2.53.10. 140 I srael 147.237.0.19 |nadimatal .idf.il O stribut ed Suspici ous Response Code B ock 2
87.68. 19. 198 I srael 147.237.77.216|dover. i df . i | Too Many Headers per Request - 69 Headers B ock 1
87.68. 19. 198 I srael 147.237.77. 216 |dover.i df .i | Mitiple I1legal Byte Code Character in Header Val ue from87.68.19.198 |B ock 1

Illegal Byte Gde Character in Method

Ui ted (#2201 [[#3]] [[#U1[[#01 ][ [#U1 [[#01 1 [[#0) {[[#3]1[[#3]]” awl BB X "CeEr

62.67.9.30 Ki ngdom  |147-237.77.74 lawidf.il #012M [ #30] ] xvi [#22]123+ B [#7] ] P, »(1 B[ #0]] [ [#0]][[ #28] ] Al A+AOA A([ |2 °K 1
#19]] A
169. 229. 3. 91 g];::: 147.237.77. 170 [maar achot . i df . i | Dstributed Abnormal |y Long Request Bl ock 1
80. 168. 113. 35 Ei“'ntgegom 147.237.72. 166 |aka. i df . i | Ostributed I11egal Byte Gode Character in LR Bock |1
91.199.69.254 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df . il /v tikshuv.idf.il B ock 1
- kosher-kravi . i i
66.249. 64.185 | srael 147.237.0.16 |17 KOSher-kravi.id unaut horized URL Access to Bok |1
foil wan ny- kosher -kravi . i df.il/styl e/ 1. he/ popup. css
216. 218. 206. 68 ;h;:ee: 147.237.76.39 |[nobi | e. nei tav.idf.il|Uhauthorized URL Access to 147.237.76. 39/ Bl ock 1
87.68.19. 198 I srael 147.237.77. 216 |dover.i df . i | Mil ti pl e Unknown HTTP Request Method from 87.68. 19. 198 B ock 1
Lhi ted . . NULL Character in Header Nane at
62.67.9.30 ) 147.237.77.74 [lawidf.il A Bl ock 1
Ki ngdom [[#0]] cB[#01]-[[#O1]1/[[#0]15A [#18]1[[#0]]
169. 229. 3. 91 g‘;tt:: 147.237.77. 170 |naar achot . i df . i | D stributed Wknown HTTP Request Met hod B ock 1
46. 19. 86. 147 I srael 147.237.0.19 |nadimatal .idf.il Untraceabl e SSL Sessi ons: (pen Mde None
117.78.13.17 Chi na 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to atal.idf.il/894-he B ock
. . Illegal Byte Gode Character in URL Yepni[NU#26-] ] ¥4g-pr ¥ N Zel
87.68. 19. 198 I 'srael 147.237.77. 216 |dover . i df . i | . . .., P iy Bl ock 1
n[[#0]]r. a[ [#5]] " <ol [ p#310] ] 'HUY'([[51#] ]+ + nZx">[[O#] [x® b
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ general . aspx  |Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 137 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
194. 90. 128. 185 |l srael 147.237.77. 216 |dover.i df .i | Ml tipl e Uhauthorized URL Access from 194. 90. 128. 185 B ock 1
87.70.89. 26 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock
87.68.19. 198 | srael 147.237.77.216|dover. i df . i | Mitiple Illegal Byte Gode Character in Mthod from87.68.19. 198 Bl ock
62.67.9. 30 Eiqlr:gegom 147.237.77.74 |lawidf.il Illegal Byte Gode Character in LR [[#20]], B ock 1
169. 229. 3. 91 g‘;tt:: 147.237.77. 170 |naar achot . i df . i | Dstributed I11egal Byte Qode Character in Header Nane B ock 1
80.246.136.52 |[Israel 147.237.77. 216 |dover.i df .i | SSL Wntraceabl e Connection - Qpen Mde None 1
109. 253. 218. 174]I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
66.249.66. 174 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
NULL Character in Method
Lhi ted ; ; [[#221[[#3 1 [[#U0][[#0] ]« [[# 1 [[#O] [[#0] 1{[[#3] ] [[#3]]  anl B X "CeEr fa
62.67. 9. 30 Kingdom  |M47-237.77.74 lawidf.il HO12M [ #30]] X [#22]123+ B [#7] ] P, (1 B[ #0]] [ [#0]][[ #28] ] Al A+AOA A([ |2 °K 1
#19] 1A
. . Mil tiple Lhtraceabl e SS. Sessions from87.68.19.198 (Protocol violation
87.68.19. 198 I srael 147.237.77. 216 |dover.i df .i | (SSL._CONN APPLI CATI ON_DATA EXCHANGE) ) None 1
62.67.9.30 LK!i“r:gegom 147.237.77.74 [lawidf.il Abnormal |y Long Request net hod Bl ock 1
130. 185. 155. 10 |Sweden 147.237.77. 216 |dover.i df .i | Distributed PHP A tenpt B ock 1
87.68. 19. 198 I srael 147.237.77. 216 |dover.i df .i | I11egal HITP \ersion B ock 1
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