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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 4046
212.199. 154. 194 | srael 147.237.72. 167 i shurimaka.idf.il|Anonmal y- TLS-renegotiation-Qi dest - r eset 548
82.81.12. 22 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets dr op 3
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 2

58. 234. 85. 208 Korea, Republic of 147.237. 8. 50 e.tikshuv.idf.il |Block Wdp All Nets drop 2
184. 105. 139. 105 Lhited Sates 147. 237. 72. 156 aman. i df i ock Wip Al Nets drop 1
94.102. 49. 116 Net her | ands 147.237.77.178 e.natpash.idf.il |B ock Np Al _Net drop 1
185.94.111. 1 Russi an Federation 147.237.8. 50 e.tikshuv.idf.il |B ock Wdp All Nets drop 1
113. 240. 250. 157 Chi na 147.237.76. 34 yohal an.i df . il B ock Wp Al Nets drop 1
45,32, 231. 87 Net her | ands 147. 237.76. 42 refuah.idf.il Block Np Al Net drop 1
71.6.165. 200 Lhited Sates 147.237.76. 199 e.nakchal .idf.il |B ock Wp All Nets drop 1
46.19. 85. 163 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount

192.187.114. 11 Lhited Sates 147.237.77. 216 dover.idf.il |22280: HITP. Joonha Qject Injection Vul nerability B ock 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

125. 212. 232. 165(147. 237. 77. 235 |M et nam sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
111.13.70.132 [147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
80. 246. 139. 185 |[147.237. 72. 166 || srael aka idf.il portscan: TCP D stributed Portscan 1
46.117.136. 108 |147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
14.161. 36. 92 147.237.0.33  [Vietnam idf.il ET SCAN NVAP -sS w ndow 1024 1
210.140. 73. 42  |147.237. 77. 216 |Japan dover.idf.il portscan: TCP D stributed Portscan 1
176.13.21. 249  [147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
146.185. 60. 34  |147.237.77. 216 |I srael dover . idf.il portscan: TCQP Dstributed Portscan 1
120.194. 193. 15 [147.237.0.15 |China kosher-kravi.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
104. 214. 149. 209(147. 237. 72. 156 |Lhited Sates |aman.idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 82. 78. 38 147.237.76.39 |Netherlands  |nobile. neitav.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
46. 19. 86. 134 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
212.25.79.133  |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
190. 141, 150. 40 |147 237 0.35  |Panana akave. i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
176.13. 2. 188 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry ‘Target Address |Ste Signature Action
Sreanming Engine: TCP Invalid i i SSi
85.130. 231. 164 |Israel 147. 237. 72. 167 |i shuri maka. i df .i 9 =g Invalid segnent retransmssion. 60
Ret ransm ssi on Packet dropped.
212.199. 154. 194|l srael 147.237.72. 167 |i shuri maka. i df . il drop First packet isn't SYN drop 35
37.26.147.239 |lIsrael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 24
Sreamng Engine: TP Invalid i i ssi
2.53.30.84 I srael 147. 237. 77. 243 |mubi 1 e.i df . i 9 =g Invalid segent retransmssion. 18
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
2.53.140. 81 I'sr ael 147. 237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. | 12
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
147. 236. 238.83 |l srael 147. 237. 76. 200 |ei tan. aka. i of .| 9 =g Invalid segent retransmssion. 12
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
109. 253. 211. 87 |Israel 147.237.77. 243 |nobile. i df . 9 =g Invalid segnent retransmssion. | 12
Ret ransm ssi on Packet dropped.
212.235.34. 224 |Israel 147.237.77. 216 |dover.idf .i | drop First packet isn't SWN drop 10
37.26.147.239 |lsrael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |7
37.26.147.239 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunier noni t or 7
37.26.147.239 |[Israel 147.237.77. 216 |dover.idf .i | drop First packet isn't SWN drop 7
2.53.166. 101 I srael 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 7
37.26.147.239 [Israel 147. 237. 77. 216 [dover.i df . il SYN Attack SYN -> SYN-ACK -> Ti neout alert 7
147.236.38.29 |Israel 147.237. 77. 170 |naarachot . i df . i | SYN Att ack SYN - > SYN-ACK -> Ti neout rej ect 7
37.26.147.239 |lIsrael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert 7
37.26.147.239 |lIsrael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
Sreamng Engine: TCP Invalid i i ssi
109. 64. 207.56  |Israel 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.
2.53.19. 37 I srael 147.237.0.19 |nadimatal.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
Sreanming Engine: TQP Invalid i i SSi
66.249.66.61  |Uited Sates |147. 237. 72. 166 |aka. i df .il 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
2.53.151.150  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. g 6
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i SSi
80. 246. 136. 161 |Israel 147. 237. 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
2.53.131.244  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. g 6
Ret r ansm ssi on Packet dropped.
46. 116. 6. 160 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
46. 19. 86. 97 I srael 147.237.0.19 |nmadi matal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
37.26.147.239  |israel 147. 237.77. 226 "‘:"f"’ chamatz. aka. Tdf oy At ack SYN -> SYN-ACK -> RST rej ect 4
2.55.187.143 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
46. 116. 6. 160 I srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
46.19. 86. 20 I srael 147.237.72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 86. 105 I srael 147.237.72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
2.53.2.227 I srael 147.237.72. 156 |anan.idf .i| Bad TCP sequence Invalid ACK nunber nonitor |4
5.102.242.226 |lsrael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber nonitor |4
79.177.96.161 |lIsrael 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
reamng BEngine: TCP Invali i i ssi
2.55.24. 61 I srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransnissi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.181. 215. 198 I srael 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. |, 3
Ret ransnm ssi on Packet dropped.
reamng BEngine: TCP Invali i i ssi
94.230.93.129 |[Israel 147.237.72. 166 |aka. i df . Streaning Engi ne: TCP Invalid invalid segnent retransnissi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
193.37.129. 134 |Israel 147.237.72. 166 |aka.i df .i 9 =g Invalid segnent retransmssion. o 3
Ret ransm ssi on Packet dropped.
reamng BEngine: TCP Invali i i ssi
31.210. 187. 196 |Israel 147.237.72. 166 |aka. i df . Streaning Engi ne: TCP Invalid invalid segnent retransnissi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
46.19.86.85  |Israel 147.237.72. 166 |aka. i df .i 9 =g Invalid segnent retransmssion. o 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 253. 130. 47 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
87.70.49.100  |Israel 147.237.72. 166 |aka. i df .i 9 =g Invalid segnent retransmssion. o 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19. 86.6 I'sr ael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.55.183.224  |Israel 147.237.72. 166 |aka. i df .i 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.182.12.171 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
185.3.147.181 |Israel 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. 3
Ret ransm ssi on Packet dropped.
79.177.113. 137 |lsrael 147.237.72. 167 |i shuri maka.idf .il drop Frst packet isn't SN drop 3
Sreamng Engine: TCP Invalid i i ssi
212. 68, 144. 130 I srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
79.182. 184. 142 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.




Attacker Address

04-19-2016-12:04:00 to 04-19-2016-13:04:00

A tacker
Count ry

‘ Target Address

dte

Signature

Sreanming Engine: TCP Invalid i i ssi
2.53. 565. 34 I srael 147.237.72. 166 |aka. i df .| g =g Invalid segnent retransmssion. g
Ret ransmi ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
185.27.106.88 | srael 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. g
Ret ransni ssi on Packet dropped.
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.53.191. 41 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 287
185. 32. 179. 204 |l srael 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 113
2.53.19.37 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 57
185. 3.147.181 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 185. 3. 147. 181 Bl ock 32
46.19.85.6 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 32
2.53.134.172 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 21
109. 253. 227.55 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 17
46. 19. 86. 220 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 17
2.55. 179. 247 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 14
2.53.131. 244 | srael 147.237.77.243|mobi l e. i df . i | Paraneter Type Mol ation Bwil in nobile.idf.il/sachar/ creat eaccount B ock 8
193.222.161.6  |Swtzerland 147.237.72. 166 |aka. i df . i | @;} ;}i(;lftdfc.’iw;“;f;rgrzz‘i/ﬁeﬁfgfss on B ock 6
81.218.56.171 |[Israel 147.237.77. 216 |dover.idf . i Ml tipl e Unauthori zed URL Access from 81.218.56. 171 B ock 5
37.46.30.193  [Israel 147.237.77. 243|mobi L e i df i1 [SL eh ?rolle?? , tgeggfy‘isem;esn < ehi 1 ddoounent <] 1432 Bl ock 4
2.55.24. 61 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
212.179.21.194 |israel 147.237.0.19 |nadi matal .idf.il ﬁ;u;qh;r;%?‘éfﬁ/:ﬁ;eesjgj;dupdat enakat gaunt . aspx Bl ock 3
2.53.181. 251 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
147.236.38.29 |Israel 147.237.77. 170 |mmar achot . i df . i | [Distributed Unaut hori zed HTTP Mt hod B ock 3
37.26.147.188 |[lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.55.12. 209 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.53.22. 239 I srael 147.237.77.243|nobi l e.idf . il Mil tiple Unaut horized URL Access from 2.53.22. 239 B ock 3
37.46.39.193 | srael 147.237.77.243|mobi l e. i df . i | Mil tipl e Uhaut hori zed URL Access from 37.46.39. 193 B ock 3
80. 246. 136. 161 [Israel 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
89.138. 181. 109 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to www aka. i df.il/mai n/ sachar/ undefi ned B ock 2
2.53.22.239 [israel 147.237.77. 243|mobi L e i df i1 [L eh ?rolle?? , tgeggfy‘isem;esn < ehi 1 ddoounent </ 1362 Bl ock 2
2.53.160. 213 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
109. 253. 227. 53 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
193.222.161.6 [Sntzerland 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df .il/sip_storage/files/ B ock 2
31.168.125.0 I srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Qharacter in URL B ock 2
80. 246. 130. 163 |l srael 147.237.77. 216 |dover.i df.i |l D stributed Unaut hori zed URL Access on wawidf.il/error. htm Bl ock 2
179.36.193. 101 |Argentina 147.237.77.216|dover . i df . il Ml tiple Unhauthorized URL Access from 179. 36. 193. 101 B ock 2
185. 32. 179. 216 |l srael 147.237.77.216|dover.idf .il Unt raceabl e SSL Sessi ons: (pen Mbde None 2
46. 19. 86. 97 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
212.117. 140. 170/l srael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Qode Character in LR B ock 2
179. 36.193. 101 |Argentina 147.237.77.216|dover.i df .l Unaut hori zed URL Access to ww i df.il/tenpl at es/ honepage/ nobile  |Bl ock 2
141.8.132.78 :Zg::t”i on 147.237.77.216|dover.idf .l Ml tipl e Unaut horized URL Access from 141.8.132. 78 B ock 2
212.117. 140. 170|i srael 147.237. 72. 166 |aka. i df . i | m;zﬂt;é iwkn';?“n?k?b;?:f;gi gt”resource_ ol par et er anp None 1
79.181.155. 221 |israel 147.237.0.34 |tikshuv.idf.il muttihgr']uzf?dﬁl ffgﬁ;satteos/ cont act us/ b 1 6 Bl ock 1
141.8.132.78 gs::;”i on 147.237.77.216|dover . i df . i Unaut hori zed URL Access to www idf.il/1283-16311- Bl ock 1
54.193.14.136 |Wited Sates 147.237.72. 156 |aman. i df . i | Dstributed PHP At enpt B ock 1
213.171. 218. 193|Uni ted Ki ngdom |147. 237. 76. 147 [chi nuch. aka. i df . i|Uhaut hori zed URL Access to chinuch. aka. i df.il/test/wp-adnin/ B ock 1
95. 86. 99. 148 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Uhaut hori zed URL Access to waw chi nuch. aka. i df .il/404. ht m B ock 1
80. 246. 139. 114 |l srael 147.237.77.216|dover. i df . il Unt raceabl e SSL Sessi ons: Qpen Mbde None 1
66. 249. 66. 174 |l srael 147.237.72. 166 |aka. i df . i | Mul tipl e Unaut horized URL Access from 66. 249. 66. 174 B ock 1
157. 55. 39. 76 Lhited Sates  [147.237.72.166|aka. i df .i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
46. 116. 6. 160 | srael 147.237.77.216|dover. i df . il SSL Uhtraceabl e Connection - Cpen Mde None 1
89.138.193. 120 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/sip_storagelfiles/ 0/ B ock 1
2.53. 63. 167 I srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock 1
185.3.147.181 |Israel 147.237.72.166|aka. i df . i | Unaut hori zed Method HEAD for www aka. i df . i/ mai n/ gi yus/ B ock 1
80.246.130.84 |[Israel 147.237.77.216|dover . i df . i Dstributed Whaut hori zed URL Access on waw i df.il/error.htm B ock 1
54.193.14.136 [lnited Sates 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to waw aman. i df.il/wp-1ogin. php B ock 1
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