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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip V¢b I n drop 4085
212.199. 154. 194 | srael 147.237. 72. 167 i shurimaka.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 895
81.218. 65. 210 | srael 147.237.77. 176 nat pash. i df .| B ock Wp Al Nets drop 3
168. 243. 25. 9 H Sal vador 147.237. 76. 202 e.halag.idf.il L4 Source or Dest Port Zero drop 2
184.105.139. 118 Lhited Sates 147.237. 8. 28 e.nobil e-ks.idf.il B ock Np Al Net drop 1
184. 105. 139. 86 Lhited Sates 147.237. 8. 45 eeitanidf.il B ock Np Al _Net drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock_UWp Al _Nets drop 1
184. 105. 139. 98 Lhited Sates 147.237.77. 235 svivaidf.il B ock Np All _Net drop 1
185.94.111.1 Russi an Federation 147.237.76. 148 gocenter.aka.idf.il |B ock Udp Al Nets drop 1
184. 105. 139. 90 Lhited Sates 147.237.77.170 naar achot . i df .il B ock Np Al _Net drop 1
184. 105. 139. 102 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |Bock Np All Net drop 1
184. 105. 139. 74 Lhited Sates 147.237.77. 233 atal.idf.il Block Np Al Net drop 1
184. 105. 139. 90 Lhited Sates 147.237.77. 179 e.nazi.idf.il Block Np Al Net drop 1

94. 102. 49. 116 Net her | ands 147.237.77. 235 svivaidf.il B ock Np All _Net drop 1
184. 105. 139. 102 Lhited Sates 147.237.77.178 e. nat pash. i df.il Bock Np Al Net drop 1
184. 105. 139. 82 Lhited Sates 147. 237. 77. 227 e. hanaz. i df .i Block Np All Nt drop 1
216.218. 206. 121 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) B ock Wp Al Nets drop 1
184. 105. 139. 94 Lhited Sates 147.237.77. 205 prisha.idf.il B ock Np Al _Net drop 1




04-19-2016-10:04:02 to 04-19-2016-11:04:02

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry \Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
196. 203. 149. 99 147.237.76. 200 Tuni si a eitan.akaidf.il [ET SCAN NVAP -f -sS 1
149. 88. 240. 43 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
80. 246. 136. 102 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
80. 178. 214. 242 147.237.77.216 I srael dover.idf.il portscan: TP D stributed Portscan 1
79. 181. 223. 161 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
196. 203. 149. 99 147. 237. 76. 200 Tuni si a eitanakaidf.il |ET SCAN NVAP -sS w ndow 2048 1
82. 80. 86. 234 147.237. 72. 166 I srael akaidf.il portscan: TP D stributed Portscan 1
80. 179. 223. 31 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
80. 82. 78. 38 147.237.0.35 Net her | ands akaws. i df il ET SCAN NVAP -sS w ndow 1024 1
41.232. 89. 224 147.237.77.216 Egypt dover.idf.il portscan: TGP D stributed Portscan 1
212. 150. 214. 130 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

Ret r ansm ssi on

Packet dropped.

37.46.41. 194 I srael 147.237. 76. 200 |eitan. aka. i df .i | 2 dro 333
Ret ransni ssi on Packet dr opped. P
Sreaning Engine: TGP Invalid i i sSi
91.197.62.83  |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. |, ., 96
Ret r ansmi ssi on Packet dr opped.
212.199. 154. 194|l srael 147.237.72. 167 |i shurimaka. i df . i |dr op First packet isn't SN drop 54
Sreaning BEngine: TGP Invalid i i ssi
79.182.53.161 |l srael 147.237.76. 200 |6 tan. aka. i of . | 9 =g Inval i d segnent retransmssion. |, ., 42
Ret r ansmi ssi on Packet dr opped.
85. 114. 111. 110 g";'cis;i'géa” Tertitorydy 47, 237. 77. 216 |dover . i of . i1 drop First packet ism't SWN drop 18
Sreaning BEngine: TGP Invalid i i ssi
217.132.157. 74 |israel 147. 237. 76. 200 |ei tan. aka.i of . i 9 =g Inval i d segnent retransmssion. |, ., 16
Ret r ansmi ssi on Packet dr opped.
109.67.104.57  |Israel 147.237.76.42 |refuah.icf.il  |Bad TCP sequence S retransmt with different 1, oy 15
W ndow scal e
R SWNretransnit wth different .
109. 67. 104.57 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal & nonitor |15
80. 246. 136. 102 I srael 147.237. 7. 216 |dover. i df i Bad TCP sequence SYNACK retransmt with monitor |13
different wndow scal e
2.55.59. 209 | srael 147.237.72. 166 |aka. i df . i drop Frst packet isn't SN drop 12
Sreaning Engine: TGP Invalid i i sSi
153. 150. 118. 170]Japan 147.237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. | 12
Ret ransmi ssi on Packet dropped.
37.46.41. 194 I sr ael 147.237.76.200|eitan. aka.idf.il [Bad TCP sequence I'nval i d ACK nunber nonitor |10
194.114. 62. 160 |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
Sreaning Engine: TCP Invalid i i ssi
66.249.66.61  |Lnited Sates 147.237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. |y, 9
Ret ransm ssi on Packet dr opped.
37.46.39. 118 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval id AGK nunber moni tor |7
Sreaning Engine: TGP Invalid i i sSi
46.19.85.221  |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
195. 156.7. 2 Finl and 147. 237.76. 200 |ei tan. aka. i f . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
82.166. 165. 66 |l srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
79.181. 145. 233 | srael 147. 237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dr opped.
176.13.21.241 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning BEngine: TQP Invalid i i ssi
66.249.66.47  |Uited Sates 147.237.0.34  |tikshuv.idf.il 9 =g Inval id segnent retransmssion. |, ., 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
176.13.4.26 I srael 147. 237, 77. 243 |nobi | e. i of . i 9 =g Invalid segnent retransmssion. | ., 6
Ret ransmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
77.127.84.109 |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid |invalid segnent retransnissi on drop 6
Ret ransni ssi on Packet dr opped.
31.210.186.17 |[lIsrael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d ACK nunber nonitor |5
176.13.21.241 |lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber alert 5
188. 120. 154. 35 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |5
46. 19. 85. 206 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber alert 5
46. 19. 85. 206 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
212.143.142.56 |Israel 147.237.77. 216 |dover.i df .i 1 drop First packet isn't SWN drop 4
94. 230. 86. 56 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d ACK nunber nonitor |4
37.26.146.215 |Israel 147.237. 72. 166 |aka. i df .i Bad TCP sequence SINWACK retransmt with monitor |4
different wndow scal e
Sreaning BEngine: TGP Invalid i i ssi
31.168.182. 44 |Israel 147.237.72. 166 |aka. i of . | 9 =g Inval i d segnent retransmssion. |, ., 3
Ret r ansmi ssi on Packet dr opped.
reamng BEngine: TCP Invali i i sSi
109. 253. 141. 120|i srael 147. 237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Invalid invalid segnent retransnissi on drop 3
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TGP Invalid i i ssi
188. 120. 148. 1401 srael 147. 237.72. 166 |aka. i f .11 9 =g Inval i d segnent retransmssion. |, ., 3
Ret r ansmi ssi on Packet dr opped.
46. 19. 86. 82 | srael 147.237.76.42 |refuah.idf.il drop Frst packet isn't SN drop 3
Sreaning BEngine: TCP Invalid i i ssi
79.180.32.23  |israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
176.13.7.145  |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
85. 65. 98. 74 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaning Engine: TGP Invalid i i sSi
5.28.190. 43 I srael 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. |, ., 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i ssi
79.183.99.119 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
2.55.33.193 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i ssi
66.249. 66.184 |Uhited Sates 147.237.0.34  |tikshuv.idf.il 9 =g Inval id segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
94.230.93.188 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i ssi
46.19.85.197  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, . 3
Ret ransmi ssi on Packet dr opped.
66.249. 93. 184  |Europe 147.237.72. 166 |aka. i df.i | drop First packet isn't SYN drop 3
Sreaning Engine: TCP Invalid i i ssi
66.249.66.44  |Uited Sates 147.237.0.34  |tikshuv.idf.il 9 =g Inval id segnent retransmssion. |, ., 3
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Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

185.120.125.3 [l srael 147. 237. 72. 166 |aka. i df .1 et ansm Ssi on Packet o oped. drop
46.116.143. 232 i srael 147.237.77. 233 |atal i il Bad TCP sequence md:;tvrsaé;”gt wth different —oni tor
79.183.177.229 |israel 147.237.72. 166 |aka. i df .i | FS; fijsrrz? SESr:gci):e: TP Invalid 'Pg‘éak];td dsreggggé_ retransmssion. |,
66.249. 66.190 |United Sates 147.237.0.34  |tikshv.icr i |27 €aMNg Engine: TQP Invalid finvalid segnent retransmssion. |

Ret r ansm ssi on

Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 86. 147 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 124
176.13.13.183 |[lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 6
62.219. 21. 20 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized URL Access from 62.219. 21. 20 Bl ock 4
46. 19. 85. 244 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 4
188. 120. 148. 134]I srael 147.237.77.216|dover . i df .i | Distributed Unaut hori zed URL Access on wawidf.il/error. htm Bl ock 4
203.171.241.78 |india 147.237.77.216|dover . i df . i | Distributed Lhauthori zed URL Access on waw i df.il/error. htm B ock 4
109. 253. 225. 85 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.13.14.228 |lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
2.53.30.116 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code Bl ock 3
134.191.232.70 |Israel 147.237.77.216|dover. i df . i | D stributed Uhaut hori zed URL Access on waw idf.il/error. htm B ock 3
81.218.70.243 |[Israel 147.237.76.31 [nakchal .idf.il Ml tiple Uhauthorized URL Access from 81.218. 70. 243 B ock 2
109. 253. 225. 2281 sr ael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 2
www, chanat z. aka. i d |uhaut hori zed URL Access to
62.219.159. 123 fIsrael 147.237.77. 2261 | v chanat z. aka. i df . i 1/si p_storagel il es/ 9/ 2479. | pg B ock 2
79.181. 145. 233 |[Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in URL from79.181. 145. 233 Bl ock
109. 253. 217. 179|1 sr ael 147.237.0.19 |nadi matal .idf.il D stributed Suspicious Response Code Bl ock
2.53.0. 144 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
. . Uhaut hori zed URL Access to
80.179.223.31 |lIsrael 147.237.77. 176 |mat pash. i df . i | W cogat i df i 1/si p storagel il es/ 9/ 4629 pg Bl ock 2
. . Uhaut hori zed URL Access to
66.249. 66. 180 |l srael 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p_st or age/ 1 | es/ 1/ 69051. pf B ock 1
] . . Uhaut hori zed URL Access to
157.55.39.248 |UWited Sates [147.237.72.166|aka.idf.il v aka. i df i 1/ consol e/ cor e/ doc. nur/ gener al . aspx B ock 1
23.81.90. 154 Lhited Sates |147.237.72.166|aka.idf.il Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1
. . . Unknown Paraneter anp;f in
91.197.62. 83 I srael 147.237.76.200|ei tan. aka. i df . i | v ei tan, aka. i o i |/ tenpl at es/ sendt of ri end/ sendt of ri end. aspx None 1
208.113.248.22 |Wnited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to refua. atal.idf.il/wordpress/wp-admin/ [B ock 1
74.91. 23. 166 Lhited Sates |147.237.72.166|aka. i df .il D stributed Unaut horized LRL Access on 147.237. 72. 166/ Bl ock 1
134.191.232. 71 |israel 147.237.77. 216 |dover . i df . i | Distributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1
. . Uhaut hori zed URL Access to
2.53.8.193 I srael 147.237.76.42 |refuah.idf.il v ref ua. atal i df . i1/ 1783- hel ref uah, aspxTned Bl ock 1
213. 8. 204. 37 I srael 147.237.77. 216 |dover . i df .i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
104. 128. 144. 131|Canada 147.237.77.19 |lawforumidf.il Unaut hori zed URL Access to 147.237.77.19/ B ock 1
192.116. 232. 69 |Israel 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to wa idf.il/inages/ 1. he/trigger.png B ock 1
. . Unhaut hori zed URL Access to
66.249.69.32  [Israel 147.237.77. 216 |dover . i df . i | 147.237.77. 216/ 1133. 19817 he/ dover . aspx Bl ock 1
176.13. 4. 26 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code Bl ock 1
. . . Unknown Paraneter anp;rnd in
91.197.62.83 | sr ael 147.237.76. 200 |ei tan. aka. i df . i1 vy ei tan. aka. i df . i | / shar ed/ aj ax/ cr eat ecapt chai nage. aspx None !
. . Unknown Par anet er ct| 00$ct | 00$cphMai n$cphSachar $ct | 67 in
212.179.21.194 |Israel 147.237.72. 166 |aka. i df . i | v aka. i df . i | / nai 0/ sachar / paysl i ps. aspx None 1
176.13.21.241 |israel 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx B ock 1
77.124.7.38 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
134.191.232.72 |Israel 147.237.77. 216 |dover.i df .i | Distributed Lhaut hori zed URL Access on wawn idf.il/error. htm B ock 1
216.218.206.68 |lLhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
104. 128. 144. 131|Canada 147.237.77. 170 |maar achot . i df . i | Unaut hori zed LRL Access to 147.237.77. 170/ B ock 1
. . . Unknown Paraneter anp;f in
195.156.7.2 Finl and 147.237.76. 200 [ei tan. aka. i df . i Wy ei tan. aka. i df.il/tenpl at es/ sendt of ri end/ sendt of ri end. aspx None !
81.218. 146. 186 |[lIsrael 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to www i df . il/894-en/ i df gdover. aspx B ock
66. 249. 78. 95 I srael 147.237.77.216|dover.idf . il Unaut hori zed URL Access to 147.237.77. 216/ 1133- he/ dover . aspx [B ock
176.13. 5. 39 I srael 147.237.77.74 |lawidf il tnauthor | zed URL Access to . B ock 1
viwu | aw i df . i |/ tenpl at es/ general / nobi | e
115.187.39.251 |india 147.237.77.216|dover . i df . i | Distributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1
91.197. 62. 83 I srael 147.237.76.200|ei tan. aka. i df . i | Unknown Paraneter anp;t in v eitan. aka.idf.il/scriptresource. axd [None 1
212.235.62.200 |[lIsrael 147.237.77.216|dover . i df .i | Unaut hori zed HTTP Met hod Bl ock 1
185.37.148.18 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 185. 37. 148. 18 Bl ock 1
. . DO stributed Unaut hori zed URL Access on
79.181.134. 155 |Israel 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl el shar ed/ r eset . css B ock 1
138.134.192.10 |l srael 147.237.77.216|dover . i df .i | Lhaut hori zed LR Access to wawidf.il/milnet Bl ock 1
. . Unknown Paraneter utmcanpaign in
66. 249. 66. 61 | srael 147.237.72. 166 |aka. i df . i | v aka. i df i |/ mai n/ r abanut / gener al . aspx None 1
5.9.136.219 Ger many 147.237.76. 42 |refuah.idf.il Mil tipl e Unauthori zed URL Access fromb5. 9. 136. 219 B ock 1
109. 67.104. 57  |Israel 147.237.76. 42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ reset.css |B ock 1
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