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167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock Ip Véb In drop 4017
2.53.0.175 I srael 147.237.77.216  |dover.idf.il ;(/]; handshake viol ation, first packet not g ) 2506
87.69. 2. 125 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 8
79.180. 164. 23 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
46.19. 85. 121 I srael 147. 237.77. 216 dover.idf.il ;(/]; handshake viol ation, first packet not ) 3
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock Udp All Nets dr op 2
184. 105. 139. 98 Lhited Sates 147.237.72. 167 i shurimaka.idf.il Block Np All _Net drop 1
184. 105. 139. 74 Lhited Sates 147.237.0.34 tikshuv.idf.il Block Np Al Net drop 1
184. 105. 247. 243 Lhited Sates 147. 237. 0. 200 . i of . i | Block Udp Al Nets drop 1
184. 105. 139. 110 Lhited Sates 147. 237. 8. 50 e.tikshuv.idf.il Block Np Al Net drop 1
184. 105. 139. 94 Lhited Sates 147.237.8. 24 elifestyle.idf.il B ock Np Al _Net drop 1
123. 30. 183. 145 i et nam 147.237.77.212 e. dover.idf.il Block Np All Net dr op 1
184. 105. 139. 122 Lhited Sates 147.237.8. 14 e.orchot.idf.il Block Np Al Net drop 1
184. 105. 139. 98 Lhited Sates 147.237.72. 217 eidf.il Block Np All Net drop 1
184. 105. 139. 74 Lhited Sates 147.237.8.27 e.nadimatal .idf.il Block Np Al Net drop 1
185.94.111. 1 Russi an Federati on 147.237.72. 217 e.idf.il Bl ock_Ulp Al _Nets drop 1
184. 105. 139. 114 Lhited Sates 147.237.0. 16 ny- kosher-kravi .i df.il B ock Np Al _Net drop 1
184. 105. 139. 94 Lhited Sates 147.237.77. 74 lawidf.il Block Np All Net dr op 1
184. 105. 247. 211 Lhited Sates 147. 237. 72. 167 i shuri maka.idf.il Block Udp All Nets drop 1
184. 105. 139. 98 Lhited Sates 147.237.77. 19 lawforumidf.il B ock Np Al Net drop 1
184. 105. 139. 82 Lhited Sates 147.237.0.17 Im ny-kosher-kravi. 1df.i g 0 Np AL Net drop 1
184.105. 139. 118 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) Block Np All Net dr op 1
184. 105. 139. 94 Lhited Sates 147.237.77. 212 e.dover.idf.il Block Np All Net drop 1
184. 105. 139. 70 Lhited Sates 147.237.77. 226 wan chamat z. aka. i df il |Block Np Al _Net drop 1
184. 105. 247. 235 Lhited Sates 147. 237.72. 156 anan. i df .| Block Udp Al Nets drop 1
184. 105. 139. 102 Lhited Sates 147.237.77. 234 hal ag.idf il Block Np Al Net drop 1
184. 105. 139. 86 Lhited Sates 147.237.8. 46 e.chinuch.idf.il B ock Np Al _Net drop 1
94. 102. 49. 116 Net her | ands 147.237.76. 42 refuah.idf.il Block Np All Net dr op 1
184. 105. 139. 122 Lhited Sates 147. 237. 0. 200 ndu. i df i | Block Np Al Net drop 1
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195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 1
149. 88. 216. 80 147.237.77.216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
87.70. 116. 90 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
58. 218. 205. 69 147.237.0. 17 Chi na mny-kosher -kravi . i df. il ET SCAN Potential SSH Scan 1
165. 225. 72. 64 147.237.77.216 Ger many dover.idf.il portscan: TCQP D stributed Portscan 1
104. 219. 238. 10 147.237. 8. 46 Lhited Sates e.chinuch. i df .il ET SCAN NVAP -sS w ndow 1024 1
80. 82. 78. 38 147.237.0. 15 Net her | ands kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1




04-19-2016-09:04:06 to 04-19-2016-10:04:06

|Top Attackers In FW |

A tacker
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207.232.27.5  |Israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence SN retransmt wth different monitor |94
w ndow scal e
141. 0. 14. 144 Eur ope 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 69
2.55.59. 209 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 60
Sreamng Engine: TCP Invalid i i ssi
66.249.66.61  |Uited Sates  |147.237. 72. 166 |aka i of .1 9 =g Invalid segnent retransmssion. 45
Ret r ansni ssi on Packet dropped.
139.132.1.152 |Austraia 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 40
87.70. 85. 36 I srael 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 25
Sreamng Engine: TCP Invalid i i ssi
2.53.164.210  |Israel 147.237.76. 200 |6i tan. aka i df .i 9 =g Invalid segnent retransmssion. 18
Ret r ansni ssi on Packet dropped.
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
Sreamng Engine: TCP Invalid i i ssi
46.19.86.217  |israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 9
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
194. 90. 216. 203 | srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 9
Ret ransmi ssi on Packet dropped.
212.143.142.56 |l srael 147.237.77. 216 |dover.idf .i | drop First packet isn't SN drop 7
153. 150. 118. 170|Japan 147.237.76. 200 |eitan. aka.idf.il [SYN At tack SYN -> SYN-ACK -> RST rej ect 7
Sreanming Engine: TGP Invalid i i ssi
66.249. 66. 154 |Lhited Sates |147.237.0.34 |tikshuv.idf.il 9 =g Inval id segnent retransmssion. g 6
Ret ransmi ssi on Packet dropped.
. . SYNVACK retransmt wth different .
2.54.97.200 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence wi ndow scal e noni t or 6
2.55. 59. 209 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
. . SYNPAXK retransmit with different .
2. 55. 59. 209 | srael 147.237.72. 166 |aka.i df . il Bad TCP sequence wi ndow scal e noni t or 6
Sreaming Engine: TGP Invalid i i ssi
2.53.157.162  |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249. 93.184  |Eur ope 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
141.8. 132,78  |Rssian 147.237.77. 216 |dover.i of . i drop First packet isn't SIN drop 6
T ) Federati on ) ) ) ) ’
Sreamng Engine: TCP Invalid i i ssi
84.94.149.53  |israel 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 121 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber noni t or 5
46.19. 85. 111 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber noni t or 5
46.19. 85. 111 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber aert 5
46. 19. 85. 121 I srael 147.237.77. 176 |matpash.idf.il  [Bad TCP sequence I'nval i d AGK nunber alert 5
46.19. 85. 111 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
46.19. 85. 121 I srael 147.237.77. 176 |natpash.idf.il  [Bad TCP sequence Inval i d AGK nunber noni t or 5
46. 19. 85. 121 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber alert 5
46.19. 85. 111 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber alert 5
46. 19. 85. 108 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 4
5.102.242.115 |[lIsrael 147.237.77. 216 |dover. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 4
80. 246. 133. 131 I srael 147.237.76.42 |refuahicf.il  |Bad TCP sequence SN retransmt wth different monitor |4
w ndow scal e
Sreamng Engine: TGP Invalid Invalid segnent retransnission
153. 150. 118. 170|Japan 147. 237. 76. 200 [ei tan. aka.i df . | > : dro 4
Ret r ansni ssi on Packet dropped. P
46. 19. 85. 187 I srael 147.237. 72. 156 |anan.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect
176.13.19.251 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber noni t or
37.26.149. 147 |Israel 147.237. 72. 156 |anan.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TGP Invalid i i ssi
40.77.167.42  |wited Sates  |147.237.76.200 [eitan. aka idf. il 9 =g Invalid segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dropped.
. . SYNVACK retransmt wth different .
2.53.181. 64 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence wi ndow scal @ noni t or 3
Sreaning Engine: TGP Invalid i i ssi
79. 180. 150. 100 |l srael 147.237.77. 243 |nobil e. i of . | 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
. o SYNVACK retransmt wth different .
113.79.61.176 |China 147.237.77. 176 |matpash.idf.il  |Bad TCP sequence wi ndow scal @ noni t or 3
Sreaning Engine: TGP Invalid i i ssi
37.26.149.233 |Israel 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
194. 90. 216. 203 |l srael 147.237.72. 166 |aka.i df .i SYN Attack SYN -> SYN ACK -> Ti meout rej ect 3
Sreanming Engine: TGP Invalid i i ssi
79.183.187. 151 |israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
132.64.216.82 |Israel 147.237.72. 166 |aka i f . 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
109. 253. 130. 47 |Israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
62.0. 24. 40 I'srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
94. 230. 86. 56 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
82.80.136.126 | srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
192. 249. 66. 247 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
Sreaning Engine: TGP Invalid i i ssi
79.181. 145. 233 |Israel 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
178. 255. 215. 87 |France 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
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46. 19. 85. 223 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Gode Bl ock 223
176.13.13.183 |[lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 119
46.19. 85. 95 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 32
46. 19. 85. 244 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Gode Bl ock 27
2.55.129. 87 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 19
109. 253. 140. 140]I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 17
46. 19. 86. 219 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode Bl ock 13
113.79.61.176 [China 147.237.77. 216 |dover.i df .i | Ml tiple Unhauthorized URL Access from 113.79. 61. 176 B ock 7
62.219. 21. 20 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 62.219. 21. 20 B ock 4
79. 180. 150. 100 |l srael 147.237.77.243|nobi l e. i df . i | Mil ti pl e Uhaut hori zed URL Access from 79. 180. 150. 100 Bl ock 3
37.26.146.223 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
176.13.19. 251  |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
80.246.136.59 |l srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Gode Bl ock 3
2.55.57. 231 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
37.26.149. 144 |israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
80.246.130. 90 |Israel 147.237.77.74 |law i df.il Mil ti pl e Wnaut hori zed URL Access from 80. 246. 130. 90 Bl ock 3
185.3.147.181 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for waw aka. i df.il/main/gi yus/ B ock 2
113.79.61.176 |China 147.237.77. 216 |dover.i df .i | Distributed PHP Attenpt B ock 2
2.53.174.35 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Gode Bl ock 2
62. 0. 24. 40 I'sr el 147.237.77. 226 }’W\:AI' chamat z. aka.id m”é:a‘:;tzfgkg?‘dﬁf‘f;spi;’torage/“ oo Bl ock 2
66.249.78.159 |lIsrael 147.237.77.216|dover . i df . i | Distributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock
113.79.61.176 |China 147.237.77. 176 |nat pash. i df . i | Mil tipl e Lhaut hori zed UR. Access from 113.79.61. 176 B ock

118. 193. 163. 150|Chi na 147.237.77. 176 |nat pash. i df . i | m”(t::g;'_zii;fi_?f’/‘sﬁ‘;fgjfu;;comml o header upper Bl ock 1
46. 19. 85. 111 | srael 147.237.76.42 |refuah.idf.il Unknown HTTP Request Met hod cept - Encoding: in URL gzip, Bl ock 1
23.81.90. 154 Lhited Sates |147.237.77. 216 |dover. i df .i | D stributed Unaut horized LRL Access on 147.237. 77. 216/ Bl ock

104. 128. 144. 131|Canada 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to 147.237. 72. 156/ r edi r ect . php B ock
212.199. 174. 101 I srael 147.237.77. 226 }AM:AI/ chamat z. aka. i d m“é:;;;[fgkﬁdﬁ‘ﬁifpg’t oragelfilesdl B ock 1
62. 0. 24. 40 I srael 147. 237.77. 226 \fIW\:AI' chamat z. aka. i d wgéﬁﬁaﬁéﬂ‘?{:fgiﬁéﬁfi 22/8/ B ock 1
113.79.61.176 |China 147.237.77. 176 |nat pash. i df . i | muéggzgtl.zi%fj.iL?/_sﬁZrCEZ/Su;grcomrol o header upper B ock 1
80.246.130.90 [Israel 147.237.77.74 [lawidf.il Uhaut hori zed LRL Access to waw | awidf.il/tenpl at es/ general / nobi | e [Bl ock 1
66.249. 66. 174 I srael 147. 237.72. 166 |aka. i df . i | o e ;;?iG?Wﬁfoiuts?gener o aspx Bl ock 1
134. 0. 11. 49 Sain 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua atal.idf.il/wp-adnin/ B ock 1
31.168.103. 115 [Israel 147.237.77. 216 |dover.i df .i | Mil tipl e Unaut horized LRL Access from 31.168. 103. 115 B ock

104. 128. 144. 131|Canada 147.237.77.216|dover.i df .i | Unhaut hori zed URL Access to 147.237.77. 216/ Bl ock

79. 180. 150. 100 I srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂtgci’rd'le??/geggfﬁsem oo/l st chi | ddocurent s 1152 Bl ock 1
212.199. 244. 112|i srael 147.237.72. 166 |aka. i df . i | m”:k?i gf"fri"’l‘r;er:aje;/ S—m\gwﬁgjzfmgp: ;‘nati on. aspx None 1
62. 0. 24. 40 I srael 147.237.77. 226 }IW\IMII chamat z. aka. i d Post Request - Mssing Qontent Type from 62. 0. 24. 40 B ock 1
176.13.13.183 |[Israel 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 1
46.19. 85. 111 I 'srael 147.237.76.42 |refuah.idf.il Abnornal |y Long Request request version B ock 1
80. 246. 133. 131 I srael 147.237.76.42 |refuah.idf.il o r2i3b7u_tfg Zgﬁgg‘g_ihz;dr éﬁaﬁc‘;‘;i on Bl ock 1
192. 114. 23. 208 |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to www aka. i df.il/mai n/sachar/undefined |B ock 1
66. 249. 66. 177 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to 147.237.72. 166/ mai n/ sachar / kl al i . aspx |Bl ock 1
141.212. 122. 161|nited Sates |147.237.77.233|atal .i df . i | Unaut hori zed URL Access to 147.237.77.233/ B ock 1
109.64.101. 91 | sr ael 147.237.72. 166 [aka. i df . i | mu;kh;ri Id?.e?I /l\':atajhn(;dgi (;ijg gj\:shefn(zri cat i onser vi ce. asnx/ get aut huser B ock !
79.181. 145. 233 |israel 147.237.72. 166 |aka. i df . i | :)L'ri%il ' i%'tagee%ng:ag:g;féou;cﬁi/ fm’j IV kapat 2/ v es#012 B ock 1
213.8.71.26 I srael 147.237.77. 216 |dover.i df .i | Ml tiple Unauthorized URL Access from213.8.71.26 Bl ock 1
46.19. 85. 111 I srael 147.237.76.42 |refuah.idf.il Illegal HITP \ersion deflate, sdch B ock 1
197.231.221. 211|Liberia 147.237.77. 216 (dover . i df . il m;;_ﬁ?\{é,?hjreggﬁcggcri pts/jquery/jquery-1.4.2.mn.js Bl ock 1
149.50.51. 225  |Israel 147.237.72. 166 |aka. i df . i | \Twagkaaeirm@??/%ﬁ/\gaghjriﬁlgii;rmiOnw Jor d e ster. aspx None 1
80.246.130. 68 [Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to ww atal .idf.il/tenpl ates/|inks/nobile [Bl ock 1
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