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Device Action

Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il B ock_Ip V¢b_In drop 4064
81.218. 65. 210 | srael 147.237.77. 176 nat pash. i df.il B ock_Wp Al _Nets dr op 6
185.94.111.1 Russi an Federation 147.237.76. 198 e.yohal an.idf.il Bock Np Al Net drop 1
184.105.139. 112 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Bock Np Al Net drop 1
185.94.111.1 Russi an Federation 147.237.76. 202 e halag.idf.il B ock Np Al Net drop 1
184. 105. 139. 112 Lhited Sates 147.237.0. 200 ndu.idf.il Bock Np All _Net drop 1
209. 126. 127. 31 Lhited Sates 147.237.77. 19 lawforumidf.il B ock_ Wp Al _Nets drop 1
185.94.111. 1 Russi an Federation 147.237. 76. 39 nobi | e.nei tav.idf.il B ock Np All _Net dr op 1
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Attacker Address

Target Address
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195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
90. 173. 146. 227 |[147.237.8.28 |Sain e.nobi | e-ks.idf.il ET SCAN Potential SSH Scan 3
90.173.146. 227 [147.237.0.34 |[Sain tikshuv. idf.il ET SCAN Potential SSH Scan 3
41.78.73.30 147.237.77. 235 |Sonal i a sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
185.106. 92. 47 |147.237.77.178 ?ég;;m e. nat pash. i df .| ET SCAN Potential SSH Scan 1
185.106. 92. 47  |147.237. 76. 34 gj;:lnim yohal an. i df .i ET SCAN Potential SSH Scan 1
124.106. 101. 188|147. 237. 76. 30 |Phili ppi nes hi nush. i df . i | ET SO Behavi oral Lhusual l'y fast inbound Tel net 1
T T PP B onnections, Potential Scan or Brute Force
112.218.60.60 |147.237.77.234 Okfrea’ RepubliC i agich i1 ET SCAN NVAP -sS wi ndow 4096 1
90. 173. 146. 227 |[147.237.0.19 |Sain madi matal .idf.il ET SCAN Potential SSH Scan 1
41.78.73.30 147. 237. 77. 235 |Sonal i a sviva.idf.il ET SCAN NVAP -sS wi ndow 2048 1
41.78.73.30 147.237.77. 235 |Sonal i a sviva.idf.il ET SCAN NVAP -f -sS 1
193. 201. 227. 63 [147.237.0.16 |lkraine ny-kosher-kravi.idf.il  [ET SCAN Potential SSH Scan 1
185.106.92. 47  |147. 237, 77. 121 |SSIan e navy.idf.il ET SCAN Potential SSH Scan 1
Feder at i on
Russi an . e .
185.106.92.47 |147.237.8.45 | o e.eitanidf.il ET SCAN Potential SSH Scan 1
122.117. 61. 154 [147.237.0.17 |[Tai wan mny-kosher-kravi .idf.il ET SO Behavi oral Lhusual l'y fast inbound Tel net 1
. . . . . 0. al - - . . . .
w Gonnections, Potential Scan or Brute Force
106. 184. 2. 29 147.237.76. 30 [Japan hi nush. i df .i | ET SCAN Potential SSH Scan 1
46.151.52.139 |147.237. 77. 234 |krai ne hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
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Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

66. 249. 66. 61 Wited Sates |147.237.72.166 |aka. idf.il Ret r ansm ssi on Packet dr opped. drop 33
207.241.229. 113|tnited Sates |147.237. 72. 166 |aka.idf . il Veéb Server Enf or cerent Veb Servers S ow HITP Denial of | . oy 27
Mol ation Service
212.143.142.56 |Israel 147. 237.77. 216 |dover.idf .il drop First packet isn't SN drop 7
45. 35. 64. 142 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 4
212.199. 104. 190! srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
219.74.104.51 |9 ngapore 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
220. 255. 146. 215|9 ngapor e 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
66.249.66.190 |Uited Sates |147.237.0.34 [tikshuv.idf.il Streamng Engine: TCP Inval i d invalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dropped.
5.102. 254. 246 |l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d AGK nunber nonitor |3
109. 64. 85.202 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
203.127.96. 251 |9 ngapore 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
93.173.49.229 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
212.199. 182. 150|I srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 2
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
119.73.253. 4 S ngapor e 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
149, 88. 182. 172 |Israel 147. 237.77. 243 |mwbi l e, i f . i Streanng Bngi ne: TCP Inval i dinvalid segrent retransmission. | 2
Ret r ansni ssi on Packet dropped.
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
74.82.47.31 Lhited Sates |147.237.77.235|svivaidf.il SYN At tack SYN -> SYN-ACK -> RST rej ect
14.9.99. 64 Japan 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
169.229.3.91  |Wited Sates |147.237.76.197 |e. hi nush.idf il Geo- | ocati on enf or cenent ;?O'r Sgii'm(’” I nbound drop 1
141.212.122. 223|Wnited Sates [147.237.76.38 |e.e.neitav.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184.105. 139. 103|wnited Sates  [147. 237. 77. 226 ‘I’“’WCha"m'aka' Tt T 1SyN At t ack SYN -> SYN-ACK -> RST rej ect 1
158. 255. 5. 147 :ZZ::I”WH 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
80.179. 118. 129 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber alert 1
169. 229. 3. 91 Lhited Sates |147.237.77.19 |lawforumidf.il drop SAMrul e drop 1
141.212.122. 223|hited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
98.174.159.78 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 1
216.218.206.92 |Lhited Sates |147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 104|Whited Sates [147.237.77.235|sviva idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
158. 255. 5. 147 g(sj::;”ion 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
128.242.249.11 |nited Sates [147.237.77.216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
80.179. 118. 129 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber moni tor |1
208.115.111. 72 |Lhited Sates [147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
41.137.74.189 |Morocco 147. 237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
184.105.139.79 |wited Sates [147.237.77. 227 |e. hanaz. i cf .i Geo- | ocati on enf or cenment ﬁ? Olr 822;? n i nbound drop 1
106. 186. 113. 132|Japan 147.237.0.15 |kosher-kravi.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.92 |Wnited Sates |147.237. 76. 197 |e. hi nush.i df .| Geo- | ocati on enf or cenent ﬁ?olr 222;;?” I nbound drop 1
184. 105. 139. 107|Wited Sates  |147. 237. 77. 212 |e. dover. i df . i | Geo- | ocati on enf or cenent ;?olr Sgi'mo” I nbound drop 1
159. 226. 95. 66  |Chi na 147.237.76.34 |yohal an.idf.il drop drop 1
141.212.122. 222|Wnited Sates [147.237.76.38 |e.e.neitav.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
82. 81. 14. 186 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
184. 105. 139. 87 [hited Sates [147.237.76.200 |eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
106. 186. 113. 132|Japan 147.237.76.38 |e.e.neitav.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.96 |Lhited Sates [147.237.0.35 |akavs.idf.il drop drop 1
71.6.146.185  |lWited Sates |147.237.0.17 ?’I”Iy kosher-kravi.1d oy At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 236|Lhited Sates |147.237.76. 148 |gqcenter. aka.idf .il drop drop
169. 229. 3. 91 Lited Sates |147.237.76. 176 |test.ncore.idf.il dr op SAMrul e drop 1
141.212.122. 222|hited Sates  [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
. . Lhaut hori zed URL Access to
66. 249. 78. 95 I srael 147.237.77. 216 |dover.idf .i | 147. 237. 77. 216/ styl e/ shar ed/ nav. css B ock 1
213.111. 197. 180|krai ne 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed URL Access from 213.111. 197. 180 Bl ock 1
. m ny- kosher - kravi . i d ,
71.6.146. 185 Lhited Sates 147.237.0. 17 £l Uhaut hori zed URL Access to 147.237.0.17/ B ock 1
. . D stributed Unaut hori zed URL Access on
66. 249. 66. 99 I srael 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ nai n/ gi yus/ gener al . aspx B ock 1
220. 255. 199. 100|S ngapor e 147.237.77. 216 |dover . i df .i | Dstributed Wauthorized URL Access on waw idf.il/error.htm |B ock 1
203. 127.58. 234 |9 ngapore 147.237.77.216|dover. i df . i | D stributed Uhaut hori zed LRL Access on waw idf.il/error.htm |B ock 1
. . Unaut hori zed URL Access to
66.249.78.102 |[Israel 147.237.77. 216 |dover.i df .i | 147. 237. 77. 216/ t enpl at es/ sendt of ri end/ sendt of ri end. aspx B ock 1
213.111. 197. 180|Wkrai ne 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock 1
. . Unaut hori zed URL Access to
80. 82. 65. 82 Net her | ands 147.237.77. 216 |dover . i df . i | ww i df i 1/ 1153- hef shar ed) user cont ol s/ header upper / B ock 1
. . Uhaut hori zed URL Access to
66. 249. 66. 174 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
203.127.96. 213 |9 ngapor e 147.237.77. 216 |dover . i df . i | D stributed Lhauthori zed URL Access on wawidf.il/error.htm |B ock 1
66.249.78.159 |[lIsrael 147.237.77.216|dover. i df . i | D stributed Lhauthori zed URL Access on wawidf.il/error.htm |B ock 1
213.111. 197. 180|Wkrai ne 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to aka.idf.il/wp-1ogin. php Bl ock 1
93.172.149.126 |[Israel 147.237.77. 216 |dover.i df . i | Lhaut hori zed URL Access to waw i df . il/nazi Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 177 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ rmi n/ smal i nd showbi g. aspx B ock 1
] . . . Paraneter Type Molation catld in
207. 46. 13. 53 Lhited Sates 147.237.0.34 |tikshuv.idf.il ti kshuv. i of i 1/5i tef cont act Us. aspx B ock 1
68.180.229.89 [lhited Sates 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www aka. i df.il/nmpni Bl ock 1
. . Lhaut hori zed URL Access to
46.19. 85. 0 I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 2341 i nages/ shar e/ bul | et 1. gi f Bl ock 1
216.218. 206. 68 |Lnited Sates 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
130. 193. 37. 16 RJSIS:;ni on 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to ww tikshuv.idf.il/894-en Bl ock 1
66. 249. 69. 32 I srael 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to 147.237.77.216/ robots. t xt Bl ock
213.111. 197. 180|krai ne 147.237.72. 166 [aka. i df . i | Admin Bl ocki ng Bl ock
68.180.231.43 |Wited Sates  |147.237.77.216 |dover.idf . il Paraneter Type Mol ation PageNimin B ock 1
ww i df . i | /1133-ar/ dover . aspx
. . Unaut hori zed URL Access to
66. 249. 66. 61 I srael 147.237.72.166|aka. i df . i | ww aka i dff . i 1/ mobi | e/ nai n/ sl i i showbi g. aspx B ock 1
220. 255. 146. 134|S ngapor e 147.237.77.216|dover . i df .i | D stributed Unaut hori zed LRL Access on waww idf.il/error.htm |B ock 1
. . . Unaut hori zed URL Access to
180.76.15.23  |China 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9739- he/ r ef uah. aspx Bl ock 1
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