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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature Device Action [Count|

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 4078
110. 170. 29. 146 Thai | and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7
85. 25. 218. 108 CGer many 147.237.72. 14 dover.idf.il (ol dfB ock Udp All Nets drop 4
81.218. 65. 210 | srael 147.237.72. 166 aka idf.il Bl ock_Udp Al Nets drop 3
85. 25. 218. 108 Cer many 147.237.76.176 test.ncore.idf.il|Bl ock Wdp All Nets drop 2
85. 25. 218. 108 Cer many 147.237.76. 196 e.sviva.idf.il ock Wp Al _Nets drop 2
85. 25. 218. 108 Ger many 147.237.77. 61 e.cogat.idf.il ock Wp Al _Nets drop 2
68. 180. 230. 184 Lhited Sates 147.237.77. 233 atal.idf.il TCP handshake viol ation, first packet not syn |drop 1
185. 56. 28. 67 Net her | ands 147.237.72. 166 aka.idf.il Bock Np Al Net drop 1
85. 25. 218. 108 Ger many 147.237.77.121 e.navy.idf.il Bl ock_Udp Al Nets drop 1
23.252.166. 91 Lhited Sates 147.237.0. 33 idf.il B ock Np Al Net drop 1
185.94. 111. 1 Russi an Federation 147.237. 76. 34 yohal an.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country|8'te |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
115. 28. 247. 220 |147.237.77. 243 |Chi na nobi | e.idf.il ET SCAN NVAP -sS w ndow 1024 1
_ . |ET SCAN Behavi oral Wusual |y fast Terminal Server Traffic,
106. 186. 31. 135 [147.237.8.50 |Japan e tikshuv.idf.il . ) 1
Potential Scan or Infection
. . |ET SCAN Behavioral lhusual ly fast Terminal Server Traffic,
80. 82. 64. 146 147.237.0.19  |Netherl ands madi matal .idf.il ) . 1
Potential Scan or Infection
27.221.10.194 |147.237.76.198|Chi na eyonaanidf.il |ET SCAN Potential SSH Scan 1
27.221.10.194 |147.237.76.42 |thina refuah.idf.il ET SCAN Potential SSH Scan 1
195. 216. 176. 244|147. 237. 76. 148 |Lat vi a gocenter. aka. i df .i [ET SCAN NVAP -sS wi ndow 1024 1
_ . |ET SCAN Behavioral lhusual |y fast Termnal Server Traffic,
194. 126. 22. 222 |147.237.0. 19 Lebanon nadimatal .idf.il . . 1
Potential Scan or Infection
183. 60. 48. 25 147.237.0.15 |China kosher-kravi.idf.i|ET SCAN Potential SSH Scan 1
113. 240. 250. 154|147. 237.8.24  |Chi na elifestyle.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
106. 184. 2. 29 147.237.76. 31 [Japan nakchal . i df il ET SCAN Potential SSH Scan 1
27.221.10.194 |147.237.76.202|China e halag.idf.il ET SCAN Potential SSH Scan 1
27.221.10.194 |147.237.76.44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
185.106.92. 47  |147.237. 76. 198 23::;'}0'1 e.yohalanidf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Devi ce

Country

VWb Server Enforcenent

Wb Servers 9 ow HITP Denial of

Action

‘Count

207.241.229. 113|Wnited Sates  [147.237.72. 166 |aka.idf.il . ; rej ect 39
Violation Servi ce
66.249.66.61  |Wited Sates  |147.237.72.166 |aka idf. il Streaning Engine: TCP Invalid invalid segnent retransnission. drop 24
Ret r ansni ssi on Packet dr opped.
79.181.180.25 |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP | nvalid finvalid segnent retransnission. drop 9
Ret ransni ssi on Packet dr opped.
40.77.167.42  |Wwited Sates  |147.237.72. 166 |aka idf.il Streaning Engine: TCP Invalid invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dr opped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6
5. 255. 253. 51 g;z::t”ion 147. 237. 76. 147 |chi nuch. aka,idf.iliai ?Zr:]"sr;? S?ig('):e: TeP Invalid :Dg‘éi';td ;efgsgg retransmssion. g o, 3
50.240.82.133 [lWiited Sates  |147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
69.139. 5. 135 Uhited Sates  |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
79.181. 101. 42 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
100. 2. 12. 213 Uhited Sates  |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
79.181.101.42 [Israel 147.237.72. 166 |aka. i of . i | Bad TCP sequence Vmﬁsrczl”eansm wehdifferent |oonitor |2
141.212.122. 209|United Sates  [147.237.76.200|eitan. aka.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
93. 115. 95. 207 g”&;ymus 147. 237.77. 216 |dover. i df .1 Directory Traversal directory traversal overflow moni tor |1
216.218. 206. 86 |lhited Sates 147.237.76. 201 |e.atal .idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enf orcenent |drop 1
74.82. 47. 20 Uited Sates [147.237.77.179|e. nazi .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
176.10.99. 203  [Sntzerland 147.237.77. 216 |dover.idf . i | Drectory Traversal directory traversa overflow noni t or 1
149. 202. 98. 161 |France 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
106. 186. 113. 132|Japan 147.237.77.178|e.matpash.idf.il |Geo-1 ocati on enf or cenment Geo-1 ocation inbound enf or cenent |drop 1
169.229.3.91 Lhited Sates 147.237.76. 199 |e.nakchal .idf.il |[Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent |dr op 1
141, 212.122. 212|United Sates  [147.237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 1
94.242.222.23 |Luxenbourg 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
216.218.206.86 |lhited Sates |147.237.77.212|e. dover.idf.il Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent |drop 1
74.82. 47. 60 Uhited Sates  |147.237.72. 156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
176. 10. 104. 240 |Shitzerland 147.237.77. 216 |dover.idf . i | D rectory Traversal directory traversal overflow noni t or 1
46.119.127. 129 |Wraine 147.237.77. 216 |dover.idf il drop SAMrul e drop 1
158. 255. 5. 147 gcsj:;:ﬂ on 147.237.77.19 |laxforumidf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
106. 186. 113. 132|Japan 147.237.77. 243 |nobi l e.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
84.108.32.116 |[lIsrael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d ACK nunber noni t or 1
208.100.26.230 |lWited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
69. 139. 5. 135 Uited Sates  |147.237.77. 176 |nat pash.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
169.229.3.91 Lhited Sates  [147.237.76.200|eitan. aka.idf.il [drop SAMrul e drop 1
141.212.122. 213|United Sates  [147.237.72. 156 |anan. i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
100. 2. 12. 213 Lhited Sates  |147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber aert 1
79.172.193.32 |Hungary 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
184.105.139. 84 |lhited Sates  [147.237.8.50 |e.tikshuv.idf.il |Geo-1 ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |dr op 1
46.120.191.13 |[Israel 147.237.77. 216 [dover.idf il Bad TCP sequence Inval i d ACK nunber aert 1
169.229.3.91 Lhited Sates |147.237.0.34 [tikshuv.idf.il dr op SAMrul e drop 1
109. 201. 152. 227|Net her | ands 147.237.77. 216 [dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
89. 31. 96. 168 Net her | ands 147.237.77. 216 |dover.idf.il Directory Traversal directory traversal overflow noni t or 1
169.229.3.91 Lhited Sates  |147.237.77.243|mobile.idf.il dr op SAMrul e drop 1
141.212. 122. 219|Lhited Sates 147.237. 77. 227 |e. hanaz. i df . i | Geo- | ocati on enf or cenent Geo-1 ocation inbound enf orcenent |drop 1
100. 2. 12. 213 Lhited Sates  |147.237.77.216|dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
184, 105. 247. 227|Wited Sates  [147.237.76.30 |hinush.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
46.120.191.13 |Israel 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Invalid ACK nunber moni t or 1
169. 229.3.91 Lhited Sates 147.237.76.30 |hinush.idf.il dr op SAMrul e drop 1
141.212.122.208|United Sates  [147.237.76.200|eitan. aka.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
92.222.103. 234 |France 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
216.218.206.80 |lhited Sates |147.237.8.28 |e.mobile-ks.idf.il|Geo-1 ocati on enf or cenent Geo- | ocati on i nbound enf or cenent |drop 1
74.82.47.10 Lhited Sates  |147.237.72.217|e.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent |drop 1
171.25.193.78 |Sweden 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Acti on ‘Count
157.55.39.171 |Uhited Sates |147.237.77.216|dover.idf.il Distributed Wauthorized URL Access on ww idf.il/error. htm Bl ock

46. 19. 85. 249 I srael 147.237.0.19 |madi matal . idf. i |Suspicious Response Code B ock
219.74.37.168 |9 ngapore 147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on wwuidf.il/error. htm B ock

66. 249. 66. 101 I srael 147.237.72. 166 |aka. i df . i | ?4?. rzg;f‘t?e; 1&3”;‘:}0;; ;e;u;%eﬁgfiffazgx Bl ock 1
207. 46. 13. 53 Uited Sates |[147.237.0.34 |tikshuv.idf.il |Parameter Type Molation catld in ww tikshuv.idf.il/site/general.aspx  |B ock 1
94.242.222.23 [Luxembourg  [147.237.77.216(dover. i f i1 [\t 18 A0 OO BTSN i ey L4 2 i B ock 1
173.63.109. 202 |lhited Sates |147.237.77.216|dover.idf .il Lhaut hori zed URL Access to www i df . il/894-en/ i df gdover. aspx B ock 1
66.249.66.174 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx |Bl ock 1
208. 100. 26. 230 |Whited Sates 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to / Bl ock 1
104. 128. 144. 131|Canada 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ redi rect. php B ock 1
198.58.102. 158 |Wited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df . il/1294- he/ ww i df il B ock 1
66.249. 66. 176 [l srael 147.237.0.34 [tikshuv.idf.il [Unauthorized URL Access to 147.237.0.34/robots. txt Bl ock 1
109. 201. 152. 227|Net her | ands 147.237.77.216|dover.i df . i Uhaut hori zed URL Access to wwweidf.il/sip storage/files/2/4912.png |B ock 1
203.127.96. 205 |9 ngapore 147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on wwuidf.il/error. htm B ock 1
66.249.78.159 [Israel 147.237.77. 216 |dover.i df . il Distributed Wauthorized URL Access on waw idf.il/error. htm Bl ock 1
119. 73.253.5 S ngapor e 147.237.77.216|dover.i df . i Dstributed Uhauthori zed LR Access on waw idf.il/error. htm B ock 1
203.127.96. 252 |9 ngapore 147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on wwuidf.il/error. htm B ock 1
68. 180. 230. 184 |Lhited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1238- he/ at al . aspx Bl ock 1
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