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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock | p Wb _In drop 4066
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack drop 2

185. 56. 28. 67 Net her | ands 147.237.76.176 test.ncore.idf.il |Bock Np All Net drop 1

185. 56. 28. 67 Net her | ands 147.237. 76. 200 eitan. aka.idf.il Bock Np Al Net drop 1

185. 56. 28. 67 Net her | ands 147.237.76. 38 eeneitav.idf.il |Bock Np Al Net drop 1

185.94. 111. 1 Russi an Federation 147.237.76. 198 e.yohal an.idf.il ock Wp Al _Nets drop 1

185. 56. 28. 67 Net her | ands 147.237.76. 42 refuah.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




04-19-2016-03:04:07 to 04-19-2016-04:04:07

|Top Attackers In |D|

Target Address ‘Attacker Qountry

Pal estinian Territory,

Signature

82. 205. 126. 253 |147. 237. 77. 176 ecupi ed natpash.idf.il  |ET SCAN NVAP -sSA (2)

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW wth fake user agent 4
66.249. 66. 33  [147.237.77.74 |Wited Sates lawiaf.il ET SCAN NVAP -sA (2) 2
66.249. 78.223 [147.237.77.243|lhited Sates nobi | e.idf.il ET SCAN NVAP -sA (2) 2
187 59.8.6 147 237.0.33  |pragil il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

158. 255. 5. 147 |147.237.77. 74 |Russi an Federation lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 219. 238. 10 |147.237.8.50 |lhited Sates e.tikshu.idf.il [ET SCAN NVAP -sS w ndow 1024 1
173. 65. 154. 27 |147.237.72. 167 |Uhited Sates ishurimaka.idf.i|[ET SCAN NVAP -sS w ndow 1024 1
106. 186. 113. 67 |147. 237. 72. 14 |Japan dover.idf.il (o d)|ET SCAN NVAP -sS w ndow 1024 1
93.174.91.29  [147.237.72. 166 |Net her| ands aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
65.181. 123. 161 [147. 237. 76. 199 |Lhited Sates e.nakchal .idf.il [ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Acti on
90.162.241.7  |Spain 147. 237. 72. 166 |aka. i df .i | drop SAMrul e drop 24
Sreaning Engine: TGP Invalid ' i ssi
79.182.62.173 |Israel 147. 237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. | 9
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
66.249.66.61  |Uited Sates |147.237.72. 166 |akaidf il 9 =g Invalid segnent retransmssion. |, 9
Ret r ansmi ssi on Packet dropped.
41.188.101. 193 [Mwritania 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop
24.189.52.5 Lhited Sates |[147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
Russi an D Streamng Engine: TCP Invalid [invalid segnent retransmission.
178. 154. 189. 201 ration 147.237.72. 166 |aka. i df . il Ret 1 ansni ssi on Packet dr opped. drop 3
Sreaning Engine: TCP Invalid i i ssi
79.182.69.216 | srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | 3
Ret r ansm ssi on Packet dropped.
207.46. 13. 82 Lhited Sates |147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
79.180. 24. 243 |Israel 147. 237. 77. 170 nmar achot . i df . i | SYN At ack SYN -> SYN-ACK -> RST rej ect
169. 229. 3. 91 Wited Sates [147.237.77.233|atal .idf.il drop SAMrul e drop 1
169.229.3.91  |Wited Sates [147.237.0.200 |mdu.idf.il Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
141.212.122. 209|wnited Sates  [147.237.76. 201 [e. atal .idf. i1 Geo- | ocati on enf or cenment Sﬁ?o'r;ﬁ?;no” t nbound drop 1
216. 218. 206. 104|lnited Sates |147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
169. 229. 3. 91 Lhited Sates |147.237.76.38 |e.e.neitav.idf.il drop SAMrul e drop
141.212.122. 219|wnited Sates  |147.237. 77. 226 "‘:"‘IW chanatz. aka. 1dl ey At t ack SYN -> SYN-ACK -> RST rej ect 1
169.229.3.91  |[Wnited Sates [147.237.8.28 |enwvileks.idf.il  |Geo-1ocation enfor cerent gﬁfo'rgzi'nf” i nbound drop 1
141.212.122. 210|Wnited Sates  |147.237.76. 201 [e. atal .idf. i1 Geo- | ocati on enf or cenment Geo-| ocati on i nbound drop 1
enf or cenent
216.218.206. 108|Lnited Sates |147.237.76.34 |[yohalan.idf.il drop drop 1
169. 229. 3. 91 Lhited Sates |147.237.76. 147 |chi nuch. aka.i df .i | drop SAMrul e drop 1
158. 2565. 5. 147 R‘Sf:;”ion 147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
188. 120. 154. 28 |l srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber nonitor |1
169. 229. 3. 91 Whited Sates [147.237.8.45 |e.eitan.idf.il drop SAMrul e drop 1
141.212.122. 213|thited Sates |147.237.77.61 |e. cogat.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
L e SYN+ACXK retransnmit wth .
41.188.101. 193 [Mwritania 147.237. 77. 216 |dover.idf .i | Bad TCP sequence different vi ndow scal & nonitor |1
222.73.18.162 |China 147.237.76.39 |nobile neitav.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 1
169. 229. 3. 91 Lhited Sates |147.237.76. 148 |gqcenter. aka.idf.il drop SAMrul e drop 1
158. 255. 5. 147 RJSIS::t”ion 147.237.77. 233 |atal i df .l SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
169.229.3.91 Lhited Sates [147.237.8.46 |e.chinuch.idf.il dr op SAMrul e drop
141.212.122. 214|thited Sates |147.237.77.61 |e.cogat.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
169.229.3.91 Lhited Sates 147.237.76. 177 |ncore.idf .il dr op SAMrul e drop 1
168.1.53.212  |Asstralia 147.237.8.27 |e.madimatal.idf.il |Geo-location enfor cenent Geo-I ocat i on i nbound drop 1
enf or cenent
104.36.236. 140 |lhited Sates |147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
169. 229. 3. 91 Wited Sates [147.237.72. 156 |anan.idf.il drop SAMrul e drop 1
141, 212.122. 218|Wi ted Sates  |147. 237. 7. 206 [V Chamat z. aka i df oy At ok SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker . Devi ce
Attacker Address Qount ry ‘Target Address |Site Sgnature Action
66.249.78.159 |[lIsrael 147.237.77.216|dover . i df .i | Distributed Uhaut hori zed URL Access on wawidf.il/error.htm Bl ock
66. 102. 8. 238 Lhited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waidf.il/error.htm B ock
66. 102. 8. 233 Lhited Sates [147.237.77.216|dover.idf.il D stributed Lhauthori zed UR. Access on waww i df.il/error.htm B ock
157.55.39.248 |Wnited Sates |147.237.72. 166 |aka.idf .i | /Lﬂf;t h;’SrF')Xzed URL Access to wmw aka.idf. il/nain/rabanut/gene<br g
Unaut hori zed URL Access to
104. 36.236. 140 |[Uhited Sates |[147.237.77.216|dover.idf.il v i df.il/tenpl ates/articl el src="http:/wwn yout ube. cont v/ Onwat ¢ |B ock
| dife
_ ny- kosher - kravi . i df _ L
157.55.39.253 |lhited Sates |147.237.0. 16 O Uhaut hori zed URL Access to www ny- kosher-kravi.idf.il/ B ock
: . ] Unaut hori zed URL Access to
68.180.230. 108 [Uhited Sates |147.237.76.31 [nakchal .idf. il waw nakhal . i df . i |/ consol e/ core/ doc_ngr/doc_ngr. asp B ock
104. 128. 144. 131|Canada 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock
66.102. 8. 243 Lhited Sates [147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on ww i df.il/error.htm B ock
199.30.25.151 |Uhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to v idf.il/error. htm B ock
] - . Paranet er Type M ol ati on PageNumin
68.180.231.43 [Wited Sates |147.237.77.216|dover.idf.il v i df i 1/ 1153- he/ dover . aspx Bl ock
. . Unaut hori zed URL Access to
109. 64. 251. 163 |l srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 2341 i nages/ shar e bul | et 1. gi f Bl ock
. . Unaut hori zed URL Access to
66. 249.66. 121 I srael 147.237.76.42 [refuah.idf.il 147.237.76. 42/ si p_storage/ fil es/ 0/ si ze100x0/ 3350. j pg Bl ock
: ] ] Unaut hori zed URL Access to
73.133.20. 249 United Sates |147.237.77.216|dover. i df.i| w i df . i1/t enpl at es/ shar ed/ user cont r ol s/ pronot i oncube/ B ock
157.55.39.234 |thited Sates |147.237.77.216|dover.idf.il D stributed Lhauthori zed UR. Access on www i df.il/error.htm B ock
. . Uhaut hori zed URL Access to
66.249. 66. 123 | sr ael 147.237.76.42 [refuah.idf. il 147.237. 76. 42/ si p_st or age/ fi | es/ 8/ si ze100x0/ 3468. gi f Bl ock
Czech . . Unaut hori zed URL Access to
77.75.76. 170 Republ i ¢ 147.287.77. 176 |nat paSh' idf.il wan cogat . i df . i1/t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock
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