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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock Ip VWb In drop 4026

80. 82. 78. 38 Net her | ands 147.237.0. 15 kosher-kravi.idf.il |bl ock-sp-trafl f orward 2

80. 82. 78. 38 Net her | ands 147.237.0. 19 nadi matal .idf.il bl ock-sp-traf 1 forward 2
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il Block Udp All Nets drop 2
94.102. 49. 116 Net her | ands 147.237. 76. 198 e.yohal an.idf.il B ock Np Al Net drop 1

66. 249. 66. 61 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r - Tr ave- 2 dest - reset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Federati on

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
78.36.111. 213 |147. 237.76. 86 |SSI N navy. i df . il ET SCAN Potential SSH Scan 1
Federati on
23.96. 109. 87 147.237.0.35 |lhited Sates akavs. i df . il ET SCAN NVAP -sS wi ndow 2048 1
23.96. 109. 87 147.237.0.35 |lhited Sates akaws. i df . il ET SCAN NVAP -f -sS 1
193. 201. 227. 120|147. 237.0. 17  |Wkrai ne mny-kosher-kravi .idf.il |ET SCAN Potential SSH Scan 1
80.82.78.38 147.237.8.28 |Netherlands e.nobi | e-ks.idf.il ET SCAN NVAP -sS wi ndow 1024 1
78.36.111.213  |147. 237. 7. 233 |XSS|an atal .idf.il ET SCAN Potential SSH Scan 1
Federati on
78.36.111. 213  |147. 237. 76. 199 23::;'}0'1 e. nakchal .idf il ET SCAN Potential SSH Scan 1
78.36.111.213 |147.237.0.19 |SSIan nadi matal .idf.il ET SCAN Potential SSH Scan
Federati on
23. 96. 109. 87 147.237.0.35 |lhited Sates akavs. i df . i ET SCAN NVAP -sS wi ndow 1024 1
14167 22 154|147 237 0.33 M et nam il ET SCAN Behavi oral Lhusual |y fast inbound Tel net 1
. . . . . 0. | N . .
Gonnections, Potential Scan or Brute Force
193. 201. 227. 120|147. 237.0.19  |rai ne nadi matal .idf.il ET SCAN Potential SSH Scan 1
116.100.48. 11 |147 237.0.33 M et nam o~ ET SCAN Behavi oral Lhusual |y fast inbound Tel net 1
U T ' Gonnections, Potential Scan or Brute Force
80.82.78. 38 147.237.8.14  |Netherl ands e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
78.36.111.213  |147. 237. 7. 212 |8 &N e. dover.idf.il ET SCAN Potential SSH Scan 1




04-19-2016-01:07:24 to 04-19-2016-02:07:24

|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

S reaning Engi ne:

TP Invalid

Inval i d segnent retransnission.

62.219.224.82 |Israel 147. 237. 76. 200 [ei tan. aka. i df .i 2 dro 306
Ret r ansni ssi on Packet dr opped. P
o SWNretransnmit wth different .
185. 120. 126. 23|I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence vi ndow scal e nonitor |51
Sreanming Engine: TCP Invalid i i SSi
66.249.66.61  |Lhited Sates |147.237.72. 166 |aka i df il 9 =g Invalid segnent retransmssion. | 21
Ret r ansni ssi on Packet dropped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
Sreaning Engine: TQP Invalid i
105. 155. 80. 225 |Mor occo 147. 237. 77. 216 |dover. i df . i | 9 =g Invalid checksum Packet drop 7
Checksum dr opped.
Sreaning Engine: TCP Invalid ' i ssi
79.180. 113. 214 | srael 147. 237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
109. 253. 225. 134 |l srael 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SN drop
46. 116. 45. 16 I sr ael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN - > SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i ssi
185. 120. 126.59 |Israel 147.237.72. 166 |aka.i df .l 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Russi an ) o Streaning Engine: TCP Invalid [invalid segrent retransmission.
130.103.51.91 [Z St 147. 237. 76. 200 [ei tan. aka. i df .i Ret 1 anSM Ssi on Packet. dropped. drop 3
Sreamng Engine: TCP Invalid i i ssi
176.13.2.111  [israel 147. 237. 72. 167 |i shuri maka. i df .| 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
87.70.79.196  |Israel 147. 237. 72. 166 |aka. i df . Streamng Engi ne: TCP I nval i d invalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249. 66. 187 |lWited Sates |147.237.0.34 |tikshuv.idf.il 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
61.135. 189. 113 |China 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
79.177.252.107 |lsrael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
Sreaming Engine: TGP Invalid i i ssi
40.77.167.42  |Wited Sates |147.237.72. 166 |aka. idf il 9 =g Invalid segnent retransmssion. . 2
Ret r ansni ssi on Packet dropped.
105. 155. 80. 225 |Mor occo 147. 237. 77. 216 |dover. i df .il Bad TCP sequence Invalid ACK nunber noni t or 2
s SYN+tACXK retransmt wth .
79.177.252.107 |Israel 147. 237. 77. 216 |dover . i of . i Bad TCP sequence g fferent i ndow scal & nonitor |2
80.82.78.38 Net her | ands 147.237.0.15  |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
Russi an e
158. 255. 5. 147 ot i on 147.237.0.33  [idf.il drop drop 1
120. 132. 84. 157 |onina 147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenment Geo-| ocati on i nbound drop 1
enf or cenent
105. 39. 132. 94  |Egypt 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
173.170.35.0 Wited Sates [147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Timeout [reject 1
68.64.168.226 |United Sates [147.237.0.34 |tikshuv.idf.il drop SAMrul e drop 1
5.29. 96. 216 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |1
141.212.122. 218|thited Sates |147.237.0.34 [tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
106. 186. 113. 132 |Japan 147.237.76. 34 |yohal an.idf.il drop drop 1
80. 82. 78. 38 Net her | ands 147.237.0.19 |nadimatal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
158. 255. 5. 147 R‘F Sf:;”ion 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Tinmeout [reject 1
105. 155. 80. 225 [Mbrocco 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber aert
141.212.122. 219|thited Sates |147.237.0.34 [tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
106. 186. 113. 132|Japan 147.237. 76. 148 |gqcent er. aka. i df . i | drop drop
80. 82. 78. 38 Netherlands  [147.237.8.14 [e.orchot.icf.il Geo- | ocati on enf or cenent Geo- | ocati on i nbound drop 1
enf or cenent
Russi an e
158. 255. 5. 147 Federat i on 147.237.76.34 |yohal an.idf.il dr op drop 1
141.212.122. 208|Wited Sates  |147. 237. 76. 199 |e. nakchal .i df . Geo- | ocati on enf or cenent gﬁ?;):ggi;'mo”  nbound drop 1
185.11.11.7 Yemen 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
46.19.85.223  |israel 147.237.77. 226 [} chanat z. aka. 1df 1pad TOP sequence Inval i d ACK nunber alert 1
141.212. 122. 223|Wnited Sates  |147.237. 76. 199 |e. nakchal .i df . i Geo- | ocati on enf or cenent gﬁfolggﬁ;‘fn i nbound drop 1
109. 64. 240. 130 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
213.57.145. 139 |[lsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
158. 255. 5. 147 R‘F Sf:;”ion 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 213|hited Sates |147.237.8.45 |e.eitanidf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
185.32.179. 46 |Israel 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.19.85.223  |israel 147.237.77. 226 [ chanatz.aka.idf 1paq TOP sequence Invalid ACK nunber moni tor |1
Russi an ) S :
158. 255. 5. 147 et on 147.237.0.19 |nadimatal .idf.il SYN Att ack SYN - > SYN-ACK -> RST rej ect 1
92. 25. 153. 238 z";;gom 147. 237. 77. 216 |dover. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
Russi an C e :
158. 255. 5. 147 et on 147.237.77.74 [lawidf.il SYN Att ack SYN - > SYN-ACK -> RST rej ect 1
2.55.183. 212 I srael 147.237.76. 31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 214|thited Sates |147.237.8.45 |e.eitanidf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
106. 186. 113. 132 |Japan 147.237.0.19 |[nadimatal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Addr ess Sgnature Acti on ‘Count
46. 19. 85. 120 | srael 147.237.0.19 |nadimatal .idf.il |[DOstributed Suspicious Response Code B ock 256
. - Unhaut hori zed URL Access to
84.111.38.159 |[Israel 147.237.76.31 |nakchal .idf.il vaw nakhal . i df i1/t enpl at es/ honepage/ mobi | e B ock 2
2.53.147. 182 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code Bl ock
80.82.78.38 Net her | ands 147.237.0.19 |nadimatal .idf.il |Unhauthorized URL Access to wwu bai du. cond cache/ gl obal /i ny/gs. gi f |B ock
] . . Unhaut hori zed URL Access to
40.77.167.22  |Whited Sates [147.237.76.86 [navy.idf.il v navy. i df i 1/ mai n/ d ushi i ni st ot . asp B ock 1
117.196. 108. 44 |india 147.237.77.74 |lawidf.il Unhaut hori zed URL Access to v | aw i df.il/xmrpc. php B ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180.229. 241 |lhited Sates [147.237.77.176 |nat pash. i df . i | v cogat . i df . i |/ 1043- he/ cogat . asp Bl ock 1
198.58.103.91 |lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to v i df.il/1294-en/vwwnidf.il/english  |B ock 1
157.55.39.248 |Uited Sates |147.237.72.166aka.idf.il Unknown Paraneter docid in aka.idf.il/nai n/haredi nigeneral . aspx None 1
68.180.231.43 |lhited Sates |147.237.77.216|dover.idf.il Par aneter Type M ol ati on PageNumin waw i df . il/1815- he/ dover. aspx [Bl ock 1
85. 64. 98. 60 I srael 147.237.77.216|dover.idf .i | Distributed Unauthori zed URL Access on wwidf.il/https:/wanidf.il/ [B ock 1
. ; O stributed Lhaut hori zed URL Access on
66.249.66. 174 |l srael 147.237.72.166 |aka. i df . i | 147, 237. 72. 166/ mai n/ smal | nd showbi g. aspx Bl ock 1
. . Unaut hori zed URL Access to
176. 155. 216. 231 |France 147.237.77.216|dover . i df .i | ww i i1/ navy/ si t el t enpl at es/ cont rol | er. asp B ock 1
. . Unhaut hori zed URL Access to
79.182.137.21 |Israel 147.237.77.234|hal ag. i df . il 147.237. 77. 2341 i nages/ shar ed/ bul | et 1. g f B ock 1
104. 128. 144. 131|Canada 147.237.77.235|sviva.i df . i | Unaut hori zed URL Access to 147.237. 77. 235/ redi rect . php B ock 1
. . Unaut hori zed URL Access to
66.249.66. 177 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ rai n/ smal i nd showbi g. aspx Bl ock 1
. . Unhaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77.216|dover.idf .i | waw. i df i 1/ 1158- he/ kkkkkkk=0de6727ekkkkkkk 9de6727e Bl ock 1
80.82.78.38 Net her | ands 147.237.0.15 |kosher-kravi . i df . i|unaut hori zed URL Access to ww bai du. cond cache/ gl obal /i ng/gs. gi f |B ock 1
117.196. 108. 44 [India 147.237.77. 74 |lawidf.il PHP Att enpt B ock 1
66.249. 66.180 |l srael 147.237.72. 166 |aka. i df . i | D stributed Waut hori zed URL Access on 147.237.72. 166/ robots. txt [B ock 1
185. 120. 126. 23 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ r eset . css B ock 1
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