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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address  [Site |signature |Device Action  [Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip Véb In drop 3972

82. 145, 217. 182 Eur ope 147.237.77. 176 nat pash. i df .i | Bl ock | p_ Vb In drop 2

180. 97. 106. 162 Chi na 147.237. 76. 31 nakchal .idf.il ock Np Al Net drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 1

198. 48. 92. 104 Lhited Sates 147.237. 8. 24 e lifestyle.idf.il [B ock Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnat ure Devi ce Action |Count

66.76.174. 2 Lhited Sates 147.237.77.233 atal .idf.il |5670. HTTP. SQ Injection (SELECT) B ock 4
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|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker
Gountry

Signature

66.76. 174. 2 147.237.77.233|hited Sates |atal.idf.il SQ Injection - Select From 12
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 69. 69 147.237.77.176|Wnited Sates  |natpash.idf.il ET SCAN NVAP -sA (2) 2
109. 67. 144. 183 |147.237.0.34 |Israel tikshuv.idf.il ET SCAN NVAP -sA (2) 2
66.249.66. 131 |147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 2
183.3.202. 115 |147.237.0.19 |China nadimatal .idf.il [ET SCAN Potential SSH Scan 1
113. 240. 250. 154|147. 237.8.28 |Chi na e.mobi | e-ks.idf.il|ET SCAN NVAP -sS wi ndow 1024 1
106. 186. 113. 132|147, 237. 76. 86 |Japan ey, i df il SER\/ER APAO—E.Apache nod_ssl non-SSL connection to SSL port 1
deni al of service attenpt
93.179.68.181 |147.237.0.33 E?ir:;gom il ET SCAN NVAP -sS wi ndow 1024 1
183.3.202. 115 |147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
121. 40. 195. 144 |147.237.8.27 |China e.nadimatal .idf.i|ET SCAN NVAP -sS wi ndow 1024 1
106. 186. 113. 67 |147. 237. 77. 212 [Japan e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
82.166. 184. 187 |[147.237.77. 170 |l srael maarachot.idf.il [ET SCAN NVAP -sS wi ndow 3072 1
61 82 224213 |147 237 8 27 [|Korea Repddlic | o i ET SIJAN Behavi oral Wusual |y fast inbound Tel net Gonnecti ons, 1
of Potential Scan or Brute Force
183.3.202. 115 [147.237.0.35 |China akaws. i df il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Ste ‘Slgnature
107.167. 103. 179|Uhited Sates |147.237.77.216|dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 22
Sreaning BEngine: TCP Invalid i i ssi
66.249.66.61  |lnited Sates |147.237.72. 166 |aka idf.il 9 =9 vl i d segnent retransmssion. drop 21
Ret r ansm ssi on Packet dr opped.
213.57.144.190 |israel 147.237.77.233|atal .idf.il  |Bad TCP sequence ?C;;e”ansn“ with different wndowl oivor  [21
195. 60. 232. 57  |Israel 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 12
109. 64. 217. 141 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 11
reamn ine: TCP Invali i i ssi
2.55.149.184  |israel 147.237.77. 243 ot e, i o 11 |2 €AM NG Engine: TP Invalid Inval i d segnent retransmssi on. drop 9
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
109. 253. 156. 181 |i srael 147. 237. 77. 243 |robi 1 e, i of . i | 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
149.50. 41. 173  |Israel 147, 237, 76. 200 |ei tan. aka. i of. | | S N9 Engi ne: TP alid Inval i d segnent retransmssi on. drop 8
Ret r ansm ssi on Packet dr opped.
213.246.49.97 |Fance 147.237.77. 233 |atal .idf.il drop SAMrul e drop 8
reaming BEngine: TCP Invali i i ssi
2.53.51. 104 I'srael 147, 237.77. 243 |mobi e i o1 [ SAM NG Engine: TP Invalid Inval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 6
87.70.17. 221 | srael 147.237. 72. 156 |aman.i df .i | drop First packet isn't SYN drop 6
149. 88. 125. 122 |l srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
89. 139. 173. 255 |lsrael 147.237.72. 156 |anan.idf . il drop Frst packet isn't SYN drop 5
190. 210.74.49 |Argentina 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 4
5. 45. 65. 196 Net her | ands 147.237.72. 166 |aka. i df .l dr op SAMrul e drop 4
195. 60. 232. 57  |Israel 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
68.179. 80. 21 Canada 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 4
62. 210. 225. 135 |France 147.237.77.74 |lawidf.il drop SAMrul e drop 4
108.67.169. 124 |Uhited Sates |147.237.77.233|atal.idf.il dr op SAMrule drop 4
184.173. 233. 226|Wited Sates [147.237.77.74 [lawidf.il dr op SAMirul e drop 4
reamn ine: TCP Invali i i ssi
46.19.85.246  |israel 147, 237.77. 243 ot e, i o 11 [ €AM NG Engine: TP Invalid Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TAP Invalid i i ssi
31.154.8.70 I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
87.70.104.213 |Israel 147. 237,72, 166 |aka i or 11 | €M NG Engi ne: TP alid Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
46.120.212.171 [israel 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
reaming BEngine: TCP Invali i i ssi
79.178. 155. 238 |Israel 147.237.72. 166 |akaicr.i1 | AMNg Engine: TP Invalid Inval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
46. 19. 86. 19 | srael 147.237.72. 166 |aka.i df . il drop Frst packet isn't SYN drop 3
Sreaning Engine: TGP Invalid i i ssi
77.124.22.206 |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segrent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
87.71. 89. 39 I'srael 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
149.88.125. 122 |Israel 147.237.72. 166 |akaidf.il  [Bad TCP sequence SINHAK retransmt with different oo yior 3
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
79.180.125.47 |israel 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
66.249.66. 190 |Lhited Sates |147.237.0.34 [tikshuv.idf.il 9 =9 Invalid segrent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.55.9. 26 I'srael 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
185.3.144.18 | srael 147.237. 77. 243 |nobi l e.i df . i1 9 =9 Invalid segrent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
37.26.146.136 | srael 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
77.126.235. 44 |israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segrent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
66.249.66.14  |Uited Sates |147.237.72. 166 |aka i df.il 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
152.115. 70. 227 |Denmar k 147.237.76.31 |nakchal .idf.il |dr op SAMrul e drop 3
5.102.242.250 |lsrael 147.237.72. 156 lanan.idf.il  |Bad TCP sequence Invalid ACK nunber noni t or 3
Sreaning BEngine: TGP Invalid i i ssi
37.26.146.184 | srael 147. 237.72. 166 |aka. i of . i 9 =9 vl i d segnent retransmssion. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
66.249.66.20  |Lnhited Sates |147.237.72. 166 |aka idf.il g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
195. 60. 232. 57  |Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 3
Sreaning Engine: TGP Invalid i i ssi
79.183.161.36 |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.55.189. 27 I'srael 147, 237.72. 166 |aka i of . i 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
81.218. 138. 243 |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segrent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
37.46.38.118 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Inval i d AGK nunber noni t or 3
Sreaning Engine: TCP Invalid i i ssi
66.249. 66. 44  |UWited Sates |147.237.0.34 |tikshuv.idf.il 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
106. 186. 113. 132|Japan 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2
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A tacker
Count ry
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |[Site Sgnature Action ‘Count
176.13.0.174 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 63
134, 249. 55. 100 |lkrai ne 147.237.77. 216 |dover . i df . i | D stributed Wauthorized URL Access on waw i df . il/1556-en/ B ock 11
5.22.135.111  [Israel 147.237.0.19 |nedi matal .idf i [-Panhorized UL ﬁﬁ;e:j;j‘;xl it enalkt Gaunt £y, 85K Bock |9
46.118. 156. 3 kr ai ne 147.237.77.216|dover.idf .i | D stributed Unauthorized URL Access on waw i df . il/1556-en/ B ock 8
2.53.13. 236 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 4
52.63.114.146 |Australia 147.237.77.216|dover.idf .il Ml tipl e Unaut horized URL Access from52.63.114. 146 B ock 4
38.111.147.88 |[lhited Sates 147.237.77. 216 |dover. i df . i | Distributed Lhaut horized URL Access on waw idf.il/error.htm B ock 3
176.13.12. 158 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
109. 253. 157. 95 |l srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 3
131.253.25.189 |lhited Sates 147.237.77. 216 |dover. i df . i | Distributed Lhaut horized URL Access on waw idf.il/error.htm B ock 3
37.26.146. 147 [Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
85. 113. 99. 244 glcis;iigijan Territory147. 237. 77. 176 nat pash.idf.il |Uhauthorized URL Access to www cogat.idf.il/894-ar B ock 2
109. 253. 139. 44 |l srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 2
2.55. 62. 231 I srael 147.237.77.74 |lawidf.il m“gg”lzdfdl ﬁoﬁzgfifcto‘:e/ doc. myr/ doc. ryr . asp B ock 2
66.249.81.215 |[Israel 147.237.77. 216 |dover. i df . i | Distributed Uhaut horized URL Access on waw idf.il/error.htm B ock 2
66.249.81.218 |[Israel 147.237.77. 216 |dover.idf . il Ostributed Wnaut horized URL Access on waw idf.il/error.htm B ock 2
178.137.90. 202 |krai ne 147.237.77. 216 |dover. i df . i | Dstributed Waut hori zed URL Access on waw i df . il/1556-en/ B ock 2
66.249.78.159 |[lsrael 147.237.77.216|dover. i df .i | Dstributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 2
66.249.78.159 [Israel 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df.il/1294- he/ v i of . i | B ock 1
173.252.74.116 |Uited Sates 147.237.76.42 [refuah.idf.i|  [Panhorized UL Access o S HBock |1
81.218. 138. 243 |Israel 147.237.72.166 |aka. i df . i | LL'rigea; ’ i?ﬁgegfinga;:g;féoibgcﬁi/ fm’j IV kapat 2/ /1 es#012 B ock 1
184. 168. 193. 151 |Lhited Sates 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/bl og/ wp-admin/ B ock 1
66. 249. 66. 61 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df.il/mai n/rabanut/ 62312 B ock 1
157. 55. 39. 46 Lhited Sates 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/main/giyus/ general . aspx B ock 1
2.53.51. 104 I srael 147.237.77.243|nobi l e. i df . i | O stributed Suspici ous Response CGode B ock 1
94.23.54.167  |France 147.237.76.42 |refuah.idf.il ?ef‘;;' ;Lgf? m@ﬁﬁg%&ﬁ;‘; NACCGSS on Bl ock 1
66.249.81.212 |[Israel 147.237.77. 216 |dover.idf . il Ostributed Whaut hori zed URL Access on waw i df.il/error.htm B ock
52.63.114. 146 |Australia 147.237.77.74 |lawidf.il Mil tipl e Unaut horized LRL Access from 52.63. 114. 146 B ock 1
109. 253. 156. 181 |l srael 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response CQode B ock 1
31.13.112. 118 |[ireland 147.237.76.42 |refuah. idf.i| [0 iriputed thauthor ff?sﬁeffgszh_";px,nm Hock |1
81.218. 138. 243 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in URL from8l. 218. 138. 243 Bl ock 1
198.71.230.46 |lhited Sates 147.237.76.42 |refuah.idf.il rDest; :t“atf? deh"I’“IJj ug:;;fssﬁp?dﬁsj on B ock 1
66.249.66. 177 | srael 147. 237.72. 166 |aka. i df . i | ﬂ;‘uzggr i7§?i€$naipf17gis§uts(/)gener ol . aspx Bl ock 1
38.111.147.88 |Lnited Sates 147.237.77. 216 |dover. i df .| Unaut hori zed URL Access to waw i df.il/894-he B ock 1
157.55.39. 171 [thited Sates 147.237.77.216|dover. i df . il Whaut hori zed LRL Access to waw i df.il/watch B ock 1
104.7. 6. 209 Lhited Sates 147.237.77. 216 |dover.i df .i | O stributed Suspicious Response Code Bl ock 1
31.179. 42. 77 Pol and 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to wawi i df .il/894-en/ dover. aspx/ B ock 1
85. 65. 245. 65 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 85. 65. 245, 65 B ock 1
208.113.155.2 |Liited Sates 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua.atal.idf.il/wp/ wp-adnmn/ Bl ock 1
66.249.69.69  Israel 147. 237.77. 176 |nat pash. i df . i | ma'z;‘; pe M /Oi;‘;é_oﬁefggggfgisgx Bock |1
40.77.167.0 Lhited Sates 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/sitelunsel ecat bl e. aspx Bl ock
157.55.39.234 |lnited Sates 147.237.77. 216 |dover . i df . i | O stributed Lhauthori zed URL Access on waw i df.il/error.htm B ock

2.55. 149. 184 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock

106. 186. 113. 132Japan 147.237.76.86 |navy.idf.il y."of iafli inuj(tgfggﬁ_i_aﬁiﬁgf)mm 106. 186. 113. 132 (Protocol  f\, ¢ 1
54.79.76. 74 Australia 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal .idf.il/ol d/wp-admn/ B ock 1
85. 65. 245. 65 I srael 147.237.72. 166 [aka. i df . i | Unhaut hori zed LRL Access to waw aka.idf.il/sip storagel/files/ 1/ B ock 1
213.57.144.190 |[lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1238-he/atal . aspx  |B ock 1
40.77. 167. 65 Lhited Sates 147.237.77. 216 |dover.idf .il Ostributed Wnaut horized URL Access on waw idf.il/error.htm B ock 1
157.55.39.248 |lhited Sates 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/sachar/forgotpassword. aspx |B ock 1
109. 226. 43. 146 |Israel 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
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