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|Top Attackers | n DDoS- Def ence |

| Target Address

Attacker Address

| Attacker Country

|veb Ste

|9 gnature

| Devi ce Action

|count |

5.28.169. 34 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 185
79.180. 11. 221 | srael 147.237.72. 156 aman.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 149
66. 249. 67. 24 | srael 147.237.77.170 naarachot . i df . il TCP handshake viol ation, first packet not syn drop 109
66. 249. 67. 40 | srael 147.237.77.170 naar achot . i df .| TCP handshake viol ation, first packet not syn drop 70
212.117.143. 250 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 26
199. 203. 158. 106 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cookie drop 6
82.102. 141. 254 | srael 147.237.77.216 dover.idf.il Invalid TGP H ags drop 3
192. 115. 248. 2 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 2
80. 74. 105. 82 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 2
5.22.130.173 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
204. 13. 200. 28 Lhited Sates 147.237.72. 166 aka.idf.il Frk_Under Attack Con_Htps dr op 2
209. 88. 157. 240 | srael 147.237. 76. 147 chi nuch. aka.idf.il Bock Np Al Net drop 1
176. 12. 142. 244 | srael 147.237.77.216 dover.idf.il SYN H ood unveri fi ed cooki e drop 1
204. 42. 253. 2 Lhited Sates 147.237.76. 147 chi nuch. aka.idf.il B ock Wp Al Nets drop 1
82.102. 141. 254 | srael 147.237.77.176 nat pash. i df . i | Invalid TP H ags drop 1
46. 19. 85. 34 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
2.52.15. 184 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 1
207. 241. 229. 81 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 1
81.218. 6. 122 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 1
209. 88. 157. 240 | srael 147.237.76. 34 yohal an. i df .i| B ock_Udp Al _Nets drop 1
114.121.133. 90 | ndonesi a 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn drop 1
82.102. 141. 251 | srael 147.237.72. 166 aka.idf.il Invalid TP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |S te | Name | Devi ce Action \Ooum |
138.134.192. 10 |l srael 147.237.77.216 |dover.idf.il C1000004: HITP. options nethod (M crosoft) B ock 16
5.102. 225. 40 | srael 147.237.77.233 |atal.idf.il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fragroute B ock 5
46.19. 85. 244 | srael 147.237.76.42 |refuah.idf.il 7120; TP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 3
62. 90. 35. 105 | srael 147.237.77.216 |dover.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 3
46. 19. 85. 244 | srael 147.237.76.31 |nakchal .idf.il 7120: TGP, Segnent Overlap Wth Offerent Data, e.g., Fragroute B ock 2
85. 25. 103. 50 Ger many 147.237.76.196 |e.sviva.idf.il DVRep_B-N 60_100 B ock 2
198. 20. 69. 98 Lhited Sates 147.237.76.42 |refuah.idf.il DVRep_B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76.202 |e.halag.idf.il DVRep_B-N 60 _100 B ock 1
46. 19. 85. 34 | srael 147.237.77.216 |dover.idf.il 7120; TP Segnent Qverlap Wth Dfferent Data, e.g., Fagroute B ock 1
117.21.227.110 |China 147.237.76.31 |nakchal .idf.il DVRep_B-N 60_100 B ock 1
71.6.167.142 Lhited Sates 147.237.0. 34 tikshuv.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76.201 |e.atal.idf.il DVRep_B-N 60 100 B ock 1
79.179. 120. 54 | srael 147.237.77.170 |naarachot.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
117.21.227.110 |China 147.237.76.44 |e.refuah.idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237. 0. 35 akaws. i df .il DVRep_B-N _60_100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.76. 147 |chinuch.aka idf.il |DVRep B-N 60_100 B ock 1
85. 25. 103. 50 Ger many 147.237.76. 148 |ggcenter.aka.idf.il |[DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.72.156 |anan.idf.il DVRep_B-N 60 100 B ock 1
5. 102. 225. 40 | srael 147.237.77.234 |halag.idf.il 7120: TGP Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
188. 138. 9. 50 Ger many 147.237.72.14 |dover.idf.il(old) |DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76.31 |nakchal .idf.il DVRep_B-N _60_100 B ock 1
37.142.131.212 |lsrael 147.237.72.166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute B ock 1
93. 120. 27. 62 Ronani a 147.237.8.28 e.nobi l e-ks.idf.il |DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.76.34 |yohalan.idf.il DVRep_B-N 60 100 B ock 1
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|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste | Name | count |
66. 249. 64. 16 Lhited Sates 147.237.76.86 |navy.idf.il ET SCAN NVAP -sA (2) 177
195. 34. 150. 18 Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LVP wth fake user agent 3
64. 69. 91. 210 Lhited Sates 147.237.77.233 |atal .idf.il Tehila - Perl LVP wth fake user agent 2
66. 249. 65. 26 Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 1
61. 240. 144. 64 Chi na 147.237.8.14 e.orchot.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
58. 20. 54. 249 Chi na 147.237.76. 200 |eitan. aka. idf.il|[ET SCAN NVAP -sS w ndow 1024 1
212.117.143. 250 |l srael 147.237.77.216 |dover.idf.il portscan: TCP D stributed Portscan 1
123. 30. 51. 167 \i et nam 147.237.0. 35 akaws. i df.il ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic, Potential Scan or Infection |1
93. 173. 28. 252 | srael 147.237.72. 166 |aka.idf.il portscan: TCP O stributed Portscan 1
61. 240. 144. 66 Chi na 147.237.0. 34 tikshuv.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
58. 137.55. 5 Thai | and 147.237.76.38 |e.e.neitav.idf.i|[ET SCAN NVAP -sS w ndow 1024 1
109. 66. 54. 196 | srael 147.237.77.216 |dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Qount ry Target Address ‘S te ‘Message
37.26.147. 134 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1750
80. 74. 105. 82 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 1184
192.115.248.2 |lsrael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop dr op 765
46. 19. 86. 34 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN dr op drop 700
2.54.5.200 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 580
31. 168. 168. 66 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 340
212.179.61. 125 |lsrael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 213
46.19. 85. 172 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 183
46.19.86.7 | srael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop dr op 142
192. 115. 177. 203|l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN dr op drop 90
62. 90. 219. 66 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 90
212.179.21.196 |lsrael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 87
212.76.109.212 |lsrael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 85
149. 78. 77. 115 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 74
84.109. 235.88 |lsrael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop dr op 70
81.218.102. 23 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SN dr op drop 70
192. 146.6. 2 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 65
207.241.229.81 |lLhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 65
5. 255. 253. 124 :Zg::tnim 147.237.77. 216 |dover.idf .i|First packet isn't SN drop drop 65
37.48.120.214 |Net herl ands 147.237.77. 216 |dover.idf.i|H rst packet isn't SN dr op drop 63
204.13.200.28 |Lhited Sates 147.237.72. 166 |aka.idf.il |Frst packet isn't SN drop drop 59
81.218.251. 252 |Israel 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 57
2.54.129.208 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 57
212.179. 132. 204|l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 56
46. 19. 86. 189 | srael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop dr op 54
162.243.2.119 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN dr op drop 54
217.194. 203. 110|I srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 51
212.143.79. 186 |lsrael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 51
5.245.159.231 |Saudi Arabia 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 49
2.54.160. 248 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 45
81.218.251. 250 |lsrael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop dr op 43
109. 66. 181. 213 |l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN dr op drop 42
79. 183. 209. 99 | srael 147.237.77. 216 |dover.idf.i|Hrst packet isn't SN drop drop 37
147.235. 185. 74 |l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 37
52.16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 34
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 34
209. 88.198. 1 | srael 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop dr op 33
176. 12. 147. 77 | srael 147.237.77. 216 |dover.idf.i|FHrst packet isn't SN dr op drop 33
209. 88. 157. 161 |Israel 147.237.77. 216 |dover.idf.i|Hrst packet isn't SYN drop drop 32
66. 249. 84. 194 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 32
213.151. 47. 251 |lsrael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 31
85.64.1.110 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 30
66.249.67. 112 |Uited Sates 147.237.77. 234 |hal ag. i of .| Inval i d segnent retransmssion. Packet Sream'\ng qui ne TP Invalid drop 30
dr opped. Ret ransni ssi on
109. 253. 157. 137l srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 30
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 28
82. 166. 147. 90 | srael 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN drop drop 28
207.46.13. 1 Lhited Sates 147.237.77. 216 |dover.idf.i|Frst packet isn't SN drop dr op 28
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SYN dr op drop 28
207. 46. 13. 52 Lhited Sates 147.237.77. 216 |dover.idf.i|H rst packet isn't SN drop drop 26
80. 246. 133. 220 |l srael 147.237.72. 166 |aka i of .1 | POK1 € header Tength exceeded maximim | pop oo ot g zes noni t or 25

al | oved | ength
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Target Address |Ste ) ‘Count
Country Action
109. 253. 94. 40 | srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 79
176. 12. 145. 52 | srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 55
109. 253.94.40 |l srael 147.237.0.19 |nadimatal.idf.il |Too Many of the Sanme Response Code (404) in Session from109.253.94.40 |B ock 19
77.127.224.85 |israel 147. 237.72. 166 |aka i of . i | Distributed Lhaut horized LR. Access on B ock 7
wan aka. i df . i1/ / mai n/ har edi i webr esour ce. axd
176. 12. 140. 196 |l srael 147.237.0.19 |nadimatal.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 7
85.65.224.79  |Israel 147, 237.72. 166 |aka. i o . | Distributed Lhaut hori zed LR. Access on Bock |7
wav aka. i df . il// mai n/ har edi ni webr esour ce. axd
84.228.177. 2 | srael 147.237.72. 166 |aka.idf .il Lhaut hori zed URL Access to ww aka.idf.il/sip storage/fil es/4/ B ock 5
199. 203. 53. 3 | srael 147.237.72. 166 |aka.idf .il Mil ti pl e Unaut hori zed URL Access from 199. 203. 53. 3 B ock 5
82.102. 141. 251 |l srael 147.237. 72. 166 |aka.i df .i | D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 4
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 66. 249. 78. 173 B ock 4
199. 203. 53. 3 | srael 147.237.72. 166 |aka.idf .il Lhaut hori zed URL Access to ww aka.idf.il/sip storage/files/ 1/ B ock 3
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il Ml ti pl e Uhaut hori zed URL Access from 66. 249. 78. 166 B ock 3
79. 183. 98. 165 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 2
66. 249. 64. 61 | srael 147.237. 72. 166 |aka.i df .i | Unaut hori zed URL Access to waw aka. i df.il/sachar/forns/downl oadf ormasp |B ock 2
5.9.151. 67 CGer many 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal .idf.il/shared/ usercontrol s/ headerupper/ |B ock 2
66.249.67.55  |Israel 147. 237. 72. 156 |anan. i df .i | Distributed thaut hori zed LRL Access on Bl ock 2
v aman. i df . i | //consol e/ cor e/ doc_ngr/ undef i ned
157.55.39. 130 |lLhited Sates |147.237. 72. 166 |aka.i df .i | D stribut ed Suspi ci ous Response Code Qust om Tenpor ary B ock 2
72.9.148. 10 Lhited Sates [147. 237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy.idf.il/994-8613- he/ navy. aspx. aspx B ock 2
212.199. 177. 102|l srael 147.237. 72. 166 |aka.i df .i | D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 2
s Ml tiple Untraceabl e SSL Sessions from213.57.47. 107 (Protocol violation
213.57. 47. 107 | srael 147.237.72. 166 |aka. i df . il (SSL CONN APPLI CATI ON DATA EXCHANGE) ) None 1
S Unaut hori zed URL Access to
66. 249. 78. 109 | srael 147.237.77. 216 |dover.idf.il 147. 237. 77. 216/ 1133- 19478- he/ i df gdover . aspx B ock 1
66. 249. 64. 61 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
66.249.93.241 |lsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx B ock 1
66. 249. 65. 13 | srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
S D stributed Lhaut horized URL Access on
109. 253. 134. 104 |l srael 147.237. 72. 166 |aka. i df .i | v aka. i df i 1 // mai n/ r abanut / webr esour ce. axd B ock 1
s D stributed Unaut hori zed URL Access on
46. 19. 86. 204 | srael 147.237.72. 166 |aka.idf .il van aka i dff i 1// mai 1 r abanut / webr esour ce. axd B ock 1
S SS. Lhtraceabl e Gonnection - Protocol violation
213.57.47. 107 | srael 147.237. 72. 166 |aka. i df .i | (SSL_CONN_APPLI CATI ON_DATA EXCHANGE) None 1
s Unaut hori zed URL Access to
66.249.78.159 |lsrael 147.237.77. 216 |dover.idf.il whanc i dff . i 1/ nevesi t ef hebr ew 2004/ j anuary/ 0127- 1. st m B ock 1
S Unaut hori zed URL Access to
66. 249. 93. 245 | srael 147.237.72. 166 |aka.i df .11 v aka. i df . i1/ giyus/ | ogin/ ?cati d=30461&doci d=33477&nodul et ogot 0=1 Bl ock !
Unknown Par anet er
46.116.142.96 |Israel 147.237.72. 166 |aka.idf .il ct | 00%ct | 00$cphMai n$TochenP acetbl der $quest i onUpdat e$t xt G her Questi on i n [None 1
wv aka. i df . i |/ mai n/ gi yus/ f aq. aspx
81.218.166.15 | srael 147.237.72. 166 |aka.i df . Distributed Lhaut hori zed LR Access on B ock 1
wav aka. i df . il // mai n/ har edi nd webr esour ce. axd
213.57.248. 71 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
.. . . [Uhaut horized URL Access to
66. 249. 64. 68 | srael 147.237.0.15 |kosher-kravi.i df"lvwwkosher-kravi Cidf.il/tenplates/|inks/1inks. aspx B ock 1
176.12.149.13  |Israel 147, 237.72. 166 |aka. i of . | Distributed Lhaut hori zed LR. Access on Bock |1
wav aka. i df . il// mai n/ har edi i webr esour ce. axd
87. 69. 35. 20 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
5. 102. 225. 40 | srael 147.237. 72. 166 |aka.i df .i | Lhaut hori zed UR. Access to waw aka. idf.il/https:/ww aka.idf.il/ B ock 1
212.76.122.70 | srael 147.237. 72. 166 |aka.i df .i | D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
66.249.67.63  |Israel 147, 237. 72. 156 |anan. i df . | Wnaut hori zed R Access to . Bock |1
v aman. i df . i | / consol e/ cor e/ doc_ngr/ undef i ned
62.219.13. 180 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
157.55.39. 130 |lLhited Sates |147.237. 72. 166 |aka.i df .i | Uhaut hori zed URL Access to aka.idf.il/giyusxs xx—x"xe B ock 1
66. 249. 64. 73 | srael 147.237.77.233|ata .idf.il Unaut hori zed URL Access to 147.237.77. 233/ B ock 1
176. 12. 150. 58 | srael 147.237.77.233|ata .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx B ock 1
5.102. 225. 40 | srael 147.237.77.233|atal .idf.il D stributed Unaut hori zed URL Access on 147.237.77.233//1134- he/ at al . aspx |B ock 1
77.127.95.191 | srael 147.237.72. 166 |aka.idf .il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
66.249. 73.219 |lsrael 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to ww |l awidf.il/sip storagel/files/ 1/ 1381. pdf B ock 1
S Unhaut hori zed URL Access to
66.249.64.59 I srael 147.237.72. 166 |aka. i df. 11 i aka. i df i 1/1i ght s/ asp/ i nf o. asp?modul ei d=2&cat | d=22703&doci d=22716  |° °K !
167. 160. 115. 243 147.237.77. 216 |dover.idf.il Suspi ci ous Response Code B ock 1
84.228. 153. 144 |Israel 147.237. 72. 156 |anan. i df .i | Uhaut hori zed URL Access to wwv anan.idf.il/https:/ww aman.idf.il/ B ock 1
s D stributed Lhaut hori zed URL Access on
66. 249. 93. 238 | srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ | 1518- hel r ef uah. aspx B ock 1
184. 105. 247. 196|lhited Sates |147. 237. 72. 167 |i shurimaka. i df.i| |Uhaut hori zed URL Access to 147.237.72.167/ B ock 1
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