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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock Ip Vb In drop 4015
202.112. 51. 96 Chi na 147.237.0. 34 tikshuv.idf.il|bl ock-sp-trafl forward 2
202.112.51. 96 Chi na 147.237.72. 156 anan.idf.il bl ock-sp-traf 1 forward 2
202.112.51. 96 Chi na 147.237.77. 235 sviva.idf.il |block-sp-trafl forvard 2
37.26.146. 133 | srael 147.237. 72. 166 aka.idf.il TP handshake viol ation, first packet not syn drop 1
93.174. 93. 50 Net her | ands 147.237.72. 166 aka.idf.il Bl ock_Ulp All _Nets drop 1
94.102. 49. 116 Net her | ands 147.237.77. 61 e.cogat.idf.il|Block Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnat ure Devi ce Action |Count
I srael 147.237.77. 233 atal .idf.il |5670. HTTP. SQ Injection (SELECT) B ock 4
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Ki ngdom

213. 8. 145. 99 147.237.77. 233 [l srael atal.idf.il S Injection - Select Fom 12
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
132.74.95.21 147.237.77. 170 I srael naar achot .i df .i | ET D05 Large armount of TCP ZeroWndow - Possible Niller2 2
DDos attack
14.162.82.203 |147.237.76.42 |M etnam refuah.idf.il ET SCAN NMAP -sS wi ndow 4096 1
14.162.82.203 |147.237.76.42 |M etnam refuah.idf.il ET SCAN NVAP -f -sS 1
13.92.122. 143 |147.237.77.74 |lhited Sates |lawidf.il ET SCAN NMAP -sS wi ndow 2048 1
195. 216. 176. 244|147.237.0.34 |Latvia tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
13.92.122. 143 |147.237.72.167 |Uited Sates |ishurimaka.idf.il ET SCAN NVAP -sS w ndow 3072 1
183. 60. 48. 25 147.237.0.35 |China akaws. i df .i | ET SCAN Potential WNC Scan 5900- 5920 1
111.13.70.132 |147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
93.179.68.181 |147.237.77.234 LK?i;gegom hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 82.78. 38 147. 237. 72. 166 |Net her | ands aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
14.162. 82. 203 [147.237.76.42 |V etnam refuah.idf.il ET SCAN NVAP -sS wi ndow 2048 1
13.92.122. 143 |147.237.77.74 |lhited Sates |lawidf.il ET SCAN NMAP -sS wi ndow 4096 1
198. 20. 69. 74 147.237.77.179|Whited Sates |e nazi.idf.il ET DRCP Dshield B ock Listed Source 1
13.92.122. 143 [147.237.77.74 |thited Sates [lawidf.il ET SCAN NVAP -f -sS 1
13.92.122. 143 |147.237.72.167 |Uited Sates |ishurimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1
183. 60. 48. 25 147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN Potential VWNC Scan 5900- 5920 1
192 3. 203. 99 147.237.76.34 |Fhi i ppi nes yohal an i f i1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
106. 186. 113. 132(147. 237. 76. 200 |Japan eitan aka.idf.il SER\/ER APAO_E_ Apache nod_ss| non-SS. connection to S8 port 1
deni al of service attenpt
93.179.68.181 |147. 237. 7. 206 | L& waw chanat z. aka. i df . i 1 [ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
2.53.170. 52 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 94
o SN retransmit wth different .
62.90.184. 141 [l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence wi ndow scal e noni t or 43
reaming BEngine: TCP Invali i i ssi
212.76.124. 149 |Israel 147 237.76. 200 [ei tan akaiof. i1 |2 €A NG Engine: TGP Invalid  Jinvalid segnent retransnission drop 38
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.66.61  |Lhited Sates |147.237.72. 166 |aka idf.il 9 =g nvalid segnent retransmssi on. drop 30
Ret r ansnm ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
87.70.31.136  |Israel 147. 237, 76. 200 |ei tan. aka i o i1 || SAM NG Engine: TCP alid invalid segnent retransnission drop 24
Ret ransm ssi on Packet dropped.
. . SYNVACK retransmt wth different .
2.53.170. 52 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence wi ndow scal e noni t or 19
reamng BEngine: TCP Invali i i ssi
77.125.5.181  |Israel 147. 237, 76. 200 |ei tan. aka i o i1 || SAM NG Engine: TCP alid invalid segnent retransnission drop 12
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.178.219. 125 |israel 147. 237. 76. 147 |chi nuch. aka. i df .i | 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansn ssi on Packet dropped.
reamng BEngine: TCP Invali i i ssi
109. 64. 177. 101 |Israel 147. 237, 76. 200 |ei tan. aka i o i1 || SAM NG Engine: TCP alid invalid segnent retransnission drop 12
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
176.13.14.235 |Israel 147.237.72. 166 |aka i f .11 9 =g nvalid segnent retransmssi on. drop 12
Ret r ansnm ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
79.177.59.148 | srael 147 237, 76. 200 |ei tan. akaiof.i1 || €AM NG Engine: TP Invalid  finvalid segnent retransnission drop 10
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
95.86.81.162  |Israel 147. 237. 76. 200 |ei tan. aka.i of . il 9 =g nvalid segnent retransmssi on. drop 8
Ret r ansnm ssi on Packet dropped.
2.53.170.52 I srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 8
152. 115. 70. 227 |Dennar k 147.237.76.31 |nakchal .idf.il  |drop SAMrule drop 8
37.46.41.11 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 7
79.177.152. 149 |lsrael 147.237.77. 176 |nat pash.i df .i | drop First packet isn't SN drop 7
. . SYNPAXK retransmit with different .
2.53.178.218 | srael 147.237.72. 166 |aka.i df.il Bad TCP sequence wi ndow scal e noni t or 7
77.124. 6. 39 I srael 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 7
79.177.152. 149 |lIsrael 147.237.77. 176 |nat pash.i df .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
85.130.225. 96 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 7
Sreaming Engine: TGP Invalid i i ssi
79.178. 105. 246 |l srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
176.13.22.143 |Israel 147. 237. 72. 166 |aka. i f . i 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
Sreamng Engine: TCP Invalid i i ssi
109.65.85.7  |israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssi on. drop 6
Ret r ansnm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
176.13.22.111  [israel 147. 237. 72. 167 |i shuri maka. i df . i | 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
46.19.85.246  |israel 147.237.77. 243 |moti e iop i |27 €M NG Engine: TCP Invalid  Jinvalid segnent retransnissi on drop 6
Ret r ansnm ssi on Packet dropped.
185.3.146. 251 |l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d AGK nunber noni t or 6
2.53.170.52 I srael 147.237.72. 166 |aka. i df . i | SYN At tack SYN -> SYN-ACK -> Ti neout alert 5
188. 120. 148. 2541 srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber noni t or 5
77.124.6.39 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
2.53.178. 218 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 5
147. 235. 8. 63 I srael 147.237.77. 176 |matpash.idf.il  [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
190. 210. 74.49 |Argentina 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
2.53.35.32 I srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 4
185.3.147.198 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 4
184. 173. 233. 226|Lhited Sates |147.237.77.74 |lawidf.il drop SAMrul e drop 4
85.130.225.96 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber alert 4
Sreamng Engine: TCP Invalid i i ssi
199.30.25.29  |Wited Sates |147.237. 76. 200 |ei tan. aka i df il 9 =g nvalid segnent retransmssi on. drop 4
Ret r ansn ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
37.46.41. 33 I srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. drop 4
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
37.26.147.177  |israel 147. 237. 72. 166 |aka. i f . i 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.182.66. 247 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.53.190. 89 I'srael 147. 237. 72. 166 |aka. i of . i 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
77.124.22.206 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.66.14  |Uited Sates |147.237. 72. 166 |aka i df il 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansnm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
176.13.19.212 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109.65.20.75  |Israel 147. 237. 72. 166 |aka. i of . i 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansnm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
87.71.18.5 I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransnm ssi on Packet dropped.
61.135.189. 113 [Chi na 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 3
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Sreaning Engine: TGP Invalid

79.183.193.71 |Israel 147.237.72. 166 |aka. i df .| > = nvalid segnent retransmssi on. drop
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
176.13.22.29  |israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop
Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
46.19. 86. 71 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 69
52.63.114.146 |Australia 147.237.77.216|dover . i df . i Ml tiple Unhauthorized URL Access from52. 63. 114. 146 B ock 19
2.53.185. 224 I srael 147.237.0.19 |[nadimatal .idf.il Distributed Suspici ous Response Code B ock 7
- . . Uhaut hori zed URL Access to
5.22.135. 111 I srael 147.237.0.19 |nadimatal .idf.il maci matal i df i |/ shar ed aj ax/ updat enakat Gaunt i ty. aspx Bl ock 6
8.37.235. 49 Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 6
66. 102. 7. 233 Lhited Sates |147.237.77.216|dover.idf.il Distributed Lhauthori zed URL Access on wawidf.il/error. htm B ock 5
149. 88. 145. 230 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
5.248.253.133 |kraine 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to waw i df.il/1556-en/ B ock 3
52.63.114.146 |Australia 147.237.77. 176 [nat pash. i df . i | Mil tiple Unauthorized URL Access from 52.63. 114. 146 B ock 3
66. 102. 7. 226 Lhited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on wawidf.il/error. htm B ock 3
207. 46. 13. 31 Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 2
79.183.124.96 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
52.63.114.146 |Australia 147.237.77.74 [lawidf.il Mil tipl e Unaut hori zed URL Access from52.63. 114. 146 Bl ock 2
109. 67. 37. 142 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
109. 226. 44. 156 |l srael 147.237.77.216|dover.idf . il Distributed Lhauthori zed URL Access on wawidf.il/error. htm B ock 2
157.55.39.234 |Uited Sates  [147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 2
68.180.230.184 |lhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1236-he/ atal . aspx  |Bl ock 1
50. 63. 147. 13 Lhited Sates |147.237.76.42 [refuah.idf.il Lhaut hori zed URL Access to refua. atal .idf.il/test/wp-adnin/ B ock 1
87.71. 90. 125 I srael 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Gpen Mde None 1
66. 249. 66. 185 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
157.55.39.248 |lhited Sates  [147.237.72.166|aka. i df .il Unknown Paraneter catid in aka.idf.il/nain/snalinifag. aspx None 1
: . . Mil tiple Uhtraceabl e SSL Sessi ons from 106. 186. 113. 132 (Pr ot ocol
106. 186. 113. 132|Japan 147.237.76.200|ei tan. aka. i df.il viol ation (SS. GONN QLI ENT HELLO)) None 1
54.210.18.124 |Wnited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock
80. 230. 228. 151 |l srael 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on v idf.il/error. htm B ock 1
] . . Unknown Paranet er 4f9c0c80 in
40.77. 167. 42 Lhited Sates [147.237.72.166|aka. i df .il v aka. i df . i 1/ mai n/ hoe/ def aul t . aspx None 1
213.254.241.4 |France 147.237.77.216|dover.idf .il Distributed Lhauthori zed URL Access on wawidf.il/error. htm B ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180.231.43 |lhited Sates |147.237.77.216|dover.idf.il v i df i 1/ 1153- he/ dover . aspx Bl ock 1
_ ny- kosher - kravi . i df , o
157.55. 39. 13 Lhited Sates 147.237.0. 16 i| Unaut hori zed URL Access to waw ny- kosher-kravi.idf.il/ Bl ock 1
66. 102. 7. 240 Lhited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on wawidf.il/error. htm B ock 1
Russi an . . . Paraneter Type Molation catld in
91. 79. 240. 239 eration 147.237.0.34 |tikshuv.idf.il W ti kshuv. i df i1/ si tel general . aspx Bl ock 1
79.183.124. 102 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to aka.idf.il/gyus B ock 1
66. 249. 69. 26 I srael 147.237.77.216|dover.i df . il Lhaut hori zed URL Access to v idf.il/894-ar B ock
177.185.192. 85 |Brazil 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal .idf.il/wordpress/wp-admin/ |B ock
. . . SS. Uhtraceabl e Gnnection - Protocol violation
106. 186. 113. 132|Japan 147.237.76.200(ei tan. aka. i df . il (SSL_OONN LI ENT HELLO) None 1
62.90.184. 141 [israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136-he/ atal . aspx  |Bl ock 1
80. 230. 228. 195 |l srael 147.237.77.216|dover.idf . il D stributed Lhauthori zed URL Access on wawidf.il/error. htm B ock 1
45.32.239.214 |Netherl ands 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to 147.237.76.31/j pg/i nage. j pg B ock 1
213.254.241.6 |France 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1
] . . URL is Above Root Directory
72.52.75.27 Lhited Sates  |147.237.77.216|dover.idf.il wwi o i1/ | shared/cl i entscri pts/j query/j query-1 4. 2.nin. | s Bl ock 1
157. 55. 39. 71 Wited Sates [147.237.72.166|aka. i df .i | D stributed Unaut horized LRL Access on 147. 237. 72. 166/ B ock 1
. . Il1legal Paraneter Encodi ng searchText in
66.249.66.33  |Israel 147.237.77.74 (lawidf.il v | aw i df i |/ 275- he/ pat zar . aspx None 1
. . ] Unaut hori zed URL Access to
52.63.114.146 |Australia 147.237.77.74 |lawidf.il vowc | aw i ff . i |/ 163- 698- en/ pat zar . aspx Bl ock 1
. . Unaut hori zed Met hod HEAD f or
93.172.147.72 |Israel 147.237.72. 166 |aka. i df . i | v aka. i o i |/ nai v gi yus/ general . aspx Bl ock 1
80. 230. 228. 118 |l srael 147.237.77.216|dover. i df .il D stributed Unaut hori zed LRL Access on wawidf.il/error. htm B ock 1
. . Unaut hori zed URL Access to
66.249.93.111 |[Israel 147.237.77. 216 |dover.i df . il v i dff i 1/t enpl at es/ depart ment sl obby/ nobi | e Bl ock 1
184.168.200.76 |Uhited Sates |147.237.76.42 |refuah.idf.il Distributed thauthorized URL Access on B ock 1
refua atal.idf.il/wp-admn/
64.71.32.32 Uhited Sates [147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal .idf.il/wp-admn/ B ock 1
. - Uhaut hori zed URL Access to
84.111.209.49 |Israel 147.237.72. 166 |aka. i df . i | aka.i of i1 /i p storagel il es/ 5 71725, poff B ock 1
46.2.149. 228 Tur key 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to waw i df . il/1497-en/ dover. aspx' B ock 1
79.179.197. 164 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unhaut hori zed LRL Access from 79. 179. 197. 164 B ock 1
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