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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip Véb I n drop 4054
194. 165. 134. 84 Jor dan 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 7
79.176. 53. 196 | srael 147.237.72. 156 anan.idf.il B ock Udp Al Nets drop 6
79.181. 20. 6 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al Nets dr op 6
81. 218. 65. 210 | srael 147.237.77.176 nat pash. i df . i | Bl ock Wp Al Nets drop 6
202.112. 51. 96 Chi na 147.237.77. 205 prisha.idf.il bl ock-sp-traf1 forward 2
202.112.51. 96 Chi na 147.237. 76. 30 hi nush. i df .i | bl ock-sp-traf 1 forward 2
202.112. 51. 96 Chi na 147.237. 76. 200 eitan aka idf.il bl ock-sp-traf 1 f orward 2
202.112.51. 96 Chi na 147.237.77. 19 lawforumidf.il bl ock-sp-trafl forward 2
202.112.51. 96 Chi na 147.237.0. 15 kosher-kravi .i df.il|bl ock-sp-traf 1 forward 2
180. 97. 106. 162 Chi na 147.237.77. 205 prisha.idf.il B ock Np Al Net drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock_UWp Al _Nets drop 1
180. 97. 106. 162 Chi na 147.237.77. 243 nobi | e.idf.il B ock Np Al _Net drop 1
180. 97. 106. 162 Chi na 147.237.76. 176 test.ncore.idf.il |Bock Np All Net dr op 1
180. 97. 106. 162 Chi na 147.237.77. 176 nat pash. i df . i | Bock Np Al Net drop 1
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|Top Attackers In IPS|
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|Top Attackers In |D|

‘ Target Address

At acker
Gountry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
179. 43, 141. 214 |147.237. 76. 39 |Sai tzerl and nobi | e. nei tav.idf.i|[ET SCAN Potential SSH Scan 1
109. 65. 31. 220 [147. 237. 72. 166 || srael akaidf.il portscan: TCQP D stributed Portscan 1
108. 61.228. 79 [147.237.77.179|lnited Sates e mazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
89. 138. 184. 217 (147. 237. 77. 216 || srael dover.idf.il portscan: TCQP D stributed Portscan 1
46.117.152. 71 |147.237.72. 166 I srael akaidf.il portscan: TCQP D stributed Portscan 1
179. 43. 141. 214 [147.237.77.19 |Sntzerland lavforumidf.il [ET SCAN Potential SSH Scan 1
124.83.47.56  |147.237.0.33  |Fhili ppi nes il ET S(‘ﬁN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
108. 61.228. 79 |147.237.77.179|lhited Sates |e.nazi.idf.il ET SCAN NVAP -sS w ndow 2048 1
108. 61.228. 79 |147.237.77.179|Wnited Sates |e.nazi.idf.il ET SCAN NVAP -f -sS 1
61.182.170.38 |147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
31.210. 187. 145 (147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Ret r ansm ssi on

Packet dropped.

212.76.124. 149 |l srael 147.237.76. 200 |ei tan. aka.i df .i | > dro 110
Ret r ansm ssi on Packet dr opped. P
Sreaning Engine: TGP Invalid i i SSi
66.249.66.61  |lUited Sates |147.237.72. 166 |aka idf.il 9 =g nval i d segnent retransmssi on. drop 36
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
79.180.167.63 [l srael 147. 237. 76. 200 |ei tan. aka. i df . | 9 =g Inval i d segnent retransmssi on. drop 27
Ret r ansm ssi on Packet dr opped.
66. 249. 93. 79 Eur ope 147.237.77.233|atal .idf.il drop First packet isn't SYN drop 23
66.249. 93. 74 Eur ope 147.237.77.233|atal .idf.il drop First packet isn't SN drop 21
66. 249. 93. 87 Eur ope 147.237.77.233|atal .idf.il drop First packet isn't SN drop 17
2.53.185. 224 I srael 147.237.0.19 |nadimatal.idf.il[SYN At t ack SYN -> SYN-ACK -> RST rej ect 14
reaming BEngine: TCP Invali i i SSi
109. 67. 176. 142 i srael 147, 237.76. 200 |ei tan aka i or.i1 || SAM NG Engine: TP Invalid  Jinvalid segnent retransnission drop 8
Ret ransm ssi on Packet dr opped.
46.19. 85. 231 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d AGK nunber aert 6
Sreaning Engine: TQP Invalid i i sSi
109. 253. 227. 144| srael 147. 237.77. 243 |robile. i of .| 9 =9 Invalid segent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi
5.102.195.13  |israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
46. 19. 85. 231 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or 6
reamn ine: TCP Invali i i Ssi
79.182.151. 185 |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TGP alid  |invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi
109. 66. 14. 239 I srael 147.237.72. 166 |aka. i df . 9 =g vl i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
81.218. 143. 206 |Israel 147.237.76.42 |refuah.idf.il  |Bad TCP sequence SINAK retransmt wih different opvor s
w ndow scal e
. . SYNHAK retransmit with different .
46.19. 85. 32 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal 6 noni t or 5
176. 198. 170. 149|Ger nmany 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
. . SYNHAK retransmit with different .
46.19. 85. 32 I srael 147.237. 77. 216 |dover.idf i1 Bad TCP sequence i ndow scal noni t or 5
81.218. 143. 206 |l srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
94. 230. 86. 104 |Israel 147.237.72. 167 |ishurimaka.idf .i|Bad TCP sequence Invalid AGK nunber noni t or 4
81.218. 138. 243 |l srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or 4
177.185.192.50 |Brazil 147. 237. 72. 156 |anan. i df .i | dr op SAMirul e drop 4
Sreaning BEngine: TCP Invalid i i ssi
71.178.53.190 |Uited Sates |147. 237.76. 200 |eitan. aka. i df il 9 =9 Inval i d segnent retransmssi on. drop 4
Ret r ansm ssi on Packet dr opped.
177.185.192. 50 |Brazil 147.237.77.74 [lawidf.il dr op SAMrul e drop 4
Sreaning Engine: TQP Invalid i i ssi
84.110.110. 211 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi
199.203. 62. 65 | srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
79.183.201.26 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
2.53.4.31 I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
109. 67.176. 142 |l srael 147.237.76. 200 |eitan. aka.idf.il |dr op Frst packet isn't SN drop 3
Sreaning BEngine: TP Invalid i i ssi
79.182.3.94  |israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
79.178.8.92 I'sr ael 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TP Invalid i i ssi
109. 253. 159. 78 |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i ssi
87.70.79.196 | srael 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TGP Invalid i i ssi
66.249.93.170  |Eur ope 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
131. 216. 48. 254 |Lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaning BEngine: TGP Invalid i i ssi
185. 120. 126. 24 |l srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
5.22.134.212  |israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
89. 138. 184. 217 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid AGK nunber noni t or 3
Sreaning Engine: TGP Invalid i i SSi
79.179.32.18  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreaning BEngine: TP Invalid i i ssi
87.70.85.70  |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
188. 120. 154. 20 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning BEngine: TCP Invalid i i ssi
46.200.60.60  |Wraine 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreamng Engine: TGP Invalid i i ssi
81.218.143.38 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TP Invalid i i Ssi
79.183.38.198 | srael 147.237.72. 166 |aka i f .11 g =g nvali d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
82.80.36.186  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
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Attacker Address count ry Target Address |Ste Signature
Sreaning Engine: TCP Invalid i i ssi

31. 154. 254. 160 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi

80. 246. 136. 185 |Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g nval i d segnent retransmssi on. drop
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

109. 64. 204. 166 | srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop
Ret r ansm ssi on Packet dr opped.

46.19.85.107  |israel 147.237.77. 176 |matpash. idf.i1  |SYN At t ack SYN -> SYN-ACK -> RST rej ect
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
46. 19. 85. 136 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 144
2.53.15.5 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response CQode B ock 94
185. 32. 179. 140 |l srael 147.237.0.19 |[madi matal .idf.il Dstributed Suspicious Response Code B ock 76
2.53.185.224 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 47
46.19. 85. 112 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 41
109. 253. 202. 139]I srael 147.237.0.19 |[madi matal .idf.il Dstributed Suspicious Response Code B ock 6
90. 162. 241.7 Spain 147.237.72.166 [aka. i df . i | mu;;:ri Id?(.eidl /'\,:Te:aihrzci;i (;32/ gl\nsh;rzri cat i onser vi ce. asnx/ get aut huser Bl ock 6
80.246.130.84 [Israel 147.237.76.42 |refuah.idf.il Suspi ci ous Response Code B ock 5
2.53.3.185 I srael 147.237.0.19 |nadimatal .idf.il O stribut ed Suspicious Response Gode B ock 3
157.55. 2. 172 Lhited Sates [147.237.77.216|dover.idf.il Dstributed Uhauthorized URL Access on www idf.il/error. htm B ock 3
80. 246. 136. 213 [Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock 3
37.26.149.194 |Israel 147.237.0.19 |nadimatal .idf.il O stribut ed Suspicious Response Gode B ock 3
212.129.61.93 |France 147.237.77.216|dover. i df .i | D stributed Suspici ous Response Code B ock 3
157.55.39.234 |Wited Sates [147.237.77.216|dover.idf.il Ostributed Waut hori zed URL Access on waw i df.il/error.htm B ock 2
65.55.210.164 |Lhited Sates [147.237.77.216|dover.idf.il Dstributed Lhaut hori zed URL Access on waw idf.il/error.htm B ock 2
90.162. 241. 7 Sai n 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 90. 162. 241. 7 B ock 2
207.46.13. 31 Uhited Sates [147.237.77.216|dover.idf.il Ostributed Wnaut horized URL Access on waw idf.il/error.htm B ock 2
90.162.241.7  |Spain 147.237.72. 166 |aka. i df . i | m”;::rii dzlf’?l b’; ﬁf;ieysjs /tcj’ef . asp. span Bl ock 1
66.249.93.110 I srael 147.237.77.233|atal . i df . i | ot red Mo hor zed W _A:;:;fs on Bock |1
202.112.51.96 [China 147.237.0.15 |kosher-kravi.idf.il |Wauthorized URL Access to www paypal . cont Bl ock
37.26.147.246 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1134-he/atal . aspx  [B ock

130. 185. 155. 10 |Sweden 147.237.72. 166 [aka. i df . i | PHP Att enpt B ock 1
46.117.196. 250 |Israel 147.237.72. 166 |aka. i df . i | m”;?:ri'df’?l /u?e‘s(ﬁcfjisf;f ol | onr esour cef creat of B ock 1
217.132.55.21 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
109. 65. 153. 112 |Israel 147.237.72. 166 |aka. i df . i | m;&:lf deféi ﬁi;t :/Oéii ;lfsd/ a'”u?h';?si fcgtr : ;"so:r"VILC’:‘aZEX/ qetauthuser |2 K 1
68.180.230.45 |lhited Sates |147.237.76.42 |[refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
202.112.51.96 [China 147.237.76.200(ei tan. aka. i df . i | Unaut hori zed URL Access to www paypal . cont B ock 1
130. 185. 155. 10 |Sweden 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wwn aka. i df .il/wp-1ogin. php Bl ock 1
85.65.8.6 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 1518- he/ r ef uah. aspx |B ock 1
220. 255. 146. 215|9 ngapor e 147.237.77. 216 |dover.idf .il Ostributed Waut hori zed URL Access on waw idf.il/error.htm B ock 1
2.53.15.5 I srael 147.237.0.19 |nadimatal .idf.il Untraceabl e SSL Sessions: (pen Mde None 1
109. 65.241.84 |l srael 147.237.72. 166 |aka. i df . i | m”;k?i ?Tﬁﬁa?b%&%ﬁgmm 'n None 1
77.72.150.241  |Net herl ands 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ changel og. t xt B ock 1
202.112.51.96 |China 147.237.77.19 |lawforumidf.il Unhaut hori zed URL Access to waww paypal . cond Bl ock 1
37.142.72.126 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ favi con. i co B ock 1
131.253.25. 145 |lhited Sates |[147.237.77.216|dover.idf.il Ostributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
66.249.66. 174 |l srael 147. 237.72. 166 |aka. i df . i | ﬂ?“tzggr ;;lecletﬁaﬁfgisiutsj’gener ol . aspx B ock 1
185. 89. 217. 234 |Net her| ands 147.237.77. 216 |dover. i df . i | Ostributed Waut hori zed URL Access on waw idf.il/error.htm B ock 1
79.179.32.18  |israel 147.237.72. 166 |aka. i df . i | m";kfi Zfrﬁr;er;?zlgxmﬁm:i;& None 1
147.96.172.96 |Sain 147.237.77. 170 |n@ar achot . i df . i | Unaut hori zed URL Access to maarachot. idf.il/71929- he/ B ock 1
66. 249. 93. 98 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1135-he/ atal . aspx  |B ock 1
185.103. 252. 5 23:;:1”' on 147.237.77. 226 \fAMIM( chanat z. aka. i d Unhaut hori zed URL Access to 147.237.77. 226/ B ock 1
31.154. 254.160 |Israel 147. 237.72. 166 |aka. i df . i | 'OL'rigei' ’ i?r“ageegfing:i:;;f;oi)gcﬁi’ fm’j IV kapat z/ /1 esi012 B ock 1
109. 253. 227. 144|I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
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