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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Site

Signature

Device Action

Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il B ock_Ip V¢b_In drop 4059
69. 30. 226. 101 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 forward 2
204.12.196. 235 Lhited Sates 147.237.77. 19 lawforumidf.il bl ock-sp-trafl forvard 2
69. 30. 198. 146 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il bl ock-sp-traf 1 f orvar d 2
204.12. 196. 236 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 forward 2
69. 30. 202. 226 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-traf 1 forvard 2
173. 208. 197. 253 Lhited Sates 147.237. 76. 42 refuah.idf.il bl ock-sp-trafl forward 2
180. 97. 106. 161 Chi na 147.237.77. 226 vy chanat z. aka. i df . i | B ock Np All _Net dr op 1
94. 102. 49. 116 Net her | ands 147.237.76. 30 hi nush. i df . i | Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry Signature
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
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|Top Attackers In FW |

A tacker

count ry Target Address |Ste Signature
46.120. 166. 164 |l srael 147.237.77. 233 |atal i df il Bad TCP sequence SN retransmt with i fferent moni tor |76
w ndow scal e
37.124.195. 156 |[Saudi Arabia |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 45
reanming BEngine: TCP Invali i i ssi
87.60.78.78  |israel 147, 237.76. 200 [ei tan aka i of 1 | S NG Engine: TP Invalid  invalid segnent retransnissi on. drop 36
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
176.13.4.219  |israel 147. 237.72. 156 |anan. i of . i 9 =9 nval i d segnent retransnission. drop 30
Ret r ansni ssi on Packet dr opped.
reanming BEngine: TCP Invali i i ssi
2.53.30. 84 I sr ael 147. 237.77. 243 |robi | e. i of .| Streaming Engine: TCP Invalid invalid segnent retransnission drop 21
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
66.249.66.61 |United Sates |147.237.72. 166 |aka idf. il 9 =9 nval i d segnent retransnission. drop 18
Ret r ansni ssi on Packet dr opped.
212.179. 219. 26 |l srael 147.237.77. 234 |hal ag.idf.i | Bad TCP sequence Inval id ACK nunber noni t or 16
Sreaning Engine: TCP Invalid i i ssi
79.180.136. 61 |l srael 147. 237. 72. 167 |i shuri maka. i df .i | 9 =g Invalid segnent retransmssion. drop 15
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
176.13.17. 134 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segment retransmssion. drop 12
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
5.144.62.43  |Israel 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dr opped.
212.179. 219. 26 |l srael 147.237.77. 234 |hal ag.idf il SYN At tack SYN -> SYN-ACK -> RST rej ect 11
79.182.147.73 |Israel 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop
41.239.11.239 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
Sreaming Engine: TGP Invalid i i ssi
176.13.12. 234 |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segment retransmssion. drop 9
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
82.80. 181. 226 |l srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
79.179.141. 33 [israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segment retransmssion. drop 9
Ret ransni ssi on Packet dropped.
212.179. 219. 26 |l srael 147.237.77. 234 |hal ag.idf i drop First packet isn't SW drop
79.180. 136. 61 |l srael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Invalid ACK nunber moni t or
Sreanming Engine: TCP Invalid i i ssi
87.69.153.226 |Israel 147.237.76. 200 |ei tan. aka. i df .| 9 =g nvalid segnent retransnssion. drop 8
Ret ransni ssi on Packet dr opped.
80. 246. 136. 178 |l srael 147.237.72. 166 [aka.i df .il Bad TCP sequence Inval i d ACGK nunber noni t or
37.46.39.204 |[lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
79.176.31.125 |Israel 147, 237.72. 167 |i shuri maka. i df . i | 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
L Sreamng Engine: TCP Invalid _
109. 67. 22. 143 |l srael 147.237.72. 166 |aka. i df .i | Checksum Inval i d checksum Packet dropped. |drop 6
212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
Sreaning Engine: TCP Invalid i i ssi
192. 114. 23. 211 |1 srael 147. 237. 77. 243 |nobi 1 e.i df .i | 9 =9 Inval i d segnent retransnssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
185.3.147.173 |Israel 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransnssion. drop 6
Ret ransni ssi on Packet dr opped.
212.179. 219. 26 |I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACGK nunber noni t or 6
93. 172. 160. 120 |I srael 147.237.76.31 |nakchal .idf.il  |Bad TCP sequence S retransmt wth different monitor |6
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
2.55.38.218  |Israel 147. 237.77. 243 |mobi l e. i . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
80. 246. 130. 203 [l srael 147.237.76.31 |nakchal .idf.il SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 6
Sreanming Engine: TCP Invalid i i ssi
79.182.34.64 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
A, SWNretransmit wth different .
46. 120. 166. 164 |l srael 147.237.0.15 |kosher-kravi.idf.i|Bad TCP sequence wi ndow scal e noni t or 6
93.173.231.81 |Israel 147.237.72. 166 [aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6
79.182.147. 73 |l srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
79. 178. 141. 206 |l srael 147.237. 72. 166 |aka.i df .i1 SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 5
176.13.4.219  |Israel 147.237. 72. 156 |aman. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 5
sl SWNretransnmit wth different .
93.172. 160. 120 |I srael 147.237.77. 216 |dover.idf il Bad TCP sequence i ndow scal e noni t or 5
66. 249. 93. 148 |Eur ope 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 5
80. 246. 136. 178 |I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 4
116. 66. 197. 134 |Nepal 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
212.179. 219. 26 |l srael 147.237.77. 234 |hal ag.idf il Bad TCP sequence Inval id ACK nunber alert 4
79.177.186. 186 |I srael 147.237.76.31 |nakchal .idf.il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 4
212.179. 219. 26 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
80. 246. 136. 178 |I srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SINWAK retransmt with different Jopniior g
w ndow scal e
. . SYNHAK retransmit with different .
79.177.186. 186 |l srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence vi ndow scal & noni t or 4
212.179. 219. 26 |l srael 147.237. 77. 216 [dover. i df i | SYN Attack SYN -> SYN-ACK -> RST rej ect
80. 246. 136. 178 |I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber aert
37.142.64.6 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
Sreanming Engine: TCP Invalid i i ssi
157.55.2.172  |Uhited Sates [147.237.76.200|eitan. aka idf. il 9 =g Invalid segnent retransnssion. drop 4
Ret ransni ssi on Packet dr opped.
. . SYNHAK retransmit with different .
80. 246. 130. 203 |l srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence vi ndow scal 6 noni t or 4
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Site Sgnature Action ‘Count
2.55.26. 198 | srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode Bl ock 55
nobi le.neitav.idf.i] o
192.114.5.10 | srael 147.237.76. 39 | O stributed Suspi ci ous Response Gode B ock 30
87.69.78.78 I srael 147.237.76.200|ei tan. aka. i df .i | Mil tipl e Unauthorized URL Access from 87.69. 78. 78 B ock 19
84.95.198.7 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 12
117.25.155. 110 [China 147.237.76.86 [navy.idf.il Mil tiple Unauthorized URL Access from 117.25. 155, 110 Bl ock 9
176.13.12. 231 |lIsrael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Gode B ock 5
109. 253. 202. 139l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 5
79.181. 98. 82 I srael 147.237.77. 216 |dover. i df . i | Unaut hori zed HTTP Met hod B ock 4
79.181. 98. 82 I srael 147.237.77.216|dover.idf .i | Unaut hori zed LRL Access to waw idf.il/sip_storage/files/4/ Bl ock 3
198.245.51.13 |Canada 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 3
- . Unaut hori zed Met hod PCBT for
93.173.135. 244 |[lIsrael 147.237.72. 166 |aka. i df . i | vown aka. i df i |/ nai Y r abanut / cont act us. aspx B ock 3
198.245.51.13 |Canada 147. 237.72. 166 |aka. i df . i | thaut hor i zed et hod HEAD f or Bl ock 3
wwn aka. i df . i |/ mai n/ hone/ def aul t . aspx
2.55. 38, 218 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock
109. 253. 225. 1071 sr ael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Gode B ock
; ] ; Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx B ock 2
Unaut hori zed URL Access to
217.195. 174. 105|Czech Republ i c 147.237.77. 176 |mat pash. i df . i | vy cogat . i df . i |/t enpl at es/ homepage/ www. yout ube. cord v/ 3g5  |Bl ock 2
lei 5nuhg
2.55.3.26 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Gode B ock 2
37.26.148.191 |lIsrael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 2
66. 102. 7. 226 Lhited Sates 147.237.77. 216 |dover.idf .il D stributed Unaut hori zed LRL Access on waw idf.il/error.htm  |B ock 2
89. 138. 40. 42 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized URL Access from 89. 138. 40. 42 Bl ock 2
; ] . Unaut hori zed URL Access to
207.46.13.178 |lhited Sates 147.237.76.31 |nakchal .idf.il vaw nakhal i df . | / 894- he/ nakhal . aspx) B ock 1
- . Unaut hori zed URL Access to
66. 249.66. 177 I srael 147.237.72.166 [aka. i df . i | 147. 237. 72. 166/ mai n/ sachar / r esour ces/ scri pt s/ noot ool s. ext.j s Bl ock !
185.3.147.245 | srael 147.237.72. 166 |aka. i df . i | llegal Byte Code Craracter in WR. /main/kapat z//resfol2 Bl ock 1
our ces/ i mages/ i nner page/ goback. gi f
39.41.55. 136 Paki st an 147.237.77. 216 |dover.idf .il Lhaut hori zed URL Access to waw i df . i |/ navy/ B ock 1
. . Unaut hori zed URL Access to
66. 249. 66. 99 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai v gi yus/ gi yus/ gener al . aspx B ock 1
141.8.183. 16 Russi an Federation |147.237.77.176 |nat pash. i df.il Lhaut hori zed LRL Access to ww cogat . idf.il/sip_ B ock 1
2.55.38.218 I srael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Gode B ock 1
89. 138. 40. 42 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df i |/ main/ Bl ock 1
. - Unaut hori zed URL Access to
66.249.78.95  |Israel 147.237.77. 216 |dover . i df . i | 147.237. 77, 216/ 1133. 10748- he/ | df gdover . aspx B ock 1
185. 3. 147. 245  |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in URL from185.3.147.245 |B ock 1
117. 25. 155. 110 [China 147.237.76.86 |[navy.idf.il Adnin Bl ocki ng B ock 1
. . Unaut hori zed URL Access to
46.120. 166. 164 |l srael 147.237.77.233(atal .idf . il 147, 237.77. 233/ 1134- he/ at al . aspx B ock 1
. . . Unaut hori zed URL Access to
87.69.78.78 I srael 147.237.76. 200 [ei tan. aka. i df . i v ei t an. aka. i df.il/tenpl at es/ opm ssi ngper son/ nobi | e Bl ock !
. . Unaut hori zed URL Access to
2.53. 36.216 I srael 147.237.76.31 |nakchal .idf.il v nakhal i df i |/t enpl at es/ general / nobi | & B ock 1
204.12.196.235 [lLited Sates 147.237.77.19 |lawforumidf.il Unaut hori zed URL Access to wwv. 369bs. cond B ock 1
- . Unaut hori zed URL Access to
79.179.164. 43 | srael 147.237.72. 156 [anan. i df . i | wan anan. i df . i1/ nodi i n/ resour ces/ i nages/ f avi con/ f avi con. png Bl ock !
. . Unaut hori zed URL Access to
66. 249. 66. 103 |l srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ @i 1/ gi yus/ gener al . aspx B ock 1
5.148.27.54 Uhi ted Ki ngdom 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . Unaut hori zed URL Access to
93.172. 160. 120 |l srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p. st or agel fi | es/ 8/ 1668. doc B ock 1
. . Unknown Paraneter ctl 00$ct | 00$cphMai n$cphSachar $ct| 37 in
84.228.0.52 I srael 147.237.72.166 |aka. i df . i | v aka, i o i |/ nai v sachar / pays! i ps. aspx None 1
188.10.117. 186 |italy 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
. nobi | e. nei tav. i df.i .
69.30.198. 146 |Whited Sates 147.237.76. 39 | Unaut hori zed URL Access to wwv app- sof t war es. cond B ock 1
117. 25. 155. 110 |Chi na 147.237.76.86 |navy.idf.il Mil tipl e Admn Bl ocking from117. 25, 155. 110 B ock 1
46.121.159. 172 |Israel 147. 237.72. 166 |aka. i df . i | thaut hori zed LR Access to Bl ock 1
viwy aka. i df . i |/ nai n/ scri pts/ css3pie. htc
. - DO stributed Whaut horized URL Access on
87.69.78.78 I srael 147.237.77. 216 |dover. i df . i | vaw i df i |/t enpl at es/ honepage mobi | e B ock 1
204.12.196. 237 |lnited Sates 147.237.72.167]i shuri maka. i df . i | |Distributed Unauthorized URL Access on waw 369bs. coni B ock 1
79.181. 98. 82 I srael 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut hori zed URL Access from 79. 181. 98. 82 B ock 1
. . Unaut hori zed URL Access to
66.249.66. 125 |l srael 147.237.76.42 refuah. i df.il 147.237.76. 42/ si p_storagel fi | es/ 8/ si ze100x0/ 2808. | pg Bock |1
Pal estinian Territory, . ] Uhaut hori zed URL Access to
176. 67. 114. 223 Qecupi ed 147.237.77.216|dover.idf . il v i df i 1/t enpl at es/ honepage/ mobi | e B ock 1
87.69.78.78 I srael 147.237.76.86 [navy.idf.il Ml tipl e Unaut horized UR. Access from87.69. 78.78 Bl ock 1
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