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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |Signature |Device Action|Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip V¢b I n drop 4063
41.239.7.110 Egypt 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 9
109. 64. 12. 74 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 6
79.177.128. 141 | srael 147.237.77.216 dover.idf.il B ock_Udp Al Nets dr op 6
31.168. 14. 82 | srael 147.237.72. 166 aka.idf.il B ock Udp Al Nets drop 3
81. 218. 65. 210 | srael 147.237.77.176 nat pash. i df . i | B ock_ UWp Al _Nets drop 3
107. 150. 32. 62 Lhited Sates 147.237.72. 167 ishurimaka idf.il bl ock-sp-traf 1 forward 2
74.91. 23. 106 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 forward 2
80. 82. 78. 38 Net her | ands 147.237.77. 233 atal.idf.il bl ock-sp-trafl forvard 2
69. 30. 226. 98 Lhited Sates 147.237.77. 226 ww chanat z. aka. i df . il |bl ock-sp-trafl forward 2
69. 30. 198. 147 Lhited Sates 147. 237. 72. 166 aka.idf.il bl ock-sp-traf 1 forward 2
74.91. 20. 194 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-trafl forvard 2
80. 82. 78. 38 Net her | ands 147.237.77. 205 prisha.idf.il bl ock-sp-traf 1 forward 2
69. 30. 202. 226 Lhited Sates 147.237.77. 235 sviva. idf.il bl ock-sp-traf 1 forward 2
107. 150. 32. 59 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-trafl forvard 2
74.91. 20. 197 Lhited Sates 147.237.77.170 naar achot . i df . il bl ock-sp-trafl forvard 2
80. 82. 78. 38 Net her | ands 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 forward 2
69. 30. 202. 228 Lhited Sates 147.237.76. 39 nobi | e.nei tav.idf.il bl ock-sp-trafl forvard 2
159. 122. 220. 135 Lhited Sates 147.237. 8. 50 e tikshuv.idf.il B ock Np Al _Net dr op 1
52.28. 32. 164 Ger many 147.237. 76. 200 eitan aka. idf.il JLMPurple Gon_ Limt_Htps drop 1
159. 104. 163. 19 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1
159. 122. 220. 135 Lhited Sates 147.237.72. 166 aka.idf.il B ock Np Al _Net drop 1
180. 97. 106. 37 Chi na 147.237.77.212 e.dover.idf.il B ock Np Al _Net drop 1
159. 104. 163. 20 Lhited Sates 147.237.77.216 dover.idf.il Invalid TGP H ags dr op 1
159. 122. 220. 135 Lhited Sates 147.237.76. 176 test.ncore.idf.il B ock Np Al _Net drop 1
159. 104. 163. 17 Lhited Sates 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
159. 104. 163. 21 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1
52.28. 32. 164 Cer many 147.237.76. 197 e hinush.idf.il JLIMPurple Gn Limt Htps drop 1
159. 122. 220. 135 Lhited Sates 147.237.77.216 dover.idf.il B ock Np Al _Net dr op 1
159. 104. 163. 18 Lhited Sates 147.237.77.216 dover.idf.il Inval i d TGP H ags dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry Signature
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il |Tehila - Perl LWP with fake user agent 1
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|Top Attackers In FW |

At acker

Devi ce

count ry Target Address |Ste Signature Action ‘Count
176.13.9. 164 | srael 147.237.0.19 |nadimatal.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 162
Sreamng Engine: TCP Invalid i i ssi
109. 64. 127. 196 |1 srael 147. 237. 76. 200 |ei tan. aka.i of . i 9 =g nvalid segnent retransmssi on. drop 81
Ret ransmi ssi on Packet dropped.
176.13.9.164  |lIsrael 147.237.0.19 |nadimatal.idf.il|Bad TCP sequence I'nval i d AGK nunber alert 80
Sreaming Engine: TCP Invalid i i ssi
5.22.130.75  |Israel 147. 237.72. 167 |i shuri maka. i of . i 9 =g nval i d segnent retransmssi on. dr op 57
Ret ransni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 64. 146. 60 |Israel 147.237.0.34 |tikshuv.idf.il 9 =9 Invalid segnent retransmssion. dr op 42
Ret ransm ssi on Packet dropped.
82.73. 45. 233 Net her | ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 21
Sreanming Engine: TCP Invalid i i ssi
66.249.66.61 |Lhited Sates |147.237.72.166 |aka idf. il 9 =g nvalid segnent retransmssi on. drop 21
Ret r ansmi ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
93. 173. 189. 129 I srael 147. 237. 72. 156 |anan. i df . | Stream g Engine P Invalid Inval i d segnent retransmssi on. drop 16
Ret ransni ssi on Packet dropped.
o SYNVACK retransmt wth different .
2.55.132.39 I srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence wi ndow scal noni t or 14
2.55.154.236 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 12
Sreamng Engine: TCP Invalid i i ssi
212.179. 40. 171 I srael 147. 237. 76. 200 |ei tan. aka.i of . i 9 =g nvalid segnent retransmssi on. drop 12
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i Ssi
24.114. 223. 254 |Canada 147. 237. 76. 200 |ei tan. aka. i of . 9 =g Invalid segnent retransmssi on. drop 10
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
94.234.170. 42 |Sneden 147. 237. 76. 200 |ei tan. aka.i of . i 9 =g nvalid segnent retransmssi on. drop 8
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i Ssi
31.168.89.228 [Israel 147.237.76. 200 |ei tan. aka. i of .| g =g nvalid segnent retransmssi on. drop 8
Ret ransm ssi on Packet dropped.
46.19.85.137  |Israel 147.237.76.31 |nakchal.idf.il |Bad TCP sequence I'nval i d AGK nunber aert 7
46.19.85.137  [Israel 147.237.76.31 |nakchal.idf.il |Bad TCP sequence I'nval i d AGK nunber noni t or 7
reamn ine: TCP Invali i i ssi
87.70.45.23  |israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid  invalid segnent retransnission, drop 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
132.66.23.64 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
109. 64. 13. 176 |l srael 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid  invalid segnent retransnission, drop 6
Ret ransni ssi on Packet dropped.
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46.19.85.191 |lIsrael 147.237.77. 234 |halag.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaming Engine: TCP Invalid i i ssi
87.68.30.194 |Israel 147. 237.72. 166 |aka i df . i 9 =g nvalid segnent retransmssi on. dr op 6
Ret ransni ssi on Packet dropped.
2.55.154.236  [lIsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber alert 6
reamn ine: TCP Invali i i ssi
79. 180. 200. 233 I srael 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid  invalid segnent retransnission, drop 6
Ret ransni ssi on Packet dropped.
2.55.154.236  [lsrael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d AGK nunber noni t or 6
Sreaning Engine: TQP Invalid i i Ssi
213.8.80.155 |[Israel 147.237.72. 166 |aka.i df . g =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
185. 27. 105. 152 |1 srael 147. 237.72. 166 |aka. i of .11 9 =g nvalid segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
109.65.136.1 |Israel 147.237.72. 166 |aka.i df . g =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
2.55.154.236 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid sequence nunber noni t or 6
Sreaning Engine: TGP Invalid i i ssi
79.179.209. 37 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
217.132.7.37 |israel 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
s SYNVACK retransmt wth different .
2.55.154.236 |Israel 147. 237. 77. 216 |dover i df .i | Bad TCP sequence wi ndow scal noni t or 5
2.55.132.39 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
185. 26. 180. 142 |Eur ope 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
5.102. 195. 158 [l srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d AGK nunber noni t or
79.182.188.22 |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence SN retransmt wth different mnitor  [5
wi ndow scal e
5.102. 254. 151 |l srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d AGK nunber noni t or 5
5.102.242.38 |[lIsrael 147.237.0.34 |tikshw.idf.il |Bad TCP sequence I'nval i d AGK nunber noni t or 4
79.176. 84. 208 |Israel 147.237. 72. 156 |anan.i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
2.53.24. 160 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
79.176.84.208 |Israel 147.237. 72. 156 |anan. i of . i Bad TCP sequence SAXK retransmt with different Joooiior g
wi ndow scal e
46. 19. 86. 126 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
79.176.84. 208 |l srael 147. 237. 72. 156 |anan. i of .i SYN Att ack SYN -> SYN-ACK -> Ti neout alert 3
Sreaning BEngine: TQP Invalid i i SSi
207.232.27.5 |israel 147.237.72. 166 |aka.i df . i1 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
66. 249. 93. 184 |Eur ope 147.237.72. 166 |aka. i df . 9 =g Invalid segnent et ransmssi on. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i SSi
79.182.236.26 |Israel 147.237.72. 166 |aka.i df . i1 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
176.13.13. 154 |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
5.102.195.128 |Israel 147. 237. 77. 216 |dover .i df .i | Bad TCP sequence I'nval i d AGK nunber moni t or 3
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Sreaning Engine: TGP Invalid

149.78.25.226 |Uhited Sates |147.237.72.166 |aka idf.il ) = nval i d segnent retransmssi on. drop
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

79.180. 61. 104 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssi on. drop
Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
46. 121. 30. 84 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 207
176.13.9. 164 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 116
46.19. 85. 177 I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 67
79.180.116.19 |Israel 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 54
79.180.116.19 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 48
Uhaut hori zed URL Access to
192.116.1. 73 | srael 147.237.77. 176 |mat pash. i df . i | W cogat . i df . i |/tenpl at es/ homepage/ waw. yout ube. cond v/ 3g51ei 5n |B ock 7
uhg
204.154.185.2 |wited Sates |147.237.77.216|dover.idf.i | Ostributed Waut hori zed URL Access on waw i df.il/error. htm B ock 6
109. 253. 224. 227|| sr ael 147.237.77. 216 |dover. i df .i | Distributed Uhauthorized URL Access on waw idf.il/error. htm B ock 3
109. 253. 224. 255] srael 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 2
79.180.113. 47  |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 2
5.29.121.30 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 2
46. 19. 85. 39 I srael 147.237.77. 216 |dover.idf . il Abnormal |y Long Request net hod B ock 1
80. 82. 78. 38 Netherlands [147.237.77.233|atal .idf.il Unaut hori zed URL Access to www bai du. coni cache/ gl obal /i ny/ gs. gi f [B ock 1
74.91. 23. 106 Lhited Sates |147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to ww app- sof t war es. cont B ock 1
66.249.78.159 |l srael 147.237.77. 216 |dover . i df . i | Dstributed Wnaut horized URL Access on waw idf.il/error.htm B ock 1
Uhknown Paraneter catld in
217.132.84.43 |[Israel 147.237.72. 166 |aka. i df . i | wwwe aka. i df . i |/ mai n/ gi yus/ mai n/ gi yus/ r esour ces/ i nages/ nast er/ f avi co [None 1
n.gif
2.53. 154. 65 I 'srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to vww aka.idf.il/vww tikshuv.idf.il B ock 1
69.30.226.99  |lhited Sates [147.237.77.234|hal ag.idf.il Unaut hori zed URL Access to ww 369bs. cond B ock
66.249. 66. 123 I srael 147.237.76.42 |refuah.idf.il ﬂ?”;g?r;;egyﬁpﬁfsfjg;ﬂl | es/ 6/ i 26100X0/ 3156, | pg Bock |1
46. 19. 85. 39 I srael 147.237.77.216|dover. i df . i | Illegal HITP \ersion B ock 1
84.111.85.131 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
79.179.209.37 [Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 79.179. 209. 37 B ock 1
68.180.230.184 [lhited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
132. 66. 23. 64 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method CPTIONS for ww aka. i df .il/ B ock 1
79.181.12.236 |Israel 147.237.77. 216 |dover.i df . i | Uhaut hori zed LRL Access to wawidf.il/https:/wanidf.il/ B ock 1
5. 28.166. 82 I srael 147.237.76.86 |navy.idf.il PHP Att enpt B ock 1
74.91. 20. 194 Uited Sates [147.237.77.74 |lawidf.il Unaut hori zed URL Access to waww ps780. cond B ock 1
66. 249.66. 174 I srael 147.237.72.166 [aka. i df . i | ﬂ?Ung(;f ;ZzéciGLGJ/q_mﬁizsascr:a?/ r esour ces/ i nages/ nenu- endi ng. gi f Bl ock !
46. 19. 85. 39 I srael 147.237.77. 216 |dover.idf .i | Mal formed URL _pk_ses. 20. 8af c=* Bl ock 1
105. 225. 231. 141|South Africa [147.237.77.216|dover.idf.il Paraneter Type Mol ation SearchText in wwidf.il/1065-en/ dover. aspx [Bl ock 1
79.179.209.37 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/mai n/ hore/ gi yus B ock 1
69.30.198.147 |Wnited Sates |147.237.72. 166 |aka. i df .i | D stributed Unauthorized URL Access on waww app- Sof t war es. cond B ock 1
132. 66. 96. 43 I srael 147.237.77.74 |lawidf.il \;P;,i\,r,\,argmeir dfTYFF/\gsgljtei/;;t ':a:t ?sf;ibader 18uckeader Sear chstxt Search 11 (g ooy 1
46.121. 30. 84 I srael 147.237.0.19 |nadimatal .idf.il SSL Untraceabl e Connection - Cpen Mde None 1
79.182.188.22 [Israel 147.237.76. 42 |refuah.idf.il Unaut hori zed LRL Access to 147.237.76. 42/ styl el shared/ reset . css B ock 1
5. 28. 166. 82 I srael 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df.il/xmnrpc. php B ock 1
74.91. 20. 197 Lhited Sates [147.237.77. 170 |n@arachot . i df . i | Distributed Unauthori zed URL Access on www. ps780. cord B ock 1
66. 249. 69. 26 I srael 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to wawidf.il/error.htm B ock 1
Unknown HTTP Request Met hod
46. 19. 85. 39 I srael 147.237.77. 216 |dover.i df .i | k_i d. 20. 8af c=443af cd340d0c33b. 1460994657. 1. 1460994657. 14609 |B ock 1
94657.; in URL _pk_ses. 20. 8af c=*
107.150.32.62 |lhited Sates |147.237.72.167|i shurimaka.idf.il Distributed Unauthori zed URL Access on www ps780. com B ock 1
69.30.202.228 |hited Sates [147.237.76.39 |nobile. neitav.idf.il [Wauthorized URL Access to ww 369bs. cond B ock 1
149. 88. 114. 202 |Israel 147.237.77. 216 |dover. i df . i | multdfhorl 'I /Z:Id aIL/f:i‘ t/;/CtC:rsr; att?asl controll er. asp Bock |1
66. 220. 145. 246 |lhited Sates |147.237.72.166|aka. i df .i | Post Request - Mssing Gontent Type B ock 1
80. 82. 78. 38 Net herl ands  [147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to www bai du. comi cache/ gl obal /i ng/ gs. gi f [B ock 1
74.91.20.198  |lhited Sates |147.237.77.176 |nat pash. i df . i | Distributed Unauthorized UR. Access on ww ps780. cond B ock 1
66.249.78.95  |Israel 147.237. 77. 216 |dover . i df .i | D e e el i adover . aspx Bock |1
204.154.186.2 |Wited Sates |147.237.77.216|dover.idf.i | Ostributed Wnaut horized URL Access on waw idf.il/error.htm B ock 1
46. 19. 85. 129 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
69. 30. 226. 98 Lhited Sates [147.237.77. 226 \é\:W\il'l(:hanat z.aka. | D stributed Unaut horized URL Access on ww 369bs. cor B ock 1
157. 55. 39. 90 Wited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
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