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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |[Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il B ock_Ip V¢b_In drop 3995
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 658
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock UWp Al Nets drop 9
212.199.182. 150 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 8
37.46. 39. 193 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
74.91. 23. 107 Lhited Sates 147.237.77.170 naar achot . i df. il bl ock-sp-traf 1 forward 3
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
204. 12. 196. 235 Lhited Sates 147.237. 76. 200 eitan aka.idf.il bl ock-sp-traf 1 f orward 2
107. 150. 46. 36 Lhited Sates 147.237. 76. 86 navy.idf.il bl ock-sp-traf 1 forward 2
107. 150. 46. 38 Lhited Sates 147.237.76. 147 chinuch. aka.idf.il |bl ock-sp-trafl f orward 2
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il JLM Under _Attack Con Htp drop 2
101. 201. 147. 32 Chi na 147.237. 76. 30 hi nush. i df . i | bl ock-sp-traf 1 forward 2
69. 30. 198. 146 Lhited Sates 147.237.77. 19 lawforumidf.il bl ock-sp-traf 1 forward 2
79.178. 169. 35 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
107. 150. 32. 58 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 forvard 2
69. 30. 226. 100 Lhited Sates 147.237.76. 86 navy.idf.il bl ock-sp-traf 1 f orvar d 2
80. 246. 136. 213 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
74.82.47. 37 Lhited Sates 147.237.77. 234 hal ag.idf.il B ock Udp All _Nets dr op 1
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
192. 115. 177. 202 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

At acker

Signature

Count ry
79.181. 180. 112 |147. 237. 72. 166 |1 srael aka.idf.il portscan: TCP D stributed Portscan 1
66.249. 79 107 1147 237 72. 166 | ted Sates ke idr i1 SER\/ER—_APAO—E Apache nmod_ssl non-SSL connection to SSL port denial 1
of service attenpt
54.72.73.168 [147.237.77.216Irel and dover.idf.il portscan: TCP D stributed Portscan 1
213.8.173.237 [147.237.77. 2161 srael dover.idf.il portscan: TGP D stributed Portscan 1
37.26.149. 156 [147.237.72. 166 [ srael akaidf.il ET SCAN NVAP -sA (2) 1
132. 68. 129. 138 |147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
5.22.135.143 [147.237.77. 2161 srael dover.idf.il portscan: TGP D stributed Portscan 1
109. 64. 252. 244 |147.237. 72. 166 || srael akaidf.il portscan: TCP D stributed Portscan 1
106. 186. 113. 67 |147. 237. 76. 44 |Japan erefuah.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
91.135. 102. 191 [147. 237. 72. 166 |1 srael akaidf.il portscan: TGP D stributed Portscan 1
80.179. 69. 252 [147. 237.77. 216 |1 srael dover.idf.il portscan: TCP D stributed Portscan 1
79.178.105. 46 [147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
66.249. 64. 102 [147.237.77.170|thited Sates |[nmarachot.idf.il|ET SCAN NVAP -sA (2) 1
46.121. 239. 176 |147. 237. 72. 166 || srael akaidf.il portscan: TCP D stributed Portscan 1
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 1
37.26.147. 183 [147.237.77. 2161 srael dover.idf.il portscan: TGP D stributed Portscan 1
109. 253. 225. 60 [147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
2.53.45. 34 147.237.77. 216 I srael dover.idf.il  |portscan: TGP D stributed Portscan 1
109. 64. 143. 241 |147.237. 77. 216 || srael dover.idf.il portscan: TGP D stributed Portscan 1
104. 219. 238. 10 [147.237.0.35 |Uhited Sates |akavs.idf.il ET SCAN NVAP -sS w ndow 1024 1
84.228.166.51 |[147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Devi ce

A tacker

Attacker Address count ry Target Address |Ste Signature Action ‘Count

167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df il dr op First packet isn't SWN drop 221

66.249.83.242 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 80

66. 249. 83.248 |lWhited Sates [147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 72

66.249.83.245 |lLhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 55

78.109. 28.237 |Wkraine 147.237.76.197 |e.himush.idf.il |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent  [dr op 18

167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 17
Sreaning Engine: TQP Invalid i i SSi

109. 226. 22, 157 |Israel 147. 237. 72. 166 |aka i df . i | 9 =g Inval i d segnent retransmssi on. drop 15
Ret ransni ssi on Packet dr opped.

41.77.138. 90 Egypt 147.237.76.197 |e.hinush.idf.il |Geo-| ocati on enfor cenent Geo-l ocati on inbound enf orcenent [drop 14

46. 19. 85. 149 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 13
Sreanming Engine: TCP Invalid i i ssi

87.71. 26. 91 I'srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 12
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i sSi

194. 90. 66. 9 I srael 147. 237. 76. 200 |ei tan. aka. i of . i | 9 =9 Invalid segent retransmssion. drop 12
Ret r ansm ssi on Packet dropped.

46.19. 85. 42 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACGK nunber noni t or 12
Sreaning Engine: TCP Invalid i i ssi

2.53.158.135  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansmi ssi on Packet dr opped.

46.19. 85. 149 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 12

46.19. 85. 17 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber noni t or 10

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 10

192. 115. 177. 202|I srael 147.237.72. 167 |ishurimaka.idf .i[SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
Sreanmng Engine: TCP Invalid i i ssi

31.168.247.70 |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 9
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi

89.138. 115. 115 |Israel 147. 237.76. 200 |ei tan. aka. i of .| g =g nvalid segnent retransmssion. drop 8
Ret ransm ssi on Packet dr opped.

46. 19. 85. 149 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber noni t or 7

46. 19. 85. 149 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber alert 6
Sreaning Engine: TCP Invalid i i SSi

212. 143. 134. 129|I srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

79.182.107.91 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.

2.53.33.52 | srael 147.237.72. 156 |anan.idf . il SYN Attack SYN -> SYN-ACK -> RST rej ect 6

46. 19. 85. 227 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid AGK nunber noni t or 6
Sreaning Engine: TAP Invalid i i sSi

176.13.3.180  [Israel 147. 237.77. 243 |nobi le.i df . i1 9 =9 Invalid segent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.

185. 32, 179. 186 |l srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TCP Invalid i i ssi

176.13.5.195  |israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.

46.19. 85. 17 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid AGK nunber alert 6

212.117.136.6 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6

62.219. 239. 102 |Israel 147.237.77. 176 |nat pash. i df . i1 dr op First packet isn't SYN drop 6

66.102.9.91 Lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 6

212.199. 182. 150]I srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5

94.159.178.70 |Israel 147.237.77. 176 |natpash.idf.il  [SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

37.26.147.147 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence noni t or 4
Sreaming Engine: TCP Invalid i i ssi

31.168. 133. 226 |Israel 147. 237.76. 200 |6 tan. aka.i of . il 9 =9 nval i d segnent retransmssi on. drop 4
Ret ransmi ssi on Packet dr opped.

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4

66.102.9.101 Lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 4

66. 249. 93. 93 Eur ope 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 4

31.168.227. 138 |Israel 147.237.77.74 |lawidf.il dr op First packet isn't SN drop 4

107.6.123.226 |9 ngapore 147.237.76. 197 |e.hinush.idf.il |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent |drop 4

46. 19. 85. 239 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 4

147.235.8.51 I srael 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4

37.26.147.147 |israel 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid AGK nunber noni t or 4
Sreanming Engine: TCP Invalid i i ssi

79.182.23.102 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi

2.53.17. 179 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.

37.46.38. 188 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval id ACK nunber noni t or 3

147.235.8.51  |Israel 147.237. 77. 216 |dover . i f . i1 Bad TCP sequence SINWAK retransmt wih different | oo |3

W ndow scal e

46. 19. 85. 227 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid AGK nunber aert 3
Sreaning Engine: TQP Invalid i i sSi

212.199. 195. 166 srael 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 85. 213 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 209
2.53.169. 161 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 154
46.19. 86. 185 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 6
212.199.93.122 |[lIsrael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 212.199. 93. 122 Bl ock 5
213.57.91.199 |[Israel 147.237.0.34 |ti kshuv.idf.il Unaut hori zed HTTP Met hod B ock 5
2.55.10. 212 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 4
46. 19. 86. 188 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 4
176.13.13.175 |lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
46.19. 86. 82 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
85. 65. 74. 185 | srael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Gode Character in LRL B ock 3
65. 55. 213. 31 ;ﬂ;ttee: 147.237.77.216|dover . i df .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 3
40.77.167.25 g‘;tt:: 147.237.77. 216 |dover.i df .i | Ostributed Whaut hori zed URL Access on ww i df.il/error. htm B ock 3
. - D stributed Lhaut hori zed URL Access on
87.71.74. 170 I srael 147.237.72. 166 |aka. i df . i | v aka, i df i1/ i/ sachar/ undefi ned B ock 2
46. 19. 85. 156 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock
85. 65. 74. 185 I srael 147.237.72. 166 [aka. i df . i | Mil tiple Aobnormal |y Long Request from 85. 65. 74. 185 Bl ock
85. 65. 74. 185 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Code Character in Method from 85. 65. 74. 185 B ock
. . Unaut hori zed URL Access to
77.127.160. 188 |l srael 147.237.77. 216 |dover . i df . i | voww i df i 1/t enpl at es/ t enpl at econt r ol s/ gener i o/ B ock 2
85. 65. 74. 185 I srael 147.237.72. 166 |aka. i df . i | Ml tiple Ml formed URL from 85. 65. 74. 185 B ock 2
212.235.62.200 |Israel 147.237.77. 216 |dover.i df . i Unaut hori zed HTTP Met hod B ock 2
85. 65. 74. 185 | srael 147.237.72. 166 |aka. i df . i | Mul tiple Unknown HTTP Request Method from 85. 65. 74. 185 B ock 2
212.235.62.200 |[Israel 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to wwwu i df . i|/hebrew organi zati on/ nakhal B ock 2
213.8.63.16 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
66.249. 66. 177 |l srael 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df . il/banahane Bl ock 1
80. 246. 130. 192 |l srael 147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to wwwy nakhal . i df.il/tenpl ates/general /mobile |[B ock 1
108. 58. 47. 82 g];::: 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to www i df.i|/894-en/i df gdover. aspx B ock 1
66.249.83.245 |lsrael 147.237.77.216|dover.i df .i | Dstributed Whaut hori zed URL Access on wawidf.il/error.htm Bl ock 1
NULL Character in Method
85. 65. 74. 185 I srael 147.237.72. 166 |aka. i df . i | UGza>»8EA] [#27] | xO A[ [#19] 1 GL) [ [#26] ] } MeU- r Uog [ #16] ] [ [ #0] ] TdO>m |B ock 1
@/ \ 44111 HO y" W Jo | F¥r [ [ #27] ] ncieduWJ®© 1 yaT ®
46.222.186.24 |Spain 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to maarachot . idf.il/71929- he/ B ock 1
. . . Unknown Parareter &np;l in
212.143. 134. 129l srael 147.237.76.200|ei tan. aka. i df . i | v ei tan aka. i o i |/t enpl at es/ sendt of ri end sendt of ri end. aspx None 1
Illegal Byte Qode Character in Paraneter Nane ZRE7Fn—<boe NENZWAQD,
Co ut )" I <Xye2<x] 1 #1[ [ 11#2[ [ 6'69Uk-0] ] j x$+5XUg[ [ #12:%%
85. 65. 74. 185 I srael 147.237.72. 166 |aka. i df . i | = ; 5 o R B ock 1
@[ #14]]; P [#24] 1 T[#29]] <[ [ Zp#1%#] ] pot'gj ~[ [ D#15[ []]#28Y4] - 0 «
. ) e\
Lhited . . .

169. 229. 3. 91 Sates 147.237.77.235|sviva.i df . i | Mal for med URL Bl ock 1
74.91. 23. 107 g‘;tt:: 147.237.77. 170 |nmar achot . i df . i | Unaut hori zed URL Access to ww app- sof twar es. conf B ock 1
- - Unaut hori zed URL Access to
66. 249. 78.236  |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st oragel {1 | es/ 7/ 2347. | pg B ock 1
89.139. 154. 225 |[Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka. idf.il/wantikshuv.idf.il B ock 1
212.199. 93. 122 |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod HEAD for v aka. i df . i1/ mai n/ gi yus/ | ogi n. aspx B ock 1

W, chamat z. aka. | |uhaut hori zed URL Access to
80. 246. 130. 244 |l srael 147.237.77. 226 df il whw chanat z. aka. i df . i 1/t enpl at es/f ag/ nobi | Bl ock 1
185.27. 105. 179 |l srael 147.237.72. 166 |aka. i df . i | D stributed Whaut horized UR. Access on wuw aka. i df .il/main/ Bl ock 1
109. 253. 208. 180! srael 147.237.77. 176 [nat pash. i df . i | Whaut hor i zed UR. Access to waw cogat . i df . il/894-ar B ock 1
66.249. 83.248 |[Israel 147.237.77. 216 |dover.i df .i | Dstributed Unhaut hori zed URL Access on wawidf.il/error.htm B ock 1
NLL Character in URL rdon[ [#19] TG [#1]] Y[ [#22]]
D [[#2311°¢i Y [#28] 1 [ [#7]] cE€ €[ [#0] ] 71#{ [ ez] ] BYri * "+ UBSS[ [ #12] ] pZ =8,
85.65.74.185  |Israel 147.237.72. 166 [aka. i df . i | [ [#6]]5 [[ 45" go- G}] | N"G2108f v wf QB[ [#17]] drsl "eymit [ [#31]] qU° Bl ock 1
«, U<y,
50. 62. 161. 6 g‘;tt:: 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to tikshuv.idf.il/wordpress/wp-adnin/ B ock 1
213.57.91.199 |[Israel 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to wan ti kshuv.idf.il/sip_storage/files/ O/ B ock 1
- . SS. Lhtraceabl e Gonnection - Protocol violation
2.55.185. 8 I srael 147.237.77. 216 |dover . i df . i | (SSL CONN LI ENT FELLO) None 1
. . . Unknown Paraneter anp;rnd in
212.143.134. 129l srael 147.237.76.200 [ei tan. aka. i df . i wwy ei tan. aka. i df. i |/shared/ aj ax/ cr eat ecapt chai nage. aspx None !
85.65.74.185  [Israel 147.237. 72. 166 [aka. i df . i | g.gggal Byte (e Character in Paraneter \elue at 8 for mi#16[Jdomm v g oy 1y
169. 229. 3. 91 g“;:s 147.237.77.235|sviva.i df . i | Unknown HTTP Request Met hod +8«8[[#8]] in URL B ock 1
66.249.78.253 |[Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots. txt B ock 1
98. 130. 0. 237 g;g: 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to tikshuv.idf.il/wp/ wp-admn/ B ock 1
85.14. 244. 114  |Ger many 147.237.77. 176 |mat pash. i df . i | O stributed Suspicious Response Code B ock 1
195. 160. 242. 40 |l srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/tenpl at es/ honepage/ nobi | e B ock 1
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