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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip Véb I n drop 4006
94.159. 152. 117 | srael 147.237.77. 216 dover.idf.il HTTP Page H ood Attack dr op 16
109. 65. 172. 195 | srael 147.237.77. 216 dover.idf.il B ock Udp Al Nets drop 11
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack dr op 4
82.145.211. 4 Eur ope 147.237. 72. 166 aka.idf.il Bl ock | p V¢b In drop 3
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock_Up Al _Nets drop 3
120.24.4.61 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
159. 122. 220. 135 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il|B ock Np Al _Net dr op 1
184. 105. 139. 97 Lhited Sates 147.237.0. 35 akavs. i df.il B ock Wdp Al Nets drop 1
159. 122. 220. 135 Lhited Sates 147.237.72. 217 eidf.il Block Np Al Net drop 1
159. 122. 220. 135 Lhited Sates 147. 237.76. 86 navy.idf.il Block Np Al Net drop 1

66. 249. 79. 10 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action |Oount
192.187.101.234 |thited Sates 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot B ock 4
192.187.101.234 |lhited States 147.237.77.176 |matpash.idf.il [C1000074: HTTP: nsjestic bot Bl ock 2
106. 38. 241. 144 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

66. 249. 66. 131 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 2
40.114.42.13 147.237.76. 176 Lhited Sates test.ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
2.53.5.90 147.237.72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
199. 203. 63. 97 147.237.77. 216 I srael dover.idf.il portscan: TQP D stributed Portscan 1
172.87.221.214 147.237. 0. 200 Lhited Sates . i df il ET SCAN NVAP -f -sS 1
106. 186. 113. 67 147. 237. 77. 205 Japan prisha idf.il ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 78. 38 147.237.77. 216 Net her | ands dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
79.182. 225. 118 147.237.77. 216 I srael dover.idf.il portscan: TGP DO stributed Portscan 1
46.116.0. 72 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
2.53.170. 141 147.237.72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
172.87.221. 214 147.237. 0. 200 Lhited Sates Ay i df i | ET SCAN NVAP -sS wi ndow 2048 1
109. 64. 149. 253 147.237.72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
104. 238. 82. 190 147.237.77. 216 Lhited Sates dover.idf.il ET SCAN Potential SSH Scan 1
80. 82. 78. 38 147.237. 76. 86 Net her | ands navy. i df .il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

Attacker CQountry ‘Target Address |Ste

Signature

Devi ce

Action

Ret r ansnm ssi on

Packet dropped.

Sreamng Engine: TCP Invalid i i SSi
132.66. 110. 109 | srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. g ., 297
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.53.169. 36 I srael 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. | ., 36
Ret r ansnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
109. 65. 219. 171 | srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. g ., 36
Ret ransnm ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 24
reaming BEngine: TCP Invali i i ssi
2. 53, 175. 84 I'srael 147.237.77. 243 |t e ior. i1 |27 €M NG Engine: TCP Invalidinvalid segnent retransnissi on drop 21
Ret ransm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
37.26.148.153 | srael 147.237.76.31 |nakchal .idf il 9 =g Invalid segnent retransmssion. |, ., 21
Ret ransm ssi on Packet dropped.
80.246.137.34 I srael 147. 237.72. 166 |aka. i f . | Bad TCP sequence SINWACK retransmt w th monitor |16
di fferent w ndow scal e
213.57.84.161 |Israel 147.237.0.34 |tikshwv.idf.il  [SYN Attack SYN -> SYN-ACK -> RST rej ect 14
213.57.84.161 |Israel 147.237.0.34 |tikshwv.idf.il  |SYN Attack SYN -> SYN-ACK -> RST alert 13
reamn ine: TCP Invali i i ssi
2.53.170.141  |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP alid invalid segnent retransnissi on, drop 9
Ret ransm ssi on Packet dropped.
79.177.178. 205 |l srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout [reject 8
reaming BEngine: TCP Invali i i ssi
31.168.13.78  |israel 147.237.77. 243 |t e ior i |27 €M NG Engine: TCP Invalid|invalid segnent retransmission. | 8
Ret ransm ssi on Packet dropped.

. . SYNWAXK retransmit with .
79.177.178.205 |Israel 147.237. 72. 166 |aka. i df . Bad TCP sequence STt orent vi ndon scal 6 nonitor |8
2. 55. 62. 40 I srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SYNFACK retransmt with monitor (8

di fferent w ndow scal e
192.114. 177. 190! srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber alert 8
77.127.157.211 |israel 147. 237. 72. 166 |aka i of . i | SYN At t ack SYN -> SYN-ACK -> Tineout |reject 8
192. 114. 177. 190|i srael 147.237. 72. 166 |aka. i df .| Bad TCP sequence Invalid ACK nunber nonitor |8
46. 19. 86. 191 | srael 147.237.72. 167 [i shuri maka. i df . i I{dr op Frst packet isn't SYN drop 7
79.177.208. 170 |Israel 147. 237. 77. 216 |dover. i of . i | SYN At t ack SYN -> SYN-ACK -> Tineout |reject 7
79.177.208.170 |Israel 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence SYNRACK retransmt with monitor |7
di fferent w ndow scal e
213.57.84.161 |Israel 147. 237. 77. 216 |dover. i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
176. 13. 13. 94 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber noni t or
Sreaming Engine: TCP Invalid i i ssi
109. 253. 147. 16 |l srael 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. | 6
Ret ransnm ssi on Packet dropped.
66. 102. 9. 80 Lhited Sates 147.237.76. 198 |e.yohal an.idf.il |Geo-1 ocati on enf or cenent Geo-| ocati on i nbound drop 6
enf or cenent
Sreaming Engine: TCP Invalid i i ssi
80. 178. 208. 244 i srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. | 6
Ret ransnm ssi on Packet dropped.
46.19. 85. 38 I srael 147.237.77. 233 |atal i of .l SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
reamn ine: TCP Invali i i ssi
79.181.164.94 |l srael 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP alid |invalid segnent retransnissi on, drop 6
Ret ransm ssi on Packet dropped.
e SWNretransnmit wth different .
93.173.174.28 |Israel 147.237.77. 233 |atal .i of .l Bad TCP sequence i ndow sonl & monitor |6
reamn ine: TCP Invali i i ssi
84.228.38.155 |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP alid|invalid segnent retransnissi on, drop 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
87.70.79. 88 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, ., 6
Ret r ansn ssi on Packet dropped.
176.13.13.94  |Israel 147.237.77. 233 |atal i of . Bad TCP sequence I'nvalid ACK nunber al ert
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop

e SYN+tACXK retransnmit wth .
2.53.54.188 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence di fferent vi ndow scal & monitor |5
46.19.86.249  |Israel 147.237.72. 166 |aka i df . SYN At t ack SYN -> SYN-ACK -> RST rej ect
2.55.62. 40 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop
213. 244. 88. 21 g";'cis;i'géa” Tertitory,l 47, 237.77. 216 |dover. i o . i1 SYN At t ack SYN -> SYN-ACK -> RST reject |4

i ni i Sreamng Engine: TP Invalid i i ssi
176. 106. 44. 104 |FASStINan Territory,l) 47 537 76 200 |ei tan. aka i df il 9 =g Invalid segnent retransmssion. |, ., 4
Ccecupi ed Ret r ansni sSi on Packet dropped.
185.3.147. 243 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AK nunber noni t or 4
66.249.93.24  |Europe 147.237.76.198 |e.yohal an.idf.il [Geo-1ocation enfor cenent Geo-I ocati on i nbound drop 4
enf or cenent
Sreanming Engine: TGP Invalid i i ssi
195.191.52.10 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. |, 4
Ret ransm ssi on Packet dropped.
46.19. 85. 92 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nvalid ACK nunber monitor |3
Sreaming Engine: TCP Invalid i i ssi
77.126.237.75 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | ., 3
Ret r ansn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
212. 143. 119. 243 | srael 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. g ., 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
82.81.24.247  |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. |, ., 3
Ret r ansn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
79.183. 200. 229 |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. g ., 3
Ret ransnm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
109. 64. 149. 253 | srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, ., 3
Ret r ansn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
79.181.22.101 |israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. g ., 3
Ret ransnm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
93.158.152.49  |Russian Federation  |147.237.76. 147 |chi nuch. aka. i df il 9 =g Invalid segnent retransmssion. | 3
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Attacker Address |Attacker Qountry Target Address |Ste

Signature
185. 3. 144.5 | srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 3
46. 19. 85. 154 | srael 147.237.76. 42 |refuah.idf.il drop Frst packet isn't SYN drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.53.58.19 I srael 147.237.0.19 |nmadimatal .idf.il [Ostributed Suspicious Response Code B ock 145
2.53. 155, 55 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 86
94, 159. 152. 117 |l srael 147.237.77.216|dover . i df . i D stributed Unaut hori zed HTTP Met hod B ock 72
94. 159. 152. 117 |l srael 147.237.77.216|dover. i df . il Mil ti ple Waut hori zed URL Access from 94.159. 152. 117 B ock 68
217.132.159.36 |[Israel 147.237.72. 166 |aka. i df . i | Mul tipl e Unaut horized Method for Known URL from 217.132. 159. 36 |B ock 48
109. 253. 211. 142|I srael 147.237.0.19 |[madimatal .idf.il [Dstributed Suspicious Response CQode B ock 16
109. 253. 196. 140l srael 147.237.0.19 |nmadimatal .idf.il [Ostributed Suspicious Response Code B ock 8
81.218.241.25 |[Israel 147.237.77.216|dover . i df . i Mil ti pl e Unaut hori zed URL Access from 81.218. 241. 25 B ock 6
31.129.170.42 |lkraine 147.237.72. 166 [aka. i df . i | PHP Att enpt B ock 6
66.249.81.215 |Israel 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on www i df.il/error.htm B ock 6
31.129.170.42 |Wraine 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 31.129. 170. 42 B ock 5
192. 187. 101. 234|lnited Sates 147.237.77.216|dover . i df . i Ml ti pl e Unaut hori zed URL Access from 192. 187. 101. 234 B ock 5
66.249.81.218 |lsrael 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on www i df.il/error.htm B ock 5
79.177.79. 68 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka. idf.il/mai n/sachar/undefined |B ock 4
80. 246. 130. 210 |l srael 147.237.77.216|dover. i df .il D stributed Lhaut hori zed URL Access on v i df.il/error.htm B ock 4
82.196.42.196 |Wnited Kingdom |147.237.72.166|aka. i df.il Lhaut hori zed URL Access to v aka.idf.il/sip storagel/files/4/ B ock 3
212.179. 132. 204|I srael 147.237.77.74 |lawidf.il Unaut hori zed HTTP Met hod B ock 3
37.26.149.235 [Israel 147.237.0.19 |[madimatal .idf.il [Dstributed Suspicious Response Qode B ock 3
212.179.81.218 |lsrael 147.237.72. 166 |aka. i df . i | Mil ti pl e Waut horized URL Access from212.179. 81. 218 B ock 3
84.109.193.84 [Israel 147.237.76.31 |nakchal .idf.il D stributed Unaut hori zed HTTP Met hod B ock 3
31.168. 13. 78 I srael 147.237.0.19 |[madimatal .idf.il [Dstributed Suspicious Response Qode B ock 3
193. 43. 245. 250 |Israel 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on www i df.il/error.htm B ock 3
109. 253. 227. 41 |l srael 147.237.0.19 |nmadimatal .idf.il [Dstributed Suspicious Response Code B ock 3
94. 159. 152. 117 |lIsrael 147.237.77.216|dover . i df . i Unaut hori zed URL Access to waw i df.il/1133-19604- he/ B ock 3
193. 43. 246. 250 |l srael 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on www i df.il/error.htm B ock 2
109. 226. 44. 156 |l srael 147.237.77.216|dover.i df .i | D stributed Uhaut hori zed URL Access on waidf.il/error.htm B ock 2
84.108.170.63 [Israel 147.237.0.34 |tikshuv.idf.il Ml tipl e Unaut hori zed URL Access from 84.108. 170. 63 B ock 2
2.53.18.78 I srael 147.237.0.19 |nmadimatal .idf.il [Ostributed Suspicious Response Code B ock 2
109. 253.200. 7 |l srael 147.237.77.216|dover.i df .i | D stributed Uhaut hori zed URL Access on waidf.il/error.htm B ock 2
2.55.10. 212 I srael 147.237.0.19 |[madimatal .idf.il [Dstributed Suspicious Response ode B ock 2
212.179. 132. 204|1 srael 147.237.77.74 |lawidf.il Mil tiple Unaut hori zed URL Access from 212. 179. 132. 204 B ock 2
46.121.123.29 |Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from46.121.123.29 |B ock 2
131.114.197.117|italy 147.237.76.31 |nakchal .idf.il Ml ti pl e Unaut hori zed URL Access from 131. 114. 197. 117 B ock 1
66.249.81.212 |lsrael 147.237.77.216|dover. i df . il D stributed Lhauthori zed URL Access on www i df.il/error.htm B ock 1
84.109.193.84 |[Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to nakhal .idf.il/sip_storagel/files/2/ B ock 1
31.168.13.78  |Israel 147.237.77. 243 |nobi | e.i df . i | e :?ro'“z?? , t:eggrcﬁim‘;les“ <t ehi | ddocument </ 1465 Bl ock 1
157. 55. 39. 22 Lited Sates 147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
123.59.59.52  [china 147.237.0.15  |kosher-kravi . i df . i[-"2" "! rfge\foﬁ/g‘;ffe/t;chot aspx Bl ock 1
68.180.231.43 |lhited Sates 147.237.77. 216 |dover.i df.i |l Paraneter Type Mol ati on PageNumin waw i df.il/1806- he/ dover. aspx |B ock 1
46.121.123.29 |Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed Met hod HEAD for wwy aka. i df.il/mai n/ sachar/ B ock 1
106. 38. 241. 106 |Chi na 147.237.77.216|dover.idf .il Ml tipl e Unhaut hori zed URL Access from 106. 38. 241. 106 B ock
207.232.27.5  |israel 147.237.72. 166 |aka. i df . i | \;?war:;:ri (Efidl ?‘r:aﬁln\fs(’;;:;f;‘f Oirgot passvor d, aspx None 1
2.53.15. 24 I srael 147.237.77.216|dover. i df .il Lht raceabl e SSL Sessi ons: Cpen Mde None 1
131.114.197.117]|italy 147.237.77.74 [lawidf.il PHP Att enpt B ock 1
93.173.174.28 |lIsrael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx Bl ock 1
212.179. 132. 2041 srael 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to vwwv | aw i df.il/sip storagel/files/ 7/ B ock 1
2.53. 155. 55 I'srael 147.237.77.233|atal .idf il Eafta:’riekt)lgreie?ca;mter Type Mol ation on atal.idf.il/1440-hefatal . aspx gy 1
81.218.241.25 |[Israel 147.237.77.216|dover . i df . i Unaut hori zed URL Access to waw i df.il/images/ shar ed/ hone. png B ock 1
130. 193. 50. 33 :3::;’} on 147.237.77.74 [lawidf.il Mil tipl e Uhaut hori zed URL Access from 130. 193. 50. 33 B ock 1
68.180.231. 43 |lhited Sates  |147.237.77. 216 |dover.idf il thaut hor i zed URL Access to Bl ock 1

wan i df . i |/ newsi t e/ engl i sh/ docunent s. asp
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