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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 4033
212.25.121.195 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 6
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 6
81.218. 65. 210 | srael 147.237.77. 176 nat pash. i df . i B ock_Udp Al Nets drop 3
82. 145. 209. 40 Eur ope 147.237.77. 216 dover.idf.il B ock Ip Véb In drop 3
184. 105. 247. 231 Lhited Sates 147.237.77. 19 lawforumidf.il Bl ock_Up Al _Nets drop 1
184. 105. 139. 102 Lhited Sates 147.237.77. 226 W chamat z. aka. i df . i | B ock Np Al _Net drop 1
184. 105. 139. 70 Lhited Sates 147.237. 8. 27 e.nadi matal .idf.il B ock Np Al Net drop 1
184. 105. 139. 122 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) Bock Np Al Net drop 1
184. 105. 139. 94 Lhited Sates 147.237.77.19 lawforumidf.il B ock Np Al Net drop 1
185.94.111.1 Russi an Federation 147.237.76. 86 navy.idf.il Bl ock Up Al _Nets drop 1
184.105. 139. 114 Lhited Sates 147.237. 8. 50 e.tikshuv.idf.il B ock Np Al _Net dr op 1
184. 105. 139. 74 Lhited Sates 147.237. 0. 33 idf.il B ock Np Al _Net dr op 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock_Udp All _Nets drop 1
184. 105. 139. 126 Lhited Sates 147.237.0. 19 nadi matal .idf.il Bock Np Al Net drop 1
184. 105. 139. 94 Lhited Sates 147.237.77. 205 prisha.idf.il B ock Np Al Net drop 1
82. 145, 218. 133 Eur ope 147.237.72. 166 aka.idf.il Bl ock Ip Véb In drop 1
184.105. 139. 114 Lhited Sates 147.237.77. 233 atal.idf.il B ock Np Al _Net dr op 1
184. 105. 139. 78 Lhited Sates 147.237.8. 24 elifestyle.idf.il B ock Np Al _Net drop 1
184. 105. 247. 207 Lhited Sates 147.237.77. 178 e. nat pash. i df .il B ock_Udp All _Nets drop 1
184. 105. 139. 102 Lhited Sates 147.237.77. 61 e.cogat.idf.il Bock Np Al Net drop 1
184. 105. 139. 122 Lhited Sates 147.237. 8. 45 e.etanidf.il B ock Np Al Net drop 1
184. 105. 139. 78 Lhited Sates 147.237.72. 167 i shurimaka.idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount
213.57.53. 246 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 6
106. 38. 241. 144 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 5
69. 197. 177.50 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.77.216  |dover.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der B ock 1
40.77.167. 50 Lhited Sates 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 1
66. 249. 66. 184 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 1
69.197. 177. 50 Lhited Sates 147.237.77. 74 lawidf.il C1000074: HITP. naj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
98. 119. 105. 221 147.237.72. 14 Lhited Sates dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 3072 1
87. 68. 29. 157 147.237.77.216  |[lIsrael dover.idf.il portscan: TCP Distributed Portscan 1
46. 19. 86. 189 147.237.77.216  [Israel dover.idf.il portscan: TCP O stributed Portscan 1
5.102. 254. 174 147.237.77.216  |Israel dover.idf.il portscan: TCP O stri buted Portscan 1
217.132.112.98 147.237.77.216  |[lIsrael dover.idf.il portscan: TCP Distributed Portscan 1
204. 152. 218. 49 147.237.0. 17 Lhited Sates mny-kosher -kravi . i df.il ET SCAN NVAP -sS wi ndow 1024 1
185. 103. 252. 8 147.237.8. 24 Russi an Federation elifestyle.idf.il ET SCAN Potential SSH Scan 1
109. 65. 237. 237 147.237.72.166  [Israel aka.idf.il portscan: TCP Distributed Portscan 1
96. 237. 50. 37 147.237.0. 34 Lhited Sates tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
78. 39. 158. 87 147.237.8. 27 Iran, Islamc Republic of e madimatal .idf.il ET SCAN Potential SSH Scan 1
23. 96. 109. 87 147.237.77. 235 Lhited Sates svivaidf.il ET SCAN NVAP -sS wi ndow 3072 1
212.129. 15. 245 147. 237.76. 196 France esvivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 103. 252. 8 147.237.77. 121 Russi an Federation e navy.idf.il ET SCAN Potential SSH Scan 1
184. 80. 10. 136 147.237.76. 176 Lhited Sates test.ncore.idf.il ET SCAN NVAP -sS wi ndow 3072 1
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|Top Attackers In FW |

Attacker Address

A tacker
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Signature
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Ret ransm ssi on

Packet dropped.

Sreaning Engine: TCP Invalid i i ssi
109. 65. 160. 58 |l srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 59 Invalid segent retransmssion. drop 87
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi
62.219.137. 44 |Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g nval i d segnent retransmssi on. drop 36
Ret r ansmi ssi on Packet dr opped.
41.33.231. 90 Egypt 147. 237. 77. 216 |dover. i df .i | drop SAMrul e drop 34
Sreaning BEngine: TP Invalid i i ssi
2.53.154.189 | srael 147.237.77. 176 |nat pash. i df . | 9 =9 nval i d segnent retransmssi on. drop 24
Ret r ansm ssi on Packet dr opped.
reaming BEngine: TCP Invali i i SSi
91.199. 100. 249 |Israel 147, 237.76. 200 |ei tan. aka i of. i1 | €M NG Engi ne: TP alid  |invalid segnent retransnission drop 12
Ret ransm ssi on Packet dr opped.
93.172.158.69 |lsrael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop 12
212.117.136.7 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
. . SYNHAK retransmit with different .
2.53.147. 90 I sr ael 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence vi ndow Scal & noni t or 9
46. 19. 85. 225 I srael 147.237.77. 176 |nat pash. i df .i| Bad TCP sequence Invalid ACK nunber noni t or 8
46. 19. 85. 225 I sr ael 147.237.77. 176 [mtpash.idf.il  [Bad TCP sequence Invalid ACK nunber alert 8
46. 19. 85. 225 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber alert 6
192.114.23.18 |Israel 147.237.72. 167 |i shurimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 225 I srael 147.237.77. 216 [dover.idf il Bad TCP sequence I'nvalid ACK nunber noni t or 6
Sreaning Engine: TGP Invalid i i SSi
62. 219. 128. 153 |Israel 147.237.72. 166 |aka. i df . 9 =g vl i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
208.115.113.89 |lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop
84.95.200.232 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d sequence nunber noni t or
Sreaning Engine: TGP Invalid i i sSi
176.13. 2. 27 I'sr ael 147. 237.77. 243 |nobi le.i df . i1 9 =9 Invalid segent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
. . SYNPAXK retransmit with different .
84.229.27.212 |lsrael 147.237.72. 166 |aka.idf.il Bad TCP sequence vi ndow scal e noni t or 5
185.3.144. 11 I srael 147.237.0.34 |tikshuv.idf.il [Bad TCP sequence I'nval i d ACK nunber noni t or 5
176.13.22. 71 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
46.117.182.13 |[Israel 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop 4
46. 19. 86. 214 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
46.19. 85. 24 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid AGK nunber noni t or 4
62.219. 237. 221 |Israel 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 4
Sreaning Engine: TQP Invalid i i ssi
199.30.25.116 |United Sates |147.237. 76. 200 |ai tan. aka i df . i 9 =g Inval i d segnent retransmssi on. dr op 4
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi
46.117.70.109 |israel 147. 237. 72. 167 |ii shuri maka. i of . i 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
199.203.92.42  [Israel 147, 237.76. 200 |ei tan aka.iof. i1 || SAM NG Engine: TP Invalid  invalid segnent retransnission drop 4
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
62.90.202.222 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
2.55.50. 211 I srael 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TGP alid  |invalid segnent retransnission drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
79.178.176.98 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
185.27.106.97 |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TGP alid  |invalid segnent retransnission drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
212.179. 223. 204]1 srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
176.13.12.62  |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TGP alid  |invalid segnent retransnission drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
199. 203. 111. 185|i srael 147.237.72. 166 |aka. i df .| 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i SSi
79.183.178.8  |Israel 147. 237. 72. 166 |aka i df . i | Streamng Engi ne: TCP alid  |invalid segnent retransnission drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
132.64.49.113  |israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
77.125.101.38 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
193. 43. 245. 250 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
Sreaning BEngine: TQP Invalid i i ssi
46.19.85.151  |Israel 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TGP Invalid i i ssi
79.180.31.106 |l srael 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i ssi
109. 65. 252. 24 | srael 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning BEngine: TP Invalid i i ssi
62.219.213.6  |Israel 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
212.199. 169. 37 | srael 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TP Invalid i i ssi
2.53.2. 228 I'srael 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i ssi
95.35.89.132 | srael 147.237. 72. 166 |aka.i df . 9 =g nvalid segnent retransmssion. drop 3
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A tacker

Attacker Address count ry Target Address |Ste Signature
Sreaning Engine: TCP Invalid i i ssi

87.70.79.196 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi

212.143.124. 34 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

82.166.22.155 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
176.13. 15. 11 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 149
2.53. 40. 226 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 110
109. 253. 224. 143|I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 63
2.53.56. 117 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 25
109. 253. 224. 132/l sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 18
109. 253. 134. 234]I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 17
109. 253. 224. 123|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 14
109. 253. 224. 1441 srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 8
46.19. 85. 232 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 7
81.218.241.25 |lIsrael 147.237.77.216|dover.i df .i | Mil tipl e Unaut hori zed URL Access from 81.218.241. 25 Bl ock 6
46. 19. 85. 212 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
109. 253. 224. 122|I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 5
109. 253. 224. 131 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
109. 253. 224. 119|1 srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
109. 253. 224. 140|l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 4
176.13.21.200 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
195. 154. 173. 103 |France 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to ww i df. i1/ mazi B ock 3
176.13.2.27 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.53.169. 161 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
66. 249. 66. 177 |l srael 147.237.77. 216 |dover . i df . i | Dstributed Waut hori zed URL Access on waw i df.il/error. htm B ock 2
80. 246. 133. 108 |[Israel 147.237.76.42 |refuah.idf.il Distributed Suspici ous Response Code B ock 2
72.9.148.10  |Uited Sates  [147.237.76.86 |navy.idf.il mut]zs;' B e e/ navy. aspx. aspx Bl ock 2
95. 35. 84. 54 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Untraceabl e SSL Sessions from 95. 35. 84.54 (Qpen Mde) None 2
203.127.96. 249 |9 ngapore 147.237.77.216|dover . i df .i | Dstributed Waut hori zed URL Access on waw i df.il/error. htm B ock 1
80. 246. 137. 174 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
46.19. 86. 26 I srael 147.237.77.216|dover.i df .i | SSL Untraceabl e Connection - Qpen Mde None 1
95. 35. 84. 54 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Gonnection - Cpen Mde None 1
79.178.64.185 |lsrael 147.237.77.216|dover.idf .i | Dstributed Unhaut hori zed URL Access on ww idf.il/https:/wwwidf.il/ |B ock 1
37.46. 39. 132 I srael 147.237.77.216|dover.i df .i | O stributed Unauthorized LRL Access on waw idf.il/https:/wwidf.il/ [B ock 1
204.3.219.103 |thited Sates |147.237.76.200|ei tan. aka. i df. il [Uhauthorized URL Access to eitan. aka.idf.il/wp/wp-adnin/ B ock 1
191. 252. 44. 242 |Brazil 147.237.76.200|ei t an. aka. i df . i | [Whaut hori zed URL Access to eitan. aka.idf.il/ol d/wp-admn/ B ock 1
2.53.24.14 I srael 147.237.76.86 |navy.idf.il Qooki e Tanpering on cookie __ atrfs: Expected ab/ None 1
95. 35. 84. 54 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Protocol violation (SSL_GONN QLI ENT_HALLQ [None 1
79.178.176.98 |lsrael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from79.178.176. 98 B ock 1
197. 248. 146. 10 |Kenya 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 1
176.13. 2. 27 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Gode B ock 1
46. 19. 85. 70 I 'srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ text . css B ock 1
207.46.13.115 |wnited Sates [147.237.77. 176 |matpash.idf.il [Uauthorized URL Access to 147.237.77.176/ Bl ock 1
93.139.78.120 |Qoatia 147.237.72. 166 [aka. i df . i | PHP Att enpt B ock 1
66.249.79.105 | srael 147. 237.72. 166 |aka. i df . i | Llﬂ?’tzg(;r.if;dlggmpfﬁfzia:? il shoubi g. aspx Bl ock 1
192. 116. 190. 10 |l srael 147.237.76.42 |refuah.idf.il Ml tiple Uhauthorized URL Access from 192. 116. 190. 10 B ock 1
157.55.39. 1 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to ww i df.il/aman Bl ock 1
203.127. 96. 215 |9 ngapor e 147.237.77. 216 |dover . i df . i | Dstributed Lhauthori zed URL Access on v idf.il/error.htm B ock 1
176.13.15. 11 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Qookie Tanpering on token: Login None 1
208. 113.248. 195|lhited Sates |147.237.76.200(ei tan. aka. i df . i | |Lhauthorized URL Access to eitan. aka.idf.il/bl og/ wp-admn/ B ock 1
93.139.78.120 [Qoatia 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df . il/wp-1ogin. php B ock 1
192. 116. 190. 10 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed HTTP Met hod B ock 1
157.55.30.83  |lhited Sates |147.237.72.166|aka. i df .i| mu;grii jfe.di IL/RrLi gfcm(;izsspt/%one. aspy pi Fsurhm a8 Bl ock 1
203.127.96. 220 |9 ngapore 147.237.77.216|dover.i df .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock

80. 246. 133. 195 |l srael 147.237.76.42 |refuah.idf.il Suspi ci ous Response Code B ock
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