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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action |Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip Véb In drop 4074
79.180. 115. 194 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 48
79.180. 115. 194 | srael 147.237.77.216 dover.idf.il DCS- HTTP-fi ref | ood dest - r eset 15
81.218. 65. 210 I srael 147. 237.72. 166 aka.idf.il Block Wdp All Nets drop 6
123.59. 59. 52 Chi na 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 forward 4
123. 59. 59. 52 Chi na 147.237.77. 74 lawidf.il bl ock-sp-traf 1 forward 4
120. 132. 50. 135 Chi na 147.237.77. 205 prisha.idf.il bl ock-sp-traf 1 forward 2
184. 105. 139. 92 Lhited Sates 147.237.77. 234 hal ag.i df .il B ock Np Al _Net drop 1
184. 105. 139. 124 Lhited Sates 147.237.0. 19 nadi matal .idf.il Block Np All Net drop 1
184. 105. 139. 76 Lhited Sates 147.237.8.28 e.nobi | e-ks. i df il Block Np All Net drop 1
184. 105. 139. 104 Lhited Sates 147. 237.8.50 e.tikshuv.idf.il Block Np All Net drop 1
184. 105. 139. 68 Lhited Sates 147.237.77.178 e. nat pash. i df . i Block Np Al Net drop 1
184. 105. 139. 124 Lhited Sates 147.237.0. 33 idf.il Block Np Al Net drop 1
184. 105. 139. 84 Lhited Sates 147.237.8. 14 e.orchot.idf.il B ock Np Al _Net drop 1
184.105. 139. 112 Lhited Sates 147.237.72. 167 i shurimaka.idf.il Block Np All Net drop 1
184. 105. 139. 68 Lhited Sates 147.237.77. 226 vy chanat z. aka. i df .i | Bock Np Al Net dr op 1
184. 105. 139. 84 Lhited Sates 147.237.77. 205 prisha.idf.il Block Np All Net drop 1
159. 122. 220. 135 Lhited Sates 147.237.77. 179 e nazi.idf.il Block Np Al Net drop 1
184. 105. 139. 112 Lhited Sates 147. 237.72. 217 eidf.il Block Np Al Net drop 1
184. 105. 139. 72 Lhited Sates 147.237.0. 200 ndu. i df.il B ock Np Al _Net drop 1
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69.197. 177. 50 Lhited Sates 147.237.77.176  |matpash.idf.il |Cl000074: HTTP: najestic bot B ock 2
69.197. 177. 50 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 10

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3

66.249. 93. 109 [147.237.76.86 |Europe navy.idf.il ET SCAN NVAP -sA (2) 2

80. 246. 130. 121 [147. 237. 77. 233 || srael atal.idf.il ET D5 Large amount of TCP ZeroWndow - Possible Niller2 2
DDos attack

212.129. 15. 245 |147. 237.76. 34 |France yohal an. i df .| ET SCAN NVAP -sS w ndow 1024 1

186. 49, 175. 148 |147. 237,093 |Uruguay il ET SON\I Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

124.83.57.31  |147.237.0.33  |Phili ppi nes il ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

104. 219. 238. 10 [147.237.77. 61 [lnited Sates |e.cogat.idf.il ET SCAN NMAP -sS wi ndow 1024 1

173. 65. 154. 27 [147.237.0.200 |Wited Sates |mdu.idf.il ET SCAN NVAP -sS wi ndow 1024 1

104. 238. 82. 190 |147.237.76. 42 |lhited Sates |refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1

46.151.52. 139 [147.237.77. 226 |krai ne waw chanat z. aka. i df . i1 [ET SCAN NVAP -sS w ndow 1024 1

40.114.42.13 |147.237.76.31 |lhited Sates [nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address | o ry Target Address [Ste Signature Action ‘Count
' Sream ng Engi ne: TCP
66. 249. 69. 30 Wi ted 147.237.77. 243 |nobile.idf.il . 9 9 L. Invalid segnent retransmssion. Packet dropped. drop 90
Sates Inval i d Retransni ssion
76.180. 215. 21 Lsh'mt:: 147.237.76.42 |refuah.idf.il Bad TCP sequence SWNretransnit wth different wndow scal e monitor |40
176.13.2.70 I srael 147.237.77. 233 [atal .idf.il Bad TCP sequence SYNretransnmit wth different w ndow scal e monitor |13
Sreaning Engi ne: TCP
80.179.78.185 |lsrael 147.237.72. 166 |aka. i df .i | . 9 9 L. Invalid segnent retransnission. Packet dropped. drop 6
Inval i d Ret ransm ssi on
Sream ng Engi ne: TCP
176. 13. 17. 133 | srael 147.237.72. 167 |i shurimaka.i df . il . 9 9 .. Invalid segnent retransmssion. Packet dropped. drop 6
Inval i d Retransnission
Sreaning Engi ne: TCP
109. 65. 97. 153 |l srael 147.237.72. 166 |aka. i df .i | . 9 9 L. Invalid segnent retransnission. Packet dropped. drop 6
Inval i d Ret ransm ssi on
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf .il dr op First packet isn't SN drop 5
82.80.168.133 |Israel 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d sequence nunber monitor |5
84.108.57. 88 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |4
i Sream ng Engi ne: TCP
173. 60. 226. 137 Wi ted 147.237.76. 200 |eitan. aka. i df . i | . 9 9 .. Invalid segnent retransmssion. Packet dropped. drop 4
Sates Inval i d Retransnission
Lhited L Sreaning Engi ne: TCP , o
207. 46. 13. 103 147.237.76.86 |navy.idf.il . L. Invalid segnent retransnission. Packet dropped. dro 4
Sates W Invalid Retransn ssi on 9 P P
Sream ng Engi ne: TCP
2.53.25.76 | srael 147.237.72. 166 |aka. i df . il . 9 9 .. Invalid segnent retransmssion. Packet dropped. drop 3
Inval i d Retransnission
80. 246. 130. 121 |Israel 147.237.77. 233 |atal .idf .il Bad TCP sequence Inval i d AGK nunber aert 3
L Sreamng Engi ne: TCP _ I
46. 19. 86. 214 | srael 147.237.72. 166 |aka. i df . il . .. Invalid segnent retransmssion. Packet dropped. drop 3
Inval i d Retransnissi on
Sreaning Engi ne: TCP
87.71.197.9 | srael 147.237.72. 166 |aka.idf.il . 9 9 .. Invalid segnent retransnission. Packet dropped. drop 3
Inval i d Retransnission
80. 246. 130. 121 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber nonitor 3
S reamng Engi ne: TCP
62. 90. 180. 145 | srael 147.237.72. 166 |aka. i df . il . 9 9 L. Invalid segnent retransmssion. Packet dropped. drop 3
Inval i d Retransni ssion
L Sreamng Engi ne: TCP _ I
2.55.155. 44 | srael 147.237.72. 166 |aka. i df . il . .. Invalid segnent retransmssion. Packet dropped. drop 3
Inval i d Ret ransm ssi on
S reamng Engi ne: TCP
79.182.22.115 | srael 147.237.72. 166 |aka. i df . il . 9 9 L. Invalid segnent retransmssion. Packet dropped. drop 3
Inval i d Retransni ssion
Lhited o Sreaning Engine: TCP _ o
66. 249. 69. 46 147.237.77. 243 |nobile.idf.il . .. Invalid segnent retransmssion. Packet dropped. drop 3
Sates Inval i d Ret ransm ssi on
38. 81. 65. 42 gﬁ;ttg: 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
Lhited R
38. 111. 147. 86 Sates 147.237.77. 216 |dover.idf.il dr op drop 2
118.173.142.96 |Thailand 147.237.72. 166 |aka. i df .l dr op Frst packet isn't SN drop 2
i Sreaning Engi ne: TCP
157.55. 2. 151 Wi ted 147.237.76. 200 |eitan. aka.idf.il . 9 9 L. Invalid segnent retransnission. Packet dropped. drop 2
Sates Invalid Retransnissi on
2.53.55. 197 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |2
169. 229.3.91 LSqulatt:: 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
Streaning Engine: TCP Non- conpl i ant TCP packets conming frommultiple
109. 67.194. 8 | srael 147.237.76. 200 |eitan. aka. i df.i | ) external sources were detected. This may resul t drop 1
anonal y det ect ed frompotentia network configuration probl em
216. 218. 206. 103 g‘;tt:: 147.237.8.46 |e.chinuch.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
i Geo- | ocati on
184. 105. 247. 228 Wi ted 147.237.76. 198 |e.yohal an.idf . il Geo-1 ocati on i nbound enf or cenent drop 1
Sates enf or cenent
46.19. 85. 194 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber monitor |1
169. 229.3.91 LSqulatt:: 147.237.77. 243 |nobile.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
136. 243. 11. 18 Cer many 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
72.173.225.170 gﬁ;ttg: 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
Lhited . ... |Geo-location o
169. 229.3.91 147.237.8.24 |e.lifestyle.idf.il Geo- | ocat i on i nbound enf or cenent drop 1
Sates enf or cenent
216. 218. 206. 103 g;;ttg: 147.237.76. 176 |test.ncore.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
Lhited s
184.105. 247. 230 - o 147. 237. 76. 148 [gocent er. aka. i df .i |dr op drop 1
2.53.55. 197 I srael 147.237.72. 166 [aka.idf .i| Bad TCP sequence Invalid AGK nunber alert 1
216. 218. 206. 74 ;“;tteeg 147.237.0.19 |nadimatal.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
i Geo- | ocati on
184. 105. 139. 79 Wni ted 147.237.76. 196 |e.sviva.idf .il Geo-1 ocation i nbound enf or cenent drop 1
Sates enf or cenent
169. 229. 3. 91 ;“;tteeg 147.237.72. 166 |aka.idf .il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 90 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber alert 1
120. 132. 67. 62 Chi na 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
218.22.211.69 |China 147.237.0.35 |akaws.idf.il dr op drop 1
184. 105. 247. 240 g‘;ttee: 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
176.13.2.70 I srael 147.237.77. 233 |atal .i df .il Bad TCP sequence Inval i d AGK nunber aert 1
Lhi ted o Geo- | ocati on o
162. 144. 41. 122 147.237.76. 201 |e.atal .idf.il Geo- | ocat i on i nbound enf or cenent drop 1
Sates enf or cenent
106. 186. 113. 132|Japan 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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Attacker Address | . ry Target Address |Ste Signature

216. 218. 206. 75 Lsh;tt:: 147.237.72. 167 |ishurimaka. i df .i1 |SYN At t ack SYN -> SYN-ACK -> RST rej ect
79.180. 115. 194 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
184. 105, 139, 83 | ted 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect

Sates
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
149. 78. 45. 151 g;g: 147.237.0.19 |nadi matal . i df.i|Suspicious Response Code Bl ock 9
50. 59. 104. 18 Lsh'mt:: 147.237.77.216|dover. i df . i | Mil tipl e Unhaut horized URL Access from 50.59. 104. 18 B ock 4
208.115. 113. 82 g;g: 147.237.0.34 [tikshuv.idf.il [Wauthorized URL Access to tikshuv.idf.il/sitel unsel ecat bl e. aspx Bl ock 2
17.142. 156. 109 Lsh'mt:: 147.237.77.216|dover. i df . i | Unaut hori zed LRL Access to waw i df . il/appl e-app-site-associ ation B ock 2
2.53.25.76 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df.il/1231-he/ nil ui maspx B ock 1
131. 253. 25. 206 ;“;tteeg 147.237.77.216|dover. i df . i | D stributed Unaut horized LRL Access on wawidf.il/error. htm B ock 1
Lhi ted . . Illegal Byte Gode Character in URL t. ... Jnz3ywe°® oY F] | 624 [ €€ ™sf|
76.180.215.21 fo o 147.237.76.42 |refuah.idf.il VB [#17]] 0] #25( [ 0] ] #16] [<0 B ock 1
50. 240. 82. 133 ;ﬂ;ttee: 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Qpen Mode None 1
169. 229. 3. 91 g‘;tt:: 147.237.77.243|nobi | e.i df . i | SS. Whtraceabl e Gonnection - Protocol violation (SSL_CONN QLI ENT HALLOQ  |None 1
109. 127. 65. 242 [Iraqg 147.237.77. 216 |dover.i df .i | D stributed Unhaut hori zed URL Access on v idf.il/arr/ B ock 1
76.180. 215. 21 g];::: 147.237.76.42 |refuah.idf.il Abnormal |y Long Request net hod Bl ock 1
Lhited . . Mil formed LR t. ... ¢hz3gw6° yown=] ] 624 [€ie” ™ef 0 [61#] I n
76.180.215.21  [o o o 147.237.76.42 |refuah.idf.il 9l [#25]] 1 E [#17]] €0 B ock 1
65. 55. 210. 90 g];::: 147.237.77. 216 |dover.i df . i | D stributed Unaut hori zed LRL Access on wawidf.il/error. htm Bl ock 1
176.13.2.70 | srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx B ock 1
109. 253. 197. 212|I srael 147.237.77. 176 |mat pash. i df . i|  |Unauthorized URL Access to v cogat . idf.il/tenpl ates/ general / nobile Bl ock 1
Ui ted Illegal Byte de Character in Mt hod
76.180.215.21 fo o 147.237.76.42 |refuah.idf.il S[[#0] ][ [#0]][[#0]] B #012+ YAbXdi MR pne | ~£[ [ #27] ] «{t C*Y[ [ #5] ] §* 60! p£\i |B ock 1
A O] [ #14]], ¢—[[#22]]’ 61 t @RfAALED.., O
38. 81. 65. 42 g;g: 147.237.77. 216 |dover.i df .i | Unhaut hori zed URL Access to 147.237.77.216/ robot s. t xt Bl ock 1
157.55.39. 1 Lsh'mt:: 147.237.77.216|dover. i df . i | Abnormal |y Long Request URL B ock 1
Ui ted NULL Character in Mt hod
76.180.215.21 fo o 147.237.76.42 |refuah.idf.il S[[#0]]1[[#0]][[#0]] B! #012+ YAbXdi MR pne | =£[ [ #27] ] «{t C*Y[[#5] ] §*60' p£\i |B ock 1
A O] [ #14] ], ¢—[[#22]]’ 6l t @RfAALED.., O
. . Unaut hori zed URL Access to
66.249.79.169 |[Israel 147.237.72. 166 [aka. i df . i | 147. 237, 72. 166/ mai v gi yus/ gi yus/ gener al . aspx B ock 1
199. 47. 81. 13 g"alt:g 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to ww i df.il/1503- B ock 1
123.59. 59. 52 Chi na 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to wwy ctri p. com mai n/ home/ def aul t . aspx B ock 1
Lhited . . Ill1egal Byte Gode Character in Paraneter Nane W[ [ T#18[[]]#15¢ W....t ni ]]
76.180.215.21 [o . o 147.237.76.42 |refuah.idf.il nZ3w6° JOwnE] | 6240 [ €1 € et 10 [ 614 ] i [ 52411 B [ #17]] . € B ock 1
157.55.39. 1 g;g: 147.237.77. 216 |dover.i df .i | Lhaut hori zed LRL Access to wawidf.il/arr/ Bl ock 1
76.180. 215. 21 ;h;:ee: 147.237.76.42 |refuah.idf.il Unaut hori zed Met hod POST for 147.237.76. 42/ B ock 1
66.249.79.183 |[lIsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237. 72. 166/ B ock 1
208. 115. 113. 82 ;“;tteeg 147.237.0.34 |tikshuv.idf.il Mil tiple Unaut horized URL Access from 208. 115. 113. 82 B ock 1
123. 59. 59. 52 Chi na 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw ctri p. con 14- he/ pat zar . aspx Bl ock 1
Lhited . . Illegal Byte de Character in Query Sring [ T#18[[]]#153zng ...t no 1]
76.180.215.21 [o o o 147.237.76.42 |refuah.idf.il gwE° JONrE] ] 62# [ €5 & ™ 0 [ 614 1 [ [ 524 ]| [ [#17]] . €U Bl ock 1
50.59. 104. 18 g];::: 147.237.77. 216 |dover.i df .i | Uhaut hori zed LR Access to wawidf.il/tenpl ates/articlel nobile Bl ock 1
169. 229. 3. 91 g“;:s 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Gonnection - Protocol violation (SSL_QONN CLIENT_ HALLOQ  |None 1
i ted Unknown HTTP Request Met hod
76.180.215.21  [o . o 147.237.76.42 |refuah.idf.il —[[#0]1[[#0]][[#0]] B #012¢ YAbXdi MR pne i -£] [ #27] ] «{t QY[ [ #5] ] §* 66! p+\i |H ock 1
At O[ [#14]], ¢~[[#22] ]’ 61 t @fAABEQ.., O
68. 180. 229. 89 g‘;tt:: 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/chamatz/ hone/d. . .sp B ock 1
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