04-18-2016-05:04:00 to 04-18-2016-06:04:00

@
1"PT SwNn ()

IDF Under Attack

oV

www.gov.il

Daily Report

[Top Targets |
4, 000+
3, 000"
A M dover.idf.il
2, 000" Meitan aka.idf.il
i M aka. idf.il
. M navy.idf.il
1, 000+
Number M tikshuv.idf.il
Att(zlcks B mny-kosher-kravi.idf.il
W nat pash. i df i |
M e.yohal an.idf.il
e.lifestyle.idf.il
M aman.idf.il

Top Tar

[Top Attackers |

get

4, 000

W 167. 114. 156. 16
193. 43. 246. 250

[ 193. 43. 245. 250

2, 000-
109. 67. 194. 8
Nu r(;ber - Hl 169. 229. 3. 91
41.33.231.90
At tacks 1, 000+ -

[ 94.22.47. 242
W 109. 64. 146. 64
84.111.57. 42

0- I 199. 30. 24. 190
| SN T SO SN G-
N RS G SN R R
N b@' b"» Qb‘. - Qpb“ O
& . S g

Top Attackers



|Top Attackers | n DDoS- Def ence |

04-18-2016-05:04:00 to 04-18-2016-06:04:00

Attacker Address |Attacker Country |Target Address Site Signature Device Action |Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip Véb I n drop 4092
81.218. 65. 210 | srael 147.237.77. 176 nat pash. i df.i | B ock_Udp Al _Nets dr op 3
184. 105. 139. 96 Lhited Sates 147.237.77. 170 naar achot . i df il Bock Np Al Net drop 1
184. 105. 139. 68 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) Bock Np Al Net drop 1
184. 105. 139. 116 Lhited Sates 147. 237. 77. 227 e. hamaz. i df il Block Np All Nt drop 1
184. 105. 139. 88 Lhited Sates 147.237. 8. 46 e.chinuch.idf.il B ock Np Al _Net drop 1
159. 122. 220. 135 Lhited Sates 147.237. 76. 38 e.e.neitav.idf.il B ock Np Al _Net drop 1
184. 105. 139. 108 Lhited Sates 147.237.8.24 elifestyle.idf.il B ock Np Al Net dr op 1
184. 105. 139. 72 Lhited Sates 147.237.0. 17 m ny- kosher -kravi .idf . il Bock Np Al Net drop 1
184. 105. 139. 120 Lhited Sates 147.237.77. 74 lawidf.il Block Np Al Net drop 1
184. 105. 139. 88 Lhited Sates 147.237.77. 235 sviva. idf.il B ock Np Al Net drop 1
159. 122. 220. 135 Lhited Sates 147.237.77. 61 e.cogat. i df.il Bock Np Al Net drop 1
184. 105. 139. 108 Lhited Sates 147.237.77. 179 e.nazi.idf.il Block Np Al Net drop 1
184. 105. 139. 76 Lhited Sates 147.237. 8. 27 e.nadimatal .idf.il B ock Np Al Net dr op 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 1
184. 105. 139. 120 Lhited Sates 147. 237. 77. 216 dover.idf.il Block Np All Net drop 1
184. 105. 139. 92 Lhited Sates 147. 237. 77. 243 nobi | e.idf il Block Np All Nt drop 1
184. 105. 139. 112 Lhited Sates 147. 237.72. 166 aka.idf.il Block Np Al Net drop 1
184. 105. 139. 80 Lhited Sates 147. 237.72. 156 anan. i df . il Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry

Target Address

|Site

Devi ce Action |Count |

185.103.252. 98  |Russian Federation  |147.237.76. 86 navy.idf.il 20086: HITP. Mii ebl ackcat Security Scanner B ock 3
94.22. 47. 242 F nl and 147.237.72.166 |aka.idf.il C1000074: HITP. naj estic bot B ock 3
94.22.47. 242 Finl and 147.237.77.176 |matpash.idf.il [Cl1000074: HITP. ngjestic bot Bl ock 2
94.22. 47. 242 Finland 147.237.77.216 |dover.idf.il CL000074: HTTP. naj estic bot B ock 2
93.173.55.19 I srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HTTP. prefix 1.01 in the LRL B ock 2
66. 249. 66. 187 | srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LR B ock 1
106. 38.241.106  |China 147.237.77.216 |dover.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
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Target Address

At acker
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Signature

41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 10
195. 34. 150. 18 [147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
204.152.218. 49 |147.237.8.24 |lhited Sates |elifestyle.idf.il ET SCAN NVAP -sS w ndow 1024 1
. . ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
177. 231. 104. 55 |147. 237. 76. 34 |Mexi co yohal an.i df .i | , 1
Potential Scan or Brute Force
119.93. 25200 |147. 237 8.46 |Friliooines e chinuch it il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
T T P ' o Potential Scan or Brute Force
104. 219. 238. 10 [147. 237. 76. 201 |United Sates [e.atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
198.20.69.98 [147.237.72.217|Whited Sates [e.idf.il ET OROP Dshiel d B ock Listed Source 1
, o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
191.110.184.6 [147.237.0.33 |Col onbi a idf.il , 1
Potential Scan or Brute Force
192 242.9.8 147 237 0.17 |nina - kosher-kravi i df i | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
R T v "7 |Potential Scan or Brute Force
_ , L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
108.162. 4. 188 |[147.237.0.34 |hited Sates [tikshuv.idf.il , 1
Potential Scan or Brute Force
68.238. 163. 163 |147.237.0.19 |lhited Sates |nadimatal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
Sreamng Engine: TCP Invalid i i ssi
109.67.194.8  |Israel 147. 237. 76. 200 |ei tan. aka. i of .| 9 =g Inval id segnent retransmssion. |, 60
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i SSi
193. 43. 245. 250 |israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =9 Inval id segnent retransmssion. |y, 50
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
193. 43, 246. 250 |Israel 147. 237. 76. 200 |ei tan. aka.i of i 9 =g Invalid segnent retransmssion. g ., 48
Ret r ansni ssi on Packet dr opped.
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
193. 43. 245. 250 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
Sreamng Engine: TCP Invalid i i ssi
109. 64. 146.64 |l srael 147. 237. 72. 166 |aka. i of . i 9 =g Inval id segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
193. 43. 246. 250 |l srael 147.237.76. 200 |ei tan. aka. i df . il dr op First packet isn't SYN drop 6
193. 43. 245. 250 |l srael 147.237.76. 200 |eitan. aka.idf .il dr op Frst packet isn't SN drop 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
Sreaming Engine: TGP Invalid i i sSi
84.111.57.42  |israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. |, 4
Ret ransni ssi on Packet dropped.
63.115.64.47  |Wnited Sates |[147.237.76. 198 e yohal an.idf. il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 4
enf or cenent
Sreaming Engine: TGP Invalid i i sSi
199.30.24.190 |Wited Sates |147.237.76.200 |eitan. aka. idf.il 9 =g Invalid segnent retransmssion. |, 4
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.79.10  |Uited Sates |147.237.72. 166 |aka idf il 9 =g Inval id segnent retransmssion. |, 4
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
79.179. 193. 147 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
37.46.38.212  |Israel 147. 237. 77. 216 |dover. i of . i | Bad TCP sequence Inval i d ACK nurber monitor |3
Sreaming Engine: TGP Invalid i i SSi
66.249. 66. 187 |Uhited Sates |147.237.0.34 |tikshuv.idf.il 9 =9 Inval id segnent retransmssion. |y, 3
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
2.55.168.105  |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. g ., 3
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 90 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber alert 2
46. 19. 85. 90 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 2
Sreamng Engine: TCP Invalid i i ssi
199.30.24.205 |Wited Sates |147.237.76. 200 |ei tan. aka i df i 9 =g Inval id segnent retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.
51. 36. 170. 84 LK*i"rfgegom 147. 237.77. 216 |dover. i df . Bad TCP sequence Invalid ACK nunber aert 1
184.105.139.99 |[lhited Sates [147.237.77.121|e. navy.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
169.229.3.91 |lited Sates |147.237.76.38 |e.e.meitav.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
159. 226. 95.66 |China 147.237.8.46 |e.chinuch.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
37.46.38.212 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber nonitor |1
184.105.139.88 |Wited Sates |147.237.76. 197 |e. himush.idf. il Geo- | ocati on enf or cenent g\?olrggi'nf” I nbound drop 1
169.229.3.91  |[Whited Sates [147.237.8.28 |e.nobile-ks.idf.il Geo- | ocati on enf or cenent Ceo-| ocati on i nbound drop 1
enf or cenent
216.218. 206. 102|tited Sates [147.237.8.24 |e.lifestyle.idf.il Geo- | ocati on enf or cenent Sﬁ?o'rggi'nf” I nbound drop 1
. . s . Geo- | ocati on i nbound
120. 132. 67. 190 |Chi na 147.237.8.24 e lifestyle.idf.il Ceo- | ocati on enf or cenent onf or coment drop 1
51. 36. 170. 84 LK*i"rfgegom 147. 237.77. 216 |dover. i df . i Bad TCP sequence Invalid ACK nunber monitor |1
184.105.139.99 |Wited Sates |147.237.77. 170 |maarachot.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
169.229.3.91  |Wited Sates |[147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo-l ocati on i nbound drop 1
enf or cenent
159.226.95.66  |chi na 147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
216.218.206.70 |lhited Sates |147.237.76.42 [refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184.105.139. 88 |lhited Sates |147.237.77.233|atal.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
169.229.3.91  |Wited Sates |147.237.72. 156 |anan.idf. il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216. 218. 206. 102|Uited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 202|Whited Sates [147.237.0.16 |ny-kosher-kravi.idf.il [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
193. 200. 241. 195|Ger many 147. 237. 77. 216 |dover . i of . i | SYN At t ack SYN -> SYN-ACK -> Tinmeout [reject 1
184. 105. 247. 211|Wited Sates |147.237.8.28 |e.nobileks.idf.il Geo- | ocati on enf or cenent gﬁ?;'rggihfn I nbound drop 1
169.229.3.91  |wited Sates [147.237.76. 199 |e. nakchal .idf .1 Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
169.229.3.91  |Wwited Sates |147.237.0.17 ;"I"Iy kosher-kravi.1d |qy\ At t ack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.70 |lhited Sates |147.237.77.179|e.nezi.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
93.115. 83. 16 g”;(;‘lym“s 147.237.0.17 | kosher-kravi.1d |oyN At t ack SYN -> SYN-ACK -> RST rej ect 1
184.105.139.92 |Uhited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
169.229.3.91  |Wited Sates |147.237.72. 167 |i shurimaka.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216.218.206. 116|lnited Sates |147.237.0.34 |[tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 203|Whited Sates [147.237.0.16 |ny-kosher-kravi.idf.il [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 215|Uhited Sates |147.237.76. 197 |e. hi nush. i df . i Geo- | ocati on enf or cenent ﬁ?;}:ggﬁ;ﬁn I nbound drop 1
169.229.3.91 |lited Sates |147.237. 76.200 [eitan. aka i df .l SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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A tacker
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Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
40.77.167. 25 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/jon® 5/ materialy-2.feed B ock 1
] . . . Mil tipl e Lhtraceabl e SS. Sessions from169. 229. 3. 91 (Prot ocol
169. 229. 3. 91 Lhited Sates [147.237.76.30 |hinush.idf.il viol ation (SSL CONN QLI ENT HELLO)) None 1

. . Uhaut hori zed URL Access to
66.249.66. 177  Israel 147.237.77. 216 (dover. i df . il 147, 237. 77. 216/ 1133- 15344- he/ dover . aspx Bl ock 1
Unaut hori zed URL Access to
207. 46. 13. 52 Uhited Sates [147.237.76.200|ei tan. aka.idf.il v ei tan. aka. i df . i|/tenpl at es/ opmi ssi ngper son/ opni ssi ngper son. a B ock 1
Spx
. . Unaut hori zed URL Access to
94.159.230.90 |[lIsrael 147.237.77.216|dover.i df . il v i df i 1/t enpl at es/ honepage/ nobi | e Bl ock 1
40.77. 167. 42 Lhited Sates |147.237.72.166|aka.idf.il Mil tipl e Unauthorized URL Access from 40. 77. 167. 42 Bl ock 1
] . . . S Uhtraceabl e Gonnection - Protocol violation
169. 229. 3. 91 Lhited Sates [147.237.76.200|eitan. aka.idf.il (SSL CONN QLI ENT FELLO) None 1
. . Uhaut hori zed URL Access to
66.249.79. 105 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ gi yus/ gener al . aspx B ock 1
220. 255. 148. 1429 ngapor e 147.237.77.216|dover . i df . i O stributed Lhauthori zed URL Access on waw i df.il/error.htm B ock 1
119.73.253.5 S ngapor e 147.237.77.216|dover.idf .il Ostributed Wnhaut hori zed URL Access on waw i df.il/error.htm B ock 1
} . . Uhaut hori zed URL Access to
40.77.167. 42 Uhited Sates [147.237.72.166|aka.idf.il v aka i df i 1/ gj yus/ aut hent i cat i onservi ce. asmd | s Bl ock 1
173.252. 114. 117|thited Sates |147.237.77.216|dover.idf .il D stributed Lhaut hori zed UR. Access on wwww i df.il/error.htm B ock 1
. . Uhaut hori zed URL Access to
66.249.79.109 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ rmi n/ smal i nd showbi g. aspx B ock 1
5.153.233.130 [Sweden 147.237.77.216|dover . i df . i PHP At t enpt B ock 1
_ m ny- kosher -kravi . i d|ss untraceabl e Gonnection - Protocol violation
169. 229. 3. 91 Lhited Sates |147.237.0.17 £l (SSL_OONN_CLI ENT_HELLO) None 1
26. 121. 110. 167 |1 srael 147.237.72. 166 |aka. i df i | NI\AJbIdt;)pI e Lhtraceabl e SSL Sessions from46. 121. 110. 167 (Qpen None 1
173.252. 122. 118|thited Sates |147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on www i df.il/error.htm B ock
66.249.79.169 |lsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock
5.153.233.130 [Sweden 147.237.77.216|dover . i df . i Unaut hori zed URL Access to waw i df.il/wp-1ogin. php B ock 1
] . . S Uhtraceabl e Gonnection - Protocol violation
169. 229. 3. 91 Lhited Sates [147.237.72. 156 |anan.idf.il (SSL CONN LI ENT FELLO None 1
46.121.110. 167 |[Israel 147.237.72.166|aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
. . . . Unaut hori zed URL Access to
180. 76. 15. 156  |Chi na 147.237.76.200|ei tan. aka. i df.il i tan. aka. i of i1/t enpl at es/ shar ed/ user cont rol s/ header Lpper/ Bl ock 1
67.19.79.218 Lhited Sates |147.237.72.167|i shurimaka.idf.il Uhaut hori zed URL Access to /robots. txt B ock 1
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