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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Vb _In drop 4091
81.218. 65. 210 | srael 147.237.77.176 nat pash. i df .i | Bl ock_Udp All _Nets dr op 3

159. 122. 220. 135 Lhited Sates 147. 237. 76. 202 e halag.idf.il Bock Np All Net drop 1

159. 122. 220. 135 Lhited Sates 147. 237.76. 31 nakchal . i df .i | Block Np Al Net drop 1

159. 122. 220. 135 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ock Np Al Net drop 1

74.82. 47. 62 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Bl ock_Ulp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site |Sgnature Devi ce Action |Count
106. 120. 173. 103 Chi na 147.237.77. 216 dover.idf.il |ClLo0O0071: HTTP: User Agent Sogou+web+spi der B ock 5
212.83.177.193 France 147.237.77. 216 dover.idf.il |Cl000074: HITP. majestic bot B ock 5
144.76.61. 21 Ger many 147.237.77.216 dover.idf.il |ClL000074: HITP. najestic bot B ock 2
151. 80. 31. 182 France 147.237.72.166  |aka.idf .il Cl000146: HITP. AnrefBot craw er B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 dover.idf.il [ClL000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Gountry

|Signature

41.33.231.90 147.237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 10
195. 34. 150. 18 147. 237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66. 249. 79. 28 147.237. 76. 147 Lhited Sates chi nuch. aka. i df .i ET SCAN NVAP -sA (2) 2
40. 84. 159. 128 147.237.0. 16 Lhited Sates ny- kosher -kravi .i df . il ET SCAN NVAP -sS wi ndow 4096 1
40. 84.159. 128 147.237.0. 16 Lhited Sates ny- kosher - kravi .i df . i | ET SCAN NVAP -f -sS 1
204. 152. 218. 49 147. 237.77. 226 Lhited Sates wwwy chamat z. aka. i df . i | ET SCAN NVAP -sS w ndow 1024 1
13. 94. 233. 163 147. 237.72. 166 Lhited Sates akaidf.il ET SCAN NMAP -sS wi ndow 2048 1
185. 112. 248. 50 147.237.77. 216 Uni ted Ki ngdom dover.idf.il ET SCAN Potential SSH Scan 1
185. 103. 252. 8 147.237.77. 205 Russi an Federation prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
82.117. 208. 243 147.237.8.14 e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
40.114. 42.13 147.237.77. 233 Lhited Sates atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
40. 84. 159. 128 147.237.0. 16 Lhited Sates ny-kosher-kravi .idf . il ET SCAN NVAP -sS wi ndow 2048 1
13. 94. 233. 163 147. 237.72. 166 Lhited Sates akaidf.il ET SCAN NMAP -sS w ndow 4096 1
204. 152. 218. 49 147.237.76. 34 Lhited Sates yohal an. i df .| ET SCAN NMAP -sS wi ndow 1024 1
13. 94. 233. 163 147. 237. 72. 166 Lhited Sates aka.idf.il ET SCAN NVAP -f -sS 1
185. 112. 248. 50 147.237.77. 233 Uni ted Ki ngdom atal.idf.il ET SCAN Potential SSH Scan 1
185. 112. 248. 50 147.237.77.178 Uni ted Ki ngdom e. natpash. i df . il ET SCAN NMAP -sS wi ndow 1024 1
162. 144. 41. 122 147. 237.76. 34 Lhited Sates yohal an. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
68. 238. 163. 163 147.237.0. 16 Lhited Sates ny- kosher -kravi .i df . il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address étuiikre; Target Address [Ste Signature /?i'. ‘f;
66.249.79.102 |United Sates |147.237.72.166 |aka.idf.il Stream ng Engl ne: TG Invalid invalid segnent retransnission drop 21
Ret r ansni ssi on Packet dr opped.
2.55.5.25 | srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 15
2.55.5.25 I srael 147. 237.72. 166 |aka. i df . Bad TCP sequence mﬁ‘ffsg r;‘”s”“ wehdifterent | onitor |12
66. 102. 8. 238 Lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 12
2.55.5.25 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 11
73.158.219. 67 |Wited Sates |147.237.72.166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
107.167.113.0  |Wited Sates [147. 237.76. 200 feitan aka ich. i1 || @M NG Engine: TP Invalid Jinvalid segnent retransmission. |, o 4
Ret r ansni ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
2.55.5.25 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence nonitor |4
96. 236. 210. 249 |Lhited Sates |147.237.77.233|atal.idf.il Bad TCP sequence Inval id ACK nunber alert
163.172. 12. 117 z‘i;;gom 147. 237.77. 216 |dover i df .1 Bad TCP sequence mdﬁrsaéﬂt wWth different monitor |3
178. 255. 215. 87 |France 147.237.72. 166 |aka i df .i Streamng Engine: TCP Invalid invalid segnent retramsnission. | 3
Ret r ansni ssi on Packet dr opped.
68.180. 230, 155 |United Sares |147.237. 76,200 |eitan akaicr.i1 | cam g Engi ne: TP Ivalid  Jimvalid segnent retransnissi on. drop 2
Ret r ansni ssi on Packet dr opped.
207.46.13.37  |United Qates |147.237.72. 166 |akaidf.il Streamng Engine: TCP Invalid invalid segnent retramsnission. | 2
Ret r ansni ssi on Packet dr opped.
66.249.79.10  |Uited Sates |147.237.72.166 |aka idf.il Streamng Engi ne: TCP | nvalid invalid segnent retransnission drop 2
Ret r ansni ssi on Packet dr opped.
74.101. 156. 218 |Uhited Sates |147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
197.231.221. 211|Liberia 147.237.77. 216 |dover.idf. i1 Drectory Traversal directory traversal overflow noni t or 1
169. 229. 3. 91 Wited Sates [147.237.76.34 |yohalan.idf.il drop drop 1
141.212.122. 196|lhited Sates [147.237.72.217 |e.idf.il Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent |dr op 1
222.73.18.162 |China 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184.105.139.79 |Uhited Sates [147.237.8.14 |e.orchot.idf.il Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent |drop 1
162. 144. 41. 122 (lLhited Sates |147.237.76.34 |yohalan.idf.il drop drop 1
41.33.231.90  |Egypt 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence mﬁfgg ;a”S”“ wthdifferent oo |1
169. 229. 3. 91 Wited Sates [147.237.76.176|test.ncore.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 200|Wited Sates [147.237.76.30 |hi mush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
2.55.5.25 I srael 147. 237. 72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber menitor 1
184.105.139.79 |wnited Sates |147.237.77. 176 |natpash.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
104.148.71. 133 |Wited Sates [147.237.76.42 |refuah.idf.il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 1
212.143.142. 44 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 1
169.229. 3. 91 Lhited Sates |147.237.76.196 (e svivaidf.il Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent |drop 1
141.212.122. 201 |Wited Sates [147.237.76.30 |hi mush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.35 Lited Sates [147.237.76.200(eitan. aka idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
2.55.5.25 I srael 147.237.72. 166 |aka i df .i | SYN Att ack SYN - > SYN-ACK -> Ti meout alert 1
184. 105. 139. 87 |[Uhited Sates |147.237.76.39 [nobile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
168.1.6.35 Australia 147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enf or cenent |drop 1
169. 229. 3. 91 Lhited Sates [147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
159. 226. 95. 66  |Chi na 147.237.8.27 |e.nadimatal .idf.il|Geo-1 ocati on enfor cenent Geo- | ocati on i nbound enf or cenent |drop 1
74.82. 47.56 Wited Sates [147.237.77.19 |lawforumidf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105. 139. 111 |thited Sates |147.237. 72. 156 [anan.idf.i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
169. 229. 3. 91 Wited Sates [147.237.8.45 |eeitan.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 195|lhited Sates |147.237.72.217|e.idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enf or cenent |drop 1
216.218. 206. 120|lhited Sates |147.237.77.212|e.dover.idf.il Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent |dr op 1
159. 226. 95. 66  |Chi na 147. 237. 77. 227 |e. hanaz. i of . i | Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent |drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
66.249.66. 177 |lsrael 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed URL Access on waww i df.il/error.htm B ock 2
85.214. 116. 128 [Ger many 147.237.72. 166 |aka. i df . i | Ml tipl e Uhauthorized URL Access from 85.214. 116. 128 B ock 2
96.236.210.249 |lnited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1246-he/ atal . aspx  |B ock 1
198.58.103. 102 |Lhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waww idf.il/1294-he/ wwidf.il Bl ock 1
68.180. 230. 184 |[lhited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1136-he/ atal . aspx  |B ock 1
131.253.25. 145 |lhited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on v i df.il/error. htm B ock 1
66.249.73.235 |[lIsrael 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed URL Access to waw cogat.idf.il/sip Bl ock 1
- kosher - kravi . i df .
207.46.13.110 |lhited Sates [147.237.0.16 Inly Uhaut hori zed URL Access to wwu ny- kosher-kravi.idf.il/ B ock 1
71.43.100.242 |thited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wanidf.il/). htm( B ock 1
163.172. 12. 117 E?';gegom 147.237.77. 216 |dover.idf .il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
. . Unaut hori zed URL Access to
66.249.78.248  |Israel 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994~ 9235- he/ r ef uah. aspx Bl ock 1
85. 65. 217. 64 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LR. Access to aka.idf.il/sip storage/files/ B ock 1
] . . S Uhtraceabl e Gonnection - Protocol violation
169. 229. 3. 91 Uited Sates [147.237.77.216|dover.idf.il (SSL CONN LI ENT FELLO) None 1
66.249. 83. 245  |lsrael 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed URL Access on waww i df.il/error. htm B ock 1
66. 102. 8. 243 Lhited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on wawvidf.il/error. htm B ock 1
N . . URL is Above Root Directory
197.231.221. 211|Liberia 147.237.77. 216 [dover. i df . il wowvi o i1/ ./ shared/cl i entscri pts/j query/j query-1. 4.2, min. | s Bl ock 1
68.180.230.45 |lnited Sates |147.237.76.42 |refuah.idf.il thaut hori zed URL Access to Bl ock 1

147. 237. 76. 42/ 994- 9032- he/ r ef uah. aspx
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