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|Top Attackers | n DDoS- Def ence |
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Attacker Address  |Attacker Country  |Target Address  [Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip V¢b I n drop 4045

81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al _Nets drop 9
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 1

184. 105. 139. 126 Lhited Sates 147.237.77. 235 svivaidf.il Block Udp All Nets drop 1

159. 122. 220. 135 Lhited Sates 147.237.76. 196 e.sviva.idf.il B ock Np Al Net drop 1

185.94. 111. 1 Russi an Federation 147.237.8. 28 e. nobil e-ks.idf.il Bl ock_UWp Al _Nets drop 1

159. 122. 220. 135 Lhited Sates 147.237.77. 235 sviva.idf.il Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address

|Attacker Gountry

Target Address

|Site

|Sgna1 ure

Devi ce Action |Oount

106. 120. 173.103 |China 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 5
66. 249. 66. 184 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 3
69. 30. 198. 202 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. majestic bot B ock 2
69. 30. 198. 202 Lhited Sates 147.237.0. 34 tikshuv.idf.il |Cl000074: HTTP. majestic bot B ock 2
69. 30. 198. 202 Lhited Sates 147.237.76. 86 navy.idf.il C1000074: HTTP: naj estic bot Bl ock 2
69. 30. 198. 202 Lhited Sates 147.237.77.176  |natpash.idf.il |Cl000074: HITP. najestic bot B ock 2
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|Top Attackers In |D|

‘Target Addr ess A(;tuar‘ﬁkre; Signature
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 6
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249.64.92 |147.237.77.170(lhited Sates  |mmarachot.idf.il |ET SCAN NVAP -sA (2) 2
66.249.66.39  [147.237.77.74 [Uited Sates  |lawidf.il ET SCAN NVAP -sA (2) 2
185. 103. 252. 8 |147.237.0.35 gz:::t”ion akavs. i df .i | ET SCAN Potential SSH Scan 1
185.103. 252.8 [147.237.0.15 232:;‘30” kosher-kravi .idf.i |ET SCAN Potential SSH Scan 1
104. 219. 238. 10 |147. 237.72. 14 |[lhited Sates dover.idf.il(od) |[ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 155 [147. 237. 72. 156 |Ukrai ne aman. i df i ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
200.92.90.62  |147 237 0.3 |nexi co Cikshuv.idh il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
185. 112. 248. 50 |147. 237. 76. 30 |[United Ki ngdom |hi nush.idf.il ET SCAN Potential SSH Scan 1
185.103. 252.8 |147.237.0.34 232:;‘30” tikshuv.idf.il  |ET SCAN Potential SSH Scan 1
104. 232.98.38 |147.237.76. 177 |Lhited Sates ncore.idf.il ET SCAN NVAP -sS wi ndow 4096 1
91. 201. 236. 155 [147. 237. 72. 156 |kr ai ne anan. i df.il ET SCAN NMAP -sS wi ndow 1024 1
204.152. 218. 49 [147. 237. 77. 170 |Whited Sates maarachot.idf.il |ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address étuiikre; Target Address |[Ste Signature ?;lii Zi
41.33.231.90  |Egypt 147. 237. 77. 216 |dover. i df .i drop SAMrul e drop 12
79.176.1. 83 I srael 147. 237, 76. 200 [ei tan aka i i1 | SN Enginer TP Invalid - fimvalid segnent retramsmssion. o) 12
Ret r ansni ssi on Packet dr opped.
212.101. 249. 140|Lebanon 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 9
100.105. 44. 230 |wgentina  |147. 237.76. 200 [ei tan akaicr. i | 2" @M NG Engine: TP Invalid  Jinvalid segnent retransnissi on. drop 8
Ret r ansni ssi on Packet dr opped.
212.101. 249. 140|Lebanon 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber alert 7
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 5
79.178.162.95 |lsrael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 4
89.219.32.195 |Kazakstan 147. 237. 77. 227 |e. hanaz. i of . i | Geo-1 ocati on enf or cement Geo-| ocati on i nbound enf or cenent |drop 4
109. 64. 245. 234 |l srael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
73.8.28.14 Wited Sates |147.237. 77. 216 |dover. i df .11 Streamng Engine: TCP Invalid  limvalid segnent retransmssion. |y 4
Ret r ansni ssi on Packet dr opped.
46.19.86.6 I srael 147.237.72. 166 |aka. i df .| Streaning Engine: TCP Invalid invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dr opped.
178. 255. 215. 87 |France 147.237.72. 166 |aka. i of .11 Streamng Engine: TCP Invalid  limvalid segnent retransmssion. |y 3
Ret r ansni ssi on Packet dr opped.
96.236. 210. 249 |[Wited Sates [147.237.77.233|atal .idf.il Bad TCP sequence Invalid ACK nunber rmoni t or 3
176.228. 71. 191 |[Israel 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
74.82.47.12 Lhited Sates [147.237.77.121|e.navy.idf.il Geo-1 ocati on enf or cement Geo-| ocati on i nbound enf orcenent |drop 1
212.179. 227. 232|l srael 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 1
176.228. 71. 191 |[Israel 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber alert 1
141.212.122.86 |Lhited Sates |147.237.77.170 |naarachot.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
207.5.120. 21 Lhited Sates |147.237.77.216|dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 206|Uhited Sates |147.237. 76. 148 |gqcenter. aka. i df . i ||dr op drop 1
125. 24. 220. 147 |Thai | and 147. 237. 77. 216 |dover . i df . Header Rgj ection :'zggitmj ection pattern found in oo 1
74.82.47. 36 Lhited Sates [147.237.0.35 |akavs.idf.il drop drop 1
212.179. 227. 232|I srael 147. 237. 72. 156 |aman. i of . i Bad TCP sequence Smwace e reansm wehdifferent | onitor |1
141.212.122.93 |lhited Sates [147.237.76.34 |yohal an.idf.il dr op drop 1
141.212.122. 207 |United Sates |147.237. 76. 148 |gqcenter. aka. i df . i ||dr op drop 1
141.212.122.84 |Uited Sates [147.237.77.121|e.navy.idf.il Geo-1 ocati on enf or cement Geo-| ocati on i nbound enf or cenent |drop 1
222.73.18. 162 Chi na 147.237.0. 15 kosher-kravi .idf.i [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82.47. 39 Lhited Sates [147.237.76. 147 |chinuch. aka.idf.il |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 94 |lLhited Sates [147.237.76.34 |yohal an.idf.il drop drop 1
71.6.167.142 Lhited Sates [147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enf orcenent |drop 1
159. 226.95. 66  |Chi na 147.237.76. 148 |gocent er. aka. i df . i |dr op drop 1
141.212.122.85 |Uhited Sates [147.237.77.121|e.navy.idf.il Geo-1 ocati on enf or cement Geo-| ocati on i nbound enf orcenent |drop 1
74.82.47.51 Lhited Sates |147.237.0. 19 madi matal .idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
185. 130. 5. 209 Li t huani a 147.237.76. 31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141. 212.122. 197 |Whited Sates |147.237.77.235|sviva. idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
168.1.6.35 Australia 147.237.8.28 |e.nobile-ks.idf.il [Geo-1 ocati on enf or cement Geo-1 ocation inbound enf orcenent |drop 1
141.212.122.85 |lhited Sates [147.237.77. 170 |n@arachot.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141. 212.122. 198|lhited Sates |147.237.77.235|sviva. idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
125. 24. 220. 147 |Thai l and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
85. 214. 116. 128 |Ger nany 147.237.72. 166 |aka. i df . i | Mil tipl e Waut hori zed URL Access from 85.214. 116. 128 B ock
73.153.7. 140 Lhited Sates |147.237.77.216|dover.idf.il Mil ti pl e Unaut horized URL Access from 73.153. 7. 140 B ock

37.201. 4. 132 Ger many 147.237.77.216|dover.idf . il Unaut hori zed URL Access to ww i df.il/tenpl at es/ honepage/ nobi | e B ock

66.249. 66. 121 I srael 147.237.76.42 |refuah.idf.il ﬂ?f‘;ggr;?gz}g‘pfgfgfjg;ﬁi | s 41 si ze100x0/ 304, | pg Bl ock 1
157.55.39.1 Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df.il/894-ar B ock 1
67.19.79.218 Lhited Sates [147.237.72.166|aka.idf.il Lhaut hori zed URL Access to /robots. txt B ock 1
40.77.167. 25 Lhited Sates |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to v i df.il/english/news/ mai n/stm B ock 1
85.214.116. 128 |Ger many 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/wp-admn/ B ock 1
66.249. 66. 125 I srael 147.237.76.42 |refuah.idf.il ﬂ?”tzggr'?éegzﬂ‘pfifgfjgéﬂl | es/ 6/ si 261000/ 3426, pg Bl ock 1
220. 255. 148. 1359 ngapor e 147.237.77. 216 |dover . i df . i | Dstributed Uhauthorized URL Access on wawidf.il/error.htm B ock 1
68.180.229. 241 [United Sates [147.237.77. 176 nat pash. i df .i | mag;; e Molaon /ngat'\“_";;;‘x Bl ock 1
66.249.64.229 |lsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1239- he/ at al . aspx Bl ock 1
105.98.83.225 |Ageria 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to waw idf.il/ar/wp-admin B ock 1
66. 249. 78. 236 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 8879- he/ r ef uah. aspx |B ock 1
220. 255. 148. 148|9 ngapor e 147.237.77.216|dover. i df .i | Dstributed Uhauthorized UR. Access on waw idf.il/error. htm Bl ock 1
66.249.64.234 [Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1236- he/ at al . aspx B ock 1
141.212.122.81 |Wited Sates [147.237.77.170 |n@ar achot . i df . i I|Unaut hori zed URL Access to /x B ock 1
66.249.79. 105 I srael 147. 237.72. 166 |aka. i df . i | ﬂ?f’;gg?;é?&éﬁi Sf;e;sa;g/ i es/ 3171665 pel Bl ock 1
73.153.7. 140 Uited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.il/tenpl at es/ honepage/ nobi | e B ock 1
66.249. 64.239 |lsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1240- he/ at al . aspx Bl ock 1
157. 55. 2. 164 Lhited Sates [147.237.77.216|dover.idf.il D stributed Uhauthorized URL Access on wawidf.il/error.htm B ock 1
67.19.79.218 Lhited Sates [147.237.72. 156 |anan. i df.il Unaut hori zed URL Access to /robots. txt B ock 1
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