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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address  [Site |signature |Device Action  [Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip Véb In drop 4072

81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 6

81.218. 65. 210 | srael 147.237.77. 176 nat pash. i df . i | ock Wdp Al Nets drop 6
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 2
71.6.135. 131 Lhited Sates 147.237. 8. 24 elifestyle.idf.il |Bock Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
212.199. 57. 202 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 5
106.120.173.103  [China 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 4
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web-+spi der Bl ock 3
151. 80. 31. 160 France 147.237.0. 34 tikshuv.idf.il |Cl0o00146: HITP. AhrefBot craw er B ock 1
66. 249. 66. 184 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1




04-18-2016-00:04:01 to 04-18-2016-01:04:01

|Top Attackers In |D|

At acker

Attacker Address |Target Address ‘Oountry Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
104. 232. 98. 3 147.237.8.50 |[lhited Sates |etikshuv.idf.il [ET SCAN NVAP -sS w ndow 3072 1
104. 232.98. 3 147.237.8.50 [Wnited Sates |e.tikshuv.idf.il [ET SCAN NVAP -f -sS 1

ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,

89. 248. 160. 205 |[147.237. 72. 217 [Net her| ands eidf.il Fotential Sean or Brute Force 1
113. 240. 250. 154|147. 237. 77. 179 |Chi na e nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
104. 232.98. 3 147.237.8.50 [Wnited Sates |e.tikshuv.idf.il |[ET SCAN NVAP -sS w ndow 2048 1
97.74.4.26 147.237.8.28 |Wnited Sates |e.mobile-ks.idf.il|ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address Atacker

Target Address

dte

Signature

Devi ce

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Action

Ret ransm ssi on

Packet dropped.

104.162.241.87 |Wited Sates |147.237.76.200|eitan aka. idf.il 2 dro 94
Ret r ansni ssi on Packet dropped. P
Sreaming Engine: TGP Invalid i i ssi
78.65.172.217 |Sneden 147. 237. 76. 200 |ei tan. aka. i df .| 9 =9 Invalid segnent retransmssion. | 72
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
109.67.61.221 |israel 147, 237.76. 200 [ei tan aka i o1 || S NG Engine: TCP Invalid invalid segnent retransissi on. drop 62
Ret r ansni ssi on Packet dropped.
: R SWNretransnmit wth different .
64.216.107.11 [Lhited Sates  [147.237.72. 156 |anan.idf.i | Bad TCP sequence i ndow scal @ noni t or 61
reanmn ine: TCP Invali i i ssi
79.183.175.87 |Israel 147, 237.76. 200 [ei tan aka i o1 || S NG Engine: TCP Invalid invalid segnent retransissi on. drop 36
Ret r ansni ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
79.183.202. 124 | srael 147.237.77. 233 |atal i cf il Bad TCP sequence SiNretransmt wth different moni tor |19
w ndow scal e
Sreamng BEngine: TCP Invalid i i ssi
37.26.146.188 |l srael 147.237.0.34  |tikshwv.idf il 9 =9 Invalid segnent retransmssion. | 15
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
46.19.86.123  |Israel 147.237.0.38 |tikshv.icr.i1  |S€8Mng Enginer TP Invalid finvalid segnent retransission. drop 12
Ret r ansmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
5.28.163.162  |Israel 147. 237. 76. 200 |ei tan. aka.i of . i 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
79.176.90.143  |lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
Sreaming Engine: TGP Invalid i i ssi
213.8.204.77  |Israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =9 Invalid segnent retransmssion. | 8
Ret r ansni ssi on Packet dropped.
79.176.90.143 I srael 147.237.72. 166 |aka. i df .| Bad TCP sequence SINAXK retransmt with different 1oouior [
w ndow scal e
95.86.114. 71 | srael 147.237.77. 216 |dover.idf.il drop SAMrul e drop
85. 130. 174. 100 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence Invalid ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
185.3.147.173 |l srael 147. 237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
188. 120. 154. 128l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 85. 199 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber aert
46. 19. 85. 199 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber noni t or
Sreaming Engine: TGP Invalid i i ssi
176.13.9.200  |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segment retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.183. 202. 124 | srael 147. 237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
85. 130. 174. 100 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence Inval i d ACK nunber alert 5
79.177.81.69  [israel 147. 237. 77. 216 |dover . i df .i Bad TCP sequence SINAXK retransmt with different 1oouior |4
w ndow scal e
Sreaming Engine: TP Invalid i i ssi
46.116. 40. 2 I srael 147. 237. 76. 200 |ei tan. aka. i df . 9 =9 Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
149. 78. 177. 130 |Israel 147.237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. drop 4
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
80. 246. 130. 184 |Israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =9 Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dropped.
79.177.81. 69 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
Sreamng BEngine: TCP Invalid i i ssi
188. 120. 154. 1281 srael 147. 237. 76. 200 |ei tan. aka.i of . i 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
Russi an o Streaning Engine: TCP Invalid |invalid segnent retransnission.
141.8.132. 112 et on 147.237. 72. 166 |aka.i of .i Ret 1 ansmi ssi on Packet dr opped. drop 3
5.22.129.73 I srael 147.237. 72. 166 [aka.i of .i | Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaming Engine: TGP Invalid i i ssi
46.19.85.179  |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 65.138.14  |Israel 147. 237.72. 166 |aka i df . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
185.27.106.11 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.53.33. 126 I'srael 147. 237.77. 243 |mobi l e i i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.182. 115. 140 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.53.57.37 I'srael 147. 237.77. 243 |mobi l e i i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
185. 3. 146. 217  |Israel 147. 237. 76. 147 |chinuch. aka. i df . i [|Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreanming Engine: TQP Invalid i i sSi
77.125.85.251  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
46. 19. 85. 121 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TCP Invalid i i ssi
109. 65. 117. 157 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |4 3
Ret r ansmi ssi on Packet dropped.
o SN retransnmit wth different .
79.182.19.126 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence vi ndow scal e noni t or 2
37.46.39.211 I srael 147.237.72. 166 |aka.i of .i1 Bad TCP sequence Inval i d ACK nunber noni t or
31.210.188.83 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
188. 120. 154. 221 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
66.249.79.10  |lnited Sates  |147.237.72. 166 |aka i df.il 9 =g Invalid segnent retransmssion. drop 2
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A tacker

Attacker Address | . ry Target Address |Ste Signature

41.188.101. 177 |Mwritania 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
188. 120. 154. 128|I srael 147.237.76.200|eitan. aka.idf.il |Bad TCP sequence I'nvali d ACK nunber noni t or 2
149. 50. 41. 25 | srael 147.237.72. 166 |aka.idf. il SYN At t ack SYN -> SYN- ACK -> Ti meout rej ect 1
37.26. 146. 239 | srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
84.110. 35. 64 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 19
147.9.97. 112 Lhited Sates |147.237.77.216|dover.idf.il Mil ti pl e Unaut horized URL Access from 147.9.97. 112 B ock 5
46.19. 85. 79 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock 4
109. 253. 150. 106 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.53.57.37 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 3
213. 251. 182. 103|France 147.237.77. 176 |nat pash. i df . i | mué:;;;_ziz(fj_m}f;f;s;;gz/ {11 s/ O/ i 26220x0) 3410, pg, sr ¢ Bl ock 3
176.13.14. 83 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
46. 19. 86. 254 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock
208.115.111. 72 |thited Sates [147.237.76.86 [navy.idf.il r?;\i‘;tihgfr.i iﬁﬁdgiﬁ/ﬁcocrﬁats‘glsho o um asp Bl ock 2
160.177.17.16  |Morocco 147.237.77. 216 |dover . i df . i | 'fé'ot.if;; 'l';.efg' Byte (de Character in Feader Nane from Bl ock 2
160.177.17.16  |Mbrocco 147.237.77. 216 |dover.idf . il Mitiple Illegal HITP \ersion from160.177. 17. 16 B ock 2
160.177.17.16 |Morocco 147.237.77.216|dover . i df .i | Mil tipl e Mal fornmed HTTP Header Line from160.177.17.16 B ock 2
160.177.17.16  |Morocco 147.237.77. 216 |dover . i df . i | Ml for med HTTP Header Line 1 Bl ock 1
105.105.50. 11 |Ageria 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wwidf.il/arr/ B ock 1
64.216.107.11 |lLhited Sates [147.237.72.156|anan. i df . | Uhaut hori zed LRL Access to list.ips.gov.il/list20050529. htm B ock 1
Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77.216|dover. i df . i | www. i df . il/1133-16989-ar/ mmmmmmm=d507b5ef mmmmmmm_d5 |8 ock 1
07h5ef
79.182.19.126 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1135-he/ atal . aspx  |B ock 1
50.62.177.141 |Wited Sates |147.237.76.200|eitan. aka.idf.il Lhaut hori zed LRL Access to eitan. aka.idf.il/bl og/ wo-admn/ B ock 1
66.249.66.177 [Israel 147.237.77. 216 |dover.i df .i | D stributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 1
199. 30. 24. 55 Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhauthori zed UR. Access on www i df.il/error.htm B ock 1
147.9.97.112 Lhited Sates [147.237.77.216|dover.idf.il Unhaut hori zed LRL Access to www i df.il/tenpl at es/ honepage/ nobi | e |B ock 1
79.183.202. 124 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1134-he/ atal . aspx  |B ock 1
50.63.197.202 [nited Sates [147.237.76.200|eitan. aka.idf.il Uhaut hori zed URL Access to eitan. aka.idf.il/wordpress/wp-admn/ |B ock 1
109. 253. 223. 208l srael 147.237.77. 226 }AM:A'I chamat z. aka. i d m“éggr;tzze_ikﬁ dlfA‘.:?F/StsertTp?l et es/ general /mubi | € B ock 1
66.249.79.105 | srael 147.237.72. 166 |aka. i df . i | ﬂ‘;‘“tzg‘;r ;;éielé‘?‘mﬁ?gisiut;gener o aspx B ock 1
27.159.234.88 |China 147.237.77. 176 |nat pash. i df . i | Unaut hor i zed HTTP Met hod Bl ock 1
204.79.180.120 |lLnited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 1
160.177.17.16  |Mbrocco 147.237.77. 216 |dover.idf . il Illegal Byte Code Character in Header Nane h/' HITF 1.0 B ock 1
62.210.131. 104 |France 147.237.76.200|ei tan. aka. i df . i | Lhaut hori zed URL Access to eitan. aka.idf.il/wp-admn/ B ock 1
119. 81.196. 37 |9 ngapore 147.237.76.200|ei tan. aka.i df . il Unaut hori zed URL Access to eitan. aka.idf.il/wp/ wo-adnin/ B ock 1
66.249.79.109 I srael 147. 237.72. 166 |aka. i df . i | o rz';;”tfzd 1%‘66}”::;’;: :etdxtLR Access on Bl ock 1
204.79.180.170 |lLnited Sates [147.237.77.216|dover.idf .il O stributed Lhauthori zed URL Access on waw idf.il/error.htm B ock 1
160.177.17.16  |Mbrocco 147.237.77. 216 |dover.idf . il I1legal HITP \ersion B ock 1
87.70. 99. 233 I srael 147.237.76.86 [navy.idf.il Unhaut hori zed URL Access to wwn navy. i df.il/894-he B ock 1
64.71.32.18 Lhited Sates [147.237.76.200|ei tan. aka.idf.il Lhaut hori zed UR. Access to eitan. aka.idf.il/ol d/ wp-admn/ B ock 1
141.212.122.81 |lLhited Sates |147.237.77. 226 ¥M:V\|/ chanmt z. aka. | d Uhaut hori zed URL Access to /X Bl ock 1
66.249.79.169 | srael 147. 237.72. 166 |aka. i df . i | ﬂ;‘”tzggr;zei;éﬁ‘l ﬁfgf;sa;; Fi 1 es/ 5 63635, pck B ock 1
204.79.180.214 |united Sates [147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on www i df.il/error.htm B ock 1
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