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84. 94. 68. 120
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|Top Attackers | n DDoS- Def ence |

Device Action |Count|

Attacker Address |Attacker Country |Target Address |Site

Signature

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 3636
79.178. 100. 145 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets dr op 1308
79.178. 100. 145 | srael 147.237.77.216 dover.idf.il DOB- HTTP-f i r ef | ood dest - r eset 81
95. 86. 92. 2 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
10.0.0. 14 147.237.77.216 dover.idf.il DOS- HTTP-f i r ef | ood dest - r eset 3
134.147. 203. 115 Ger many 147.237.0. 19 nadi matal .idf.il|{Block Np All Net drop 2

66. 240. 192. 138 Lhited Sates 147.237.72. 14 dover.idf.il (ol d)|B ock Wdp Al Nets drop 1




04-17-2016-23:04:01 to 04-18-2016-00:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry get Address |Site ‘Sgnature Devi ce Action |Count
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 4
106.120.173.103  [China 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 4
66. 249. 66. 184 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 3
212.199. 57. 202 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 2
92.241. 46. 225 Jordan 147.237.77.216  |dover.idf.il 3886: HITP. Qoss Ste Scripting in PCST Request B ock 1
151. 80. 31. 106 France 147. 237.76. 42 refuah.idf.il |Cl000146: HTTP. AnrefBot craw er Bl ock 1
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|Top Attackers In |D|

Attacker Address
195. 34. 150. 18

|Tar get Address
147.237.77. 216

Attacker Qountry
Austria

|Signature

dover.idf.il |Tehila - Perl LWP with fake user agent
92.241. 46. 225 147.237.77.216 Jor dan dover.idf.il |SQL Injection - Select From
92. 241. 46. 225 147.237.77. 216 Jor dan dover.idf.il |GPL WEB_SERVER /et ¢/ passwd
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address ‘ Ste

‘Signature

Ret r ansm ssi on

Packet dropped.

Sreaning Engine: TCP Invalid i i ssi
79.179.59.154 |Israel 147. 237. 76. 200 |ei tan. aka. i df . | g =g nvalid segnent retransmssi on. drop 285
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
85.65.106.29  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g nvalid segnent retransmssi on. drop 76
Ret r ansmi ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
84.229.34.247 |israel 147, 237, 76. 200 |ei tan. aka. i o | S N9 Engi ne: TP alid ivalid segnent retransnission drop 66
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
86. 149. 136. 136 |United Kingdom |147.237.76.200 |eitan. aka i df. i 9 =g nvalid segnent retransmssi on. drop 60
Ret r ansmi ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
109. 160. 217. 175/l srael 147, 237, 76. 200 |ei tan. aka. i o | S N9 Engi ne: TP alid ivalid segnent retransnission drop 45
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
79.179.196. 201 |Israel 147.237.0.34 |tikshuv.idf.il 9 =g nvalid segnent retransmssi on. drop 39
Ret r ansni ssi on Packet dropped.
41.33.231.90  |Egypt 147.237.77. 216 [dover.idf.il  [dr op SAMrul e drop 34
Sreaning Engine: TCP Invalid i i ssi
79.182.123.63 | srael 147. 237. 76. 200 |ei tan. aka. i of . 9 =g Invalid segnent retransmssion. g, 30
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
93.173.231. 228 |Israel 147, 237.76. 200 [ei tan. aka i o, {1 | SN Engine: TQP Invalid finvalid segnent retransnissi on, drop 20
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 253. 225. 1391 sr ael 147. 237. 77. 243 |nobi l e.i df .i | 9 =g Invalid segnent retransmssion. g, 12
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
87.70.0. 167 I srael 147, 237, 76. 200 |ei tan. aka i of. | | S N9 Engi ne: TP alid ivalid segnent retransnission drop 12
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
94.159.180. 63 | srael 147. 237. 76. 200 |ei tan. aka. i of . 9 =g Invalid segnent retransmssion. g, 12
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
2.53.40. 137 I srael 147, 237, 76. 200 |ei tan. aka i of. | | S N9 Engi ne: TP alid invalid segnent retransnission drop 12
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
93.172.241.57 |israel 147. 237. 76. 200 |ei tan. aka. i of . 9 =g Invalid segnent retransmssion. g, 10
Ret r ansni ssi on Packet dropped.
Vb Server Enforcenent HTTP Deni
207. 241. 229. 102|Wnited Sates 147.237.72. 166 |aka.i df . i _ Ve Servers S ow Cenial of | o ect 9
Mol ation Servi ce
Sreaning Engine: TGP Invalid i i ssi
78.65.172.217 |Sweden 147.237.76. 200 |6 tan. aka i df . i 9 =g Invalid segnent retransmssion. |y, 8
Ret r ansni ssi on Packet dropped.
85. 130. 174. 100 |lsrael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 8
194. 114. 146. 227|I sr ael 147.237.76. 42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 7
212.179.219.26 |lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or 7
37.0.56.125 S t zerl and 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
79.178.100. 145 |l srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 7
R SYNVACK retransmt wth different .
93.173. 50. 91 I srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence wi ndow scal e nonitor |6
Iran, Islanic . . . .
5.120. 251. 62 Republ i ¢ of 147.237.77. 176 [matpash.idf .i| |Bad TCP sequence Inval i d ACK nunber noni t or 6
86. 149. 136. 136 |Wnited Kingdom |[147.237.76. 200 |eitan aka.idf.i|SYN A t ack SYN -> SYN ACK -> Ti meout rej ect 6
86.149.136. 136 [United Kingdom |147.237.76.200|eitan aka idf.i{Bad TCP sequence SAK retransmt with different Jooniior 6
w ndow scal e
93.173.50.91 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop 6
Sreaning Engine: TCP Invalid i i ssi
185. 24.206. 46 |Israel 147.237.77. 243 |nobil e. i df i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
93. 173. 50. 91 I sr ael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 6
86.149. 136. 136 |United Kingdom [147.237.76. 200 |ei tan. aka. i df . i{dr op First packet isn't SYN drop 6
2.55.28. 81 I srael 147.237.77. 243 |mbile.icf.il [Bad TCP sequence SAK retransmt with different Jooniior s
w ndow scal e
R SN retransmit wth different .
176.13.18. 154 |Israel 147.237.77.233|atal .idf.il  |Bad TCP sequence wi ndow scal e nonitor |5
84.108.67.171 |lsrael 147.237.76.42 |refuah.idf.il |[Bad TCP sequence I'nval i d AGK nunber alert 5
31.168.199. 237 |Israel 147.237.72. 156 [anen.icf.il  [SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
5.120. 251. 62 'Fézﬂbn'i'f}"fm 147.237.77. 176 |nat pash. i f .| |Bad TCP sequence Invalid ACK nunber aert 4
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4
212.179.219. 26 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Invalid AGK nunber alert 4
Sreaning Engine: TCP Invalid i i ssi
109. 67.51. 113 |Israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =9 Invalid segnent retransmssion. drop 4
Ret r ansni ssi on Packet dropped.
. . SN retransmt wth different .
84.111.132.56 |lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e noni t or 4
Sreaning Engine: TCP Invalid i i ssi
109. 67. 135. 162 |Israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =9 Invalid segnent retransmssion. drop 4
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
85.250.217.48 | srael 147. 237.76. 200 |ei tan. aka. i df .| 9 =9 Invalid segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
132.76.10.41  |israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =9 Invalid segnent retransmssion. drop 4
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
185.3.144.50 |l srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.53.29. 138 I srael 147.237.72. 166 |aka.i df . i1 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.183.246.13 | srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 253. 225. 140|1 srael 147.237.77. 243 |nobil e. i df i 9 =9 Invalid segnent retransmssion. drop 3
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Attacker Address |Attacker Gountry |Target Address ‘Ste

‘Signature

Ret r ansm ssi on

Packet dropped.

Sreaming Engine: TP Invalid i i ssi
2.55. 136. 40 I srael 147.237.72. 166 |aka.i df . i1 9 =g nval i d segnent retransmssi on. drop
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
5.28.179. 45 I srael 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop
Ret r ansmi ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
79.180.141.14 |Israel 147.237.72. 166 |aka.i df . i1 9 =g nval i d segnent retransmssi on. drop
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i sSi
2.53. 30. 84 I srael 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop
Ret r ansmi ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
31.154.151.93 [ srael 147.237.72. 166 |aka. i df .i | 9 59 Invalid segnent retransmssion. drop
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
84. 94. 68. 120 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 126
109. 253. 200. 170|1 sr ael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 29
46.19. 86. 97 I srael 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 21
84.108.67.171 |[lsrael 147.237.76.42 |refuah.idf.il Mil tipl e Unaut horized LRL Access from 84.108. 67.171 Bl ock 13
46. 19. 86. 64 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 11
92.241.46.225 [Jordan 147.237.77. 216 |dover.idf . il Ml tipl e Unaut horized URL Access from 92. 241. 46. 225 B ock 5
5.29.242.137 | srael 147.237.72. 166 |aka. i df . i | Mitiple Il1legal Byte Qode Character in LRL fromb5. 29, 242, 137 B ock 5
75.102. 8. 33 Lhited Sates |[147.237.72.166|aka.idf.il Mil ti pl e Wnaut hori zed URL Access from 75.102. 8. 33 B ock 5
66.249.81.215 |[Israel 147.237.77. 216 |dover.idf . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 4
208.115.113.88 [Uited Sates [147.237.76.86 [navy.idf.il thaut hori zed LR Access to Bl ock 4
navy. i df .il/giyus/forun asp/ showf or um asp
109. 67. 30. 166 |l srael 147.237.77.74 [lawidf.il Ml tipl e Unaut horized URL Access from 109. 67. 30. 166 B ock 4
80.246.137.29 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock 3
66.249.81.215 |[Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wawidf.il/arr Bl ock 3
46.120.66.187 |Israel 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 3
2.53.182.0 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock 2
46.19. 86. 61 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
41.102. 25. 48 Ageria 147.237.77. 216 |dover.idf . il Ml tiple Unauthorized URL Access from 41, 102. 25. 48 B ock 2
80. 246. 137. 190 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock 2
109. 253. 212. 144|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
68.51.224.251 |wited Sates |147.237.72. 166 |aka. i df . i | Milti pl e Lhauthori zed Method for Known URL from B ock 2
68. 51. 224. 251
80. 246. 137. 206 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
. . - Unaut hori zed URL Access to
109. 253. 225. 135|l srael 147.237.77.243|nobi l e. i df . i | nobi l e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1152 B ock 2
46. 19. 85. 48 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock
2.53.13.236 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock
- . Unaut hori zed URL Access to
89.139. 162.52 |[Israel 147.237.72. 166 |aka. i df . i | vw aka. i o i |/ ai v sachar /tf asi m aspx Bl ock 1
. . Unhaut hori zed URL Access to
46. 19. 85. 75 I srael 147.237.77.234|hal ag. i df . il 147.237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
79.179.197.78 [israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod CPTI ONS for waw aka. i df . i |/ mai n/ gi yus/ B ock 1
157.55.39. 202 [wnited Sates [147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to 147.237.76. 31/ robot s. t xt B ock 1
] . . Paraneter Type M ol ati on PageNumin
68.180.231.43 |lhited Sates |147.237.77.216|dover.idf.il v i df i 1/ 1779- he/ dover . aspx Bl ock 1
. . D stributed Waut hori zed UR. Access on
66.249. 64. 234 |l srael 147.237.77.233|atal .idf.il 147 237, 77. 233/ r obot 5. t xt B ock 1
109. 67.30. 166 |l srael 147.237.77.74 |lawidf . il thauthor | zed URL Access to . B ock 1
wan | aw i df . i |/t enpl at es/ honepage/ nobi | e
40.77.167. 30 Uited Sates |147.237.76.31 [nakchal .idf.il Uhaut hori zed LRL Access to waw nakhal . i df.il/page. asp B ock
75.102.8.33 Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/wp-adnin/ B ock
- . Unknown Paraneter anp;t in
192. 198. 151. 45 |Eur ope 147.237.72. 166 |aka. i df . i | voww aka, i o . i 1/ nai v rabanut / scri pt resour ce. axd None 1
120.37.204.11 [China 147.237.77. 216 |dover . i df . i | PHP At t enpt Bl ock
5.1.17.234 Lkr ai ne 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to wawidf.il/mazi'a=0 Bl ock
176.13.18. 154  |Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx |Bl ock 1
’ . . Unhaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 1
- . Unaut hori zed URL Access to
66.249.64.239  |Israel 147.237.77.233(atal .idf . il 147, 237. 77. 233/ 994- 9070- he/ at al . aspx Bl ock 1
77.245.148.43  |Turkey 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua.atal .idf.il/bl og/wp-adnin/ Bl ock 1
195. 238. 108. 87 |lkrai ne 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to navy.idf.il/giyus/forunasp/ Bl ock 1
_ m ny- kosher - kravi . i df ,
141.212.122.81 |lhited Sates [147.237.0.17 i Uhaut hori zed URL Access to /x Bl ock 1
92.241.46.225 [Jordan 147.237.77. 216 |dover. i df . i | Lhaut hori zed URL Access to wwwidf.il/ar/' Bl ock 1
- - Unaut hori zed URL Access to
5.22.135. 157 I srael 147.237.77.74 |lawidf.il vow | aw i ff i 1/ 589- he/ pat zar . aspx= B ock 1
180. 76. 15. 153  |Chi na 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/list6 htm B ock 1
73.222.192.88 |[lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed HTTP Met hod Bl ock 1
66.249.66. 177 [Israel 147.237.77. 216 |dover.idf . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
. . Unhaut hori zed URL Access to
84.109.70.131 [Israel 147.237.72. 166 [aka. i df . i | v aka. i df i | /1133- 21811 he/ i df gdover . aspx Bl ock 1
41.102. 25. 48 Ageria 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to v idf.il/arr/ B ock 1
79.177.219.209 |[israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter catld in aka.idf.il/main/rabanut/general . aspx |None 1
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