04-18-2015-06:03:08 to 04-18-2015-07:03:08

@
1"PT SwNn ()

gov IDF Under Attack

www.gov.il

04-18-2015-06:03:08

[Top Targets |
3, 6004
2, 700-
B dover.idf.il
| M aka.idf.il
1, 8007 M naarachot .idf.il
i Wianidf.il
Number . . .
G 900+" M yohal an.idf.il
Att acks M nakchal .idf.il
[ e hanaz.idf.il
M navy.idf.il
nobi | e.nei tav.idf.i
Wata .idf.il

Top Tar get

[Top Attackers |

W 87.69.175.175

66. 249. 78. 166
I 66. 249. 78. 173
1, 400+ 109. 65. 101. 10

N”'éber I 79. 181. 148. 14
Attacks M 66. 249. 78. 159

I 82.80. 25. 221

Il 5. 255. 253. 124
136. 243. 36. 88

M 195. 34. 150. 18

Top Attackers



04-18-2015-06:03:08 to 04-18-2015-07:03:08

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country  |Target Address |veb Ste |9 gnature |Device Action  |Count |
66. 249. 67. 32 | srael 147.237.77.170 naar achot . i df . il TCP handshake vi ol ation, first packet not syn drop 1229
66. 249. 67. 23 | srael 147.237.77.170 naar achot . i df. il TCP handshake viol ation, first packet not syn drop 850

66. 249. 67. 24 | srael 147.237.77.170 naar achot . i df. il TCP handshake viol ation, first packet not syn drop 300
220.181.108. 101 Chi na 147.237.76. 42 refuah.idf.il TCP handshake vi ol ation, first packet not syn drop 39

192. 3.194. 138 Lhited Sates 147.237.76. 148 gqacent er. aka. i df .i | B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Tar get Address |S te |NarTe \ Devi ce Action |Oount |
106. 120. 173. 159 Chi na 147.237.77. 233 atal.idf.il Cl03: HITP: User Agent Sogou+web+spi der B ock 2
188. 138. 9. 50 Ger many 147.237.77. 205 prisha.idf.il DVRep_B-N 60_100 B ock 1
93. 120. 27. 62 Romani a 147.237. 76. 147 chi nuch. aka.idf.il DVRep B-N 60 100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.77. 235 sviva.idf.il DVRep B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76. 86 navy. i df.il DVRep_B-N 60 100 B ock 1
188. 138. 9. 50 Ger many 147.237.0.34 tikshuv.idf.il DVRep_B-N 60 100 B ock 1
85. 25. 103. 50 Cer many 147.237.72. 156 anan.idf.il DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.72. 217 e.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.0. 34 tikshuv.idf.il DVRep B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76. 31 nakchal .idf.il DVRep B-N 60 100 B ock 1
66. 240. 192. 138 Lhited Sates 147.237.0. 200 ndu. i df . i | DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76. 199 e. nakchal .idf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Ger many 147. 237.76. 30 hi nush. i df . i | DVRep_B-N 60 100 B ock 1
85. 25. 103. 50 Ger many 147.237.76.176 test.ncore.idf.il DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.76. 31 nakchal .idf.il DVRep B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76. 31 nakchal . i df .il DVRep_B-N 60 100 B ock 1
111.91.63. 18 I ndia 147.237.77. 216 dover.idf.il Q008: HITP: Xenu User Agent B ock 1
71.6.167. 142 Lhited Sates 147.237.76. 39 nobi | e.nei tav.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 Lhited Sates 147.237.72. 167 i shurimaka.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.76. 86 navy.idf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Cer many 147.237.76. 39 nobi | e. nei tav.idf.il DVRep B-N 60 100 B ock 1
85. 25. 103. 50 Cer many 147.237.76. 201 e atal.idf.il DVRep B-N 60 100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.76.176 test.ncore.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76. 34 yohal an.idf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Cer many 147.237.0. 15 kosher-kravi .idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76. 177 ncore.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il DVRep B-N 60 100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.77. 205 prisha.idf.il DVRep B-N 60 100 B ock 1
188. 138. 9. 50 Cer many 147.237.76. 44 e.refuah.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Cer many 147.237.77. 233 atal.idf.il DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.77. 74 lawidf.il DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Cer many 147.237.0. 19 nadi matal .idf.il DVRep B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.77. 61 e.cogat.idf.il DVRep B-N 60 100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.77. 216 dover.idf.il DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.0. 35 akaws. i df.il DVRep_B-N 60_100 B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |ste [Name | count
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 28
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LV wth fake user agent 6
66. 249. 67. 31 Lhited Sates 147.237.77. 170 naar achot . i df . il ET SCAN NVAP -sA (2) 2
66. 249. 65. 28 Lhited Sates 147.237.77. 74 lawidf.il ET SCAN NVAP -sA (2) 2
66. 249. 78. 166 Lhited Sates 147.237.77. 216 dover.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 67. 23 Lhited Sates 147.237.77.170 naar achot . i df.i | ET SCAN NVAP -sA (2) 2
66. 249. 64, 61 Lhited Sates 147. 237.76. 86 navy.idf.il ET SCAN NVAP -sA (2) 2
43.255.191. 161 Japan 147. 237. 8. 46 e.chinuch.idf.il ET SCAN Potential SSH Scan 1
82.220. 91. 98 Snitzerl and 147.237.8. 24 elifestyle.idf.il ET SCAN Potential SSH Scan 1
43.255.191. 161 Japan 147.237.0. 19 nadi matal .idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 64 Chi na 147.237. 8. 50 e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
43.255. 191. 161 Japan 147.237.77. 170 naar achot . i df.i | ET SCAN Potential SSH Scan 1
43.255.191. 161 Japan 147.237.77.19 lawforumidf.il ET SCAN Potential SSH Scan 1
82.220. 91. 98 Snitzerl and 147.237. 8. 46 e.chinuch.idf.il ET SCAN Potential SSH Scan 1
43.255.191. 161 Japan 147.237. 76. 34 yohal an.idf.il ET SCAN Potential SSH Scan 1
82.220.91. 98 S t zer| and 147.237. 8. 27 e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
43. 255. 191. 161 Japan 147.237. 8. 27 e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
82.220.91. 98 S tzerl and 147.237.8. 14 e.orchot.idf.il ET SCAN Potential SSH Scan 1
43.255.191. 161 Japan 147.237.77. 243 nobi le.idf.il ET SCAN Potential SSH Scan 1
43.255.191. 161 Japan 147.237.77. 121 e navy.idf.il ET SCAN Potential SSH Scan 1
91. 224, 132.118 Russi an Federation 147.237.77. 216 dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
43.255.191. 161 Japan 147.237.76. 148 gacenter. aka i df.il ET SCAN Potential SSH Scan 1
82.220.91. 98 St zerl and 147.237. 8. 28 e.nobil e-ks.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Addr ess ‘S’ te ‘Massage
87.69. 175. 175 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 3018
66.249.78.166 |Uited Sates 147.237.77. 216 |dover. i of .1 |' V@ 1 d segnent retransmssion. Streaning Engi ne: TQP Inval i d drop 64
Packet dropped. Ret r ansni ssi on
66.249.78.173 |Wnited Sates 147.237.77. 216 |dover. i of .1 |' V3 1d segnent retransmssi on. Streaning Engi ne: TCP I nval i d drop 56
Packet dropped. Ret r ansni ssi on
109. 65. 101. 10 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 53
79.181.148.14 |lsrael 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 41
66.249.78.159 |lited Sates 147.237.77. 216 |dover. i of .1 |' V3 1d segnent retransmssi on. Streaning Engi ne: TGP I nval i d drop 40
Packet dropped. Ret r ansn ssi on
136. 243. 36. 88  |Ger many 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 24
5. 255.253. 124 |Russi an Federation 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 23
69. 58. 69. 3 Lhited Sates 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 13
186. 4. 31. 150 Qsta R ca 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 13
70.176. 47.51 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 13
37.48.120. 214  |Net her| ands 147.237.77.216|dover.idf.il |Hrst packet isn't SYN drop drop 12
79.116. 206. 125 |Ronani a 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 12
149.78.154.69 |lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 9
216. 251. 203. 242|lhited Sates 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 8
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 8
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 8
204. 237.22. 235 |Canada 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 6
66.249.64.72  |ited Sates 147.237.77. 216 |dover. i of .1 |' V@ 1d segnent retransmssi on. Streaning Engi ne: TCP Inval i d drop 6
Packet dr opped. Ret r ansni ssi on
73.44. 25. 21 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 5
46. 19. 85. 165 | srael 147.237.72. 166 |aka.i df .i | Inval id ACK nunber Bad TCP sequence noni t or 4
79.182.191. 146 |lsrael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 4
176. 106. 41. 71 gjceusgi':('ja” Tertitory, 1147 237.77. 216 |dover. iof i1 |First packet isn't SWN dr op dr op 4
79.181.148. 14 | srael 147.237.77. 216 |dover.idf.il |l nvalid ACK nunber Bad TCP sequence aert 4
207.46.13. 61 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 4
50. 87. 144. 145 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 4
93.172. 34. 126 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 4
79.181. 148. 14 | srael 147.237.77. 216 |dover.idf.il |lInvalid ACK nunber Bad TCP sequence noni t or 4
66.249. 78. 159 |l srael 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 4
192.151. 151. 202|lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 4
93.173.47.1 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 4
79.181. 148. 14 | srael 147.237.77. 216 |dover.idf.il |l nvalid sequence nunber Bad TCP sequence noni t or 4
104. 34.119. 120 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 4
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 4
37.247. 36. 84 Net her | ands 147.237. 77. 227 |e. hanaz. i df . i 1|Geo- | ocati on i nbound enf orcenent |Geo-| ocati on enf or cenent drop 4
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 4
94.228.34.238 |United K ngdom 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 3
190. 201. 37. 254 |Venezuel a 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 3
84.95.223. 179 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 3
157. 55. 39. 33 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 3
157.127. 124. 157|hited Sates 147.237.77.216|dover.idf.il |Hrst packet isn't SN drop drop 3
207.46.13.1 Lhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 3
93.173.224. 13 | srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 3
79.182.176. 253 |lsrael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 3
68.180.228. 117 |lLhited Sates 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 2
66.249.64.74  |Uited Sates 147.237.77. 216 |dover. i of .1 |'/V@ 1 d segnent retransmssi on. Streaning Engi ne: TQP Inval i d drop 2
Packet dr opped. Ret r ansni ssi on
66. 249. 78. 166 Lhited Sates 147.237.77.216|dover.idf.il |Hrst packet isn't SYN drop drop 2
136. 243. 5. 203 |Ger many 147.237.77.216 |dover.idf.il |Hrst packet isn't SYN drop drop 2
66.249.64.76  |Uited Sates 147.237.77. 216 |dover. i of .1 |' V@ 1d segnent retransmssi on. Streaning Engi ne: TCP Inval i d drop 2
Packet dr opped. Ret r ansni ssi on
176.228. 178. 106|l srael 147.237.77. 216 |dover.idf.il |Hrst packet isn't SYN drop drop 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Target Address |Ste ; ‘Count
Country Action
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il Mil tiple Uhaut horized URL Access from 66. 249. 78. 166 Bl ock 2
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Whaut horized URL Access from 66. 249. 78. 173 Bl ock 2
79.179.16. 163 |lsrael 147.237.72. 166 |aka.i df .i | D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 2
. S Unaut hori zed URL Access to
112.111.173.26 |China 147.237.76.42 |refuah.idf.il | i1/ si b storagel i1 es/ 2/ 2792, pot / r ackback/ Bl ock 1
66. 249. 64. 59 | srael 147.237.72. 166 |[aka. i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
157.55.39.130 |lhited Sates 147.237.72. 166 |aka.i df .i | Unknown Paraneter 9ff3fe30 in waw aka.idf.il/main/ hone/ def aul t. aspx None 1
69.171.112. 117 |lhited Sates 147.237.76.30 |hinush.idf.il Uhaut hori zed URL Access to /tnunbl ock. cgi Bl ock 1
66. 249. 67. 49 | srael 147.237. 77. 170 [naarachot . i df . i [|Uhaut hori zed URL Access to 147.237.77.170/ Bl ock 1
5. 255. 253. 124 gz:;;r: on 147.237.77. 216 |dover.idf.il Mil tipl e Unaut hori zed URL Access from 5. 255. 253. 124 Bl ock 1
113. 162. 210. 24 |V et nam 147.237.77. 216 |dover.idf. i1 |OPknown HITP Request Method COXXin LR B ock 1
waw i df . i | /1116-en/ dover . aspx
66.249. 78. 166 |l srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsite/english/0105-2.stm Bl ock 1
66.249.64.59  |israel 147.237.72. 166 |aka. i df . i Distributed Lhaut horized LR. Access on B ock 1
waw aka. i df . i | // mai n/ har edi mi webr esour ce. axd
167. 160. 103. 217 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode Bl ock 1
69.171.112. 117 |Lhited Sates 147.237.76.31 |nakchal.idf.il |Whauthorized URL Access to /tmunbl ock. cgi Bl ock 1
66. 249. 73. 203 | srael 147.237.77.74 |lawidf.il Dstributed |11 egal Paraneter Encodi ng None 1
5. 255. 253. 124 stﬁ::ﬂ on 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df . i1/ hebrew organi zati on/ honef ront / Bl ock 1
130. 255. 189. 50 |Ger many 147.237.77. 216 |dover.idf.il Enail collector robots 14 Bl ock 1
66. 249. 64. 63 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
180. 76. 4. 35 Chi na 147.237.76.31 |nakchal .idf.il |Uhauthorized URL Access to 147.237.76. 31/ Bl ock 1
66. 249. 73. 219 | srael 147.237.77.74 |lawidf.il Dstributed |I11egal Paraneter Encodi ng None 1
54.161.185.209 |Whited Sates 147.237.72. 166 |[aka.i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
130. 255. 189. 50 |Ger many 147.237.77. 216 |dover.idf.il ehMi | Hboardi ng Bl ock 1
68. 180. 228. 232 |lhited Sates 147.237.72. 166 |aka.i df .i | Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
66. 249. 64. 63 | srael 147.237.72. 166 |aka.idf.il Mil tipl e Lhaut hori zed URL Access from 66. 249. 64. 63 Bl ock 1
R SS. Lhtraceabl e Gonnection - Protocol violation
195. 159. 233. 44 |Nor way 147.237.72. 166 |aka. i df . il (SSL_CONN CLI ENT_KEY EXCHANGE) None 1
85. 65. 55. 34 | srael 147.237.72. 166 |aka.idf . il Uhaut hori zed URL Access to www aka. i df.il/nai n/ haredi miwebresource. axd |B ock 1
66.249. 78. 159 |l srael 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 159 Bl ock 1
54.245.64.111 |lhited Sates 147.237.77. 176 |natpash.idf.il |Unaut hori zed URL Access to waww cogat . i df.il/894-he B ock 1
157.55.30.33  |United Sates  |147.237.77.216|dover.ich.i | authorized LR Access to Bl ock 1
wan i df . i1/t enpl at es/ shar ed/ user cont r ol s/ nhavnenu/
69. 12. 66. 241 Lhited Sates 147.237.77. 216 |dover.idf.il O stributed Suspi ci ous Response Gode Bl ock 1
s Unaut hori zed URL Access to
66. 249. 64. 63 | srael 147.237.72. 166 |aka. i df .11 ww aka. i df . il/sites/resources/chi nuch/ styl es/i nport/bott ormavi gat on. asp Bl ock !
207.46.13.104 |Wnited Sates  |147.237.72. 166 |aka.idf.il Wnaut hori zed URL Access to B ock 1

wan aka. i df . i1/ consol e/ core/ doc_ngr/ gener al . aspx
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