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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature | Devi ce Action | count
219. 160. 73. 197 Japan 147.237.76. 177 ncore.idf.il Bl ock Up Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |S te | Name |Davi ce Action \Ooum |
180. 76. 5. 193 Chi na 147.237.76. 86 navy.idf.il DVRep_P- N _40-59 Per nint 109
182.114. 223. 61 Chi na 147.237.77.216 |dover.idf.il C1000108: HITP. Trying to |l ocate existing FO<edi t or B ock 12
46.137. 134. 188 Irel and 147.237.72.156 |aman.idf.il DVRep_P- N 40-59 Per mt 10
46.137.134. 188 Irel and 147.237.72.166 |aka.idf.il DVRep_P- N 40-59 Pernint 10
85. 25. 103. 50 Ger nany 147.237.0. 34 tikshuv. i df il DVRep_B-N 60 100 B ock 2
71.6.167. 142 Lhited Sates 147.237.76.176 |test.ncore.idf.il DVRep_B-N 60_100 B ock 1
71. 6. 165. 200 Lhited Sates 147.237.76. 30 hi nush. i df .i | DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Ger many 147.237.77.243 |nobile.idf.il DVRep_B-N 60_100 Bl ock 1
85. 25. 103. 50 CGer many 147.237.0. 19 nadi matal .idf.il DVRep B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237. 8. 50 e tikshuv.idf.il DVRep_B-N 60 100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.72.166 |aka.idf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 CGer many 147.237.0. 15 kosher-kravi.idf.il |DVRep_B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.77.121 |e.navy.idf.il DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.76. 34 yohal an. i df .il DVRep_B-N 60_100 Bl ock 1
198. 20. 69. 98 Lhited Sates 147.237.0.19 nadi matal .idf.il DVRep B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76. 38 eeneitav.idf.il DVRep_B-N 60 100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.76. 86 navy.idf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Cer many 147.237.76.199 |e.nakchal .idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.77.170 naarachot . i df . il DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.77.216 |dover.idf.il DVRep_B-N 60_100 Bl ock 1
198. 20. 69. 98 Lhited Sates 147.237.76.176 |test.ncore.idf.il DVRep B-N 60 100 Bl ock 1
93. 120. 27. 62 Romani a 147.237.76.199 |e.nakchal .idf.il DVRep_B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76. 86 navy.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.77.170 naarachot . i df . il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Ger nany 147.237.77.178 |e.matpash.idf.i DVRep_B-N 60 100 Bl ock 1
85. 25. 43. 94 Ger many 147.237.76. 38 eeneitav.idf.il DVRep_B-N 60_100 Bl ock 1
71. 6. 165. 200 Lhited Sates 147.237.77.227 |e. hanaz.idf.il DVRep_B-N 60 100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237. 8. 46 e. chinuch.idf.il DVRep_B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76.148 |gqcenter.aka.idf.il |DVRep_B-N 60 100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.77.233 |ata.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 Lhited Sates 147.237.77. 234 hal ag.idf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Ger many 147.237.77.227 |e.hanaz.idf.il DVRep_B-N 60_100 Bl ock 1
85. 25. 43. 94 CGer many 147.237.77.176 |natpash.idf.il DVRep B-N 60 100 Bl ock 1
71.6.167. 142 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |DVRep B-N 60 100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.72.14  |dover.idf.il (ol d) DVRep_B-N 60 100 B ock 1
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|Top Attackers In |D|

Attacker Address |Attacker Country |Target Address |Ste | Name | count |
82.80. 25. 221 | srael 147.237.77. 216 |dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 26
195. 34. 150. 18 |Austria 147.237.77.216 |dover.idf.il Tehila - Perl LW wth fake user agent 6
60.208. 72. 139 |Chi na 147.237.77.216 |dover.idf.il GPL SCAN nnmap TCP 4
66.249.78.204 |Lhited Sates 147.237.77.176 |natpash.idf.il ET SCAN NVAP -sA (2) 4
66. 249. 67. 40 Lhited Sates 147.237.77.170 |n@arachot.idf.il |ET SCAN NVAP -sA (2) 2
66.249.73.219 |Lhited Sates 147.237.77.74 |lawidf.il ET SCAN NVAP -sA (2) 2
66.249.78.166 |lLhited Sates 147.237.77. 216 |dover.idf.il ET SCAN NVAP -sA (2) 2
61.240. 144. 65 |Chi na 147.237.77. 243 |nobil e.idf.il ET SCAN NVAP -sS wi ndow 1024 1
111.13.30.109 |Chi na 147.237.0. 35 akaws. i df .i | ET SCAN NVAP -sS wi ndow 4096 1
101. 226. 2. 99 Chi na 147.237.76.34 |yohalan.idf.il ET SCAN NVAP -sS wi ndow 2048 1
73.222.216.129 |Lhited Sates 147.237.72.167 |ishurimaka.idf.il|ET SCAN Potential SSH Scan 1
73.222.216.129 |Lhited Sates 147.237.72.156 |anan.idf.il ET SCAN Potential SSH Scan 1
61.240. 144. 67 |Chi na 147.237.77.233 |ata .idf.il ET SCAN NVAP -sS wi ndow 1024 1
193. 189. 246. 45 |Cer nany 147.237.0. 34 tikshuv.idf.il ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic, Potential Scan or Infection |1
61.240. 144. 64 |Chi na 147.237.76.34 |yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
111.13.30.109 |Chi na 147.237.0. 35 akavs. i df .i | ET SCAN NVAP -sS wi ndow 3072 1
101. 226. 2. 99 Chi na 147.237.76.34 |yohal an.idf.il ET SCAN NVAP -f -sS 1
73.222.216.129 |Lhited Sates 147.237.72.217 |e.idf.il ET SCAN Potential SSH Scan 1
73.222.216.129 |lLhited Sates 147.237.72. 166 |aka.idf.il ET SCAN Potential SSH Scan 1
73.222.216.129 |lLhited Sates 147.237.72.14 |dover.idf.il (ol d) |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address Target Address |Ste
Country
98.194. 161. 245 |lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 90
197. 133. 67. 186 |Egypt 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 72
207.241. 226. 165|lhited Sates 147.237.77. 216 |dover.idf.il Vs::)ViSs;vers Stow HITP Denial - of Vb Server Enforcenent Mol ation rej ect 25
165. 83. 55. 97 Lhited Sates 147.237.77.216 |dover.idf.il First packet isn't SN drop drop 22
109. 253. 142. 87 |l srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 22
68.192. 79. 77 Lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 21
192. 151. 151. 202|Lhited Sates 147.237.77. 216 |dover.idf.il SAMrul e drop dr op 19
109. 253. 145. 24 |Israel 147.237.77. 216 |dover.iof i1 | V@1 d segnent retransmssion. Packet |Sreaning Engine: TCP Invalid drop 18
dr opped. Ret r ansn ssi on
207.241. 226. 165|Lhited S ates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 18
66.249.78.159 |United Qates  |147.237.77. 216 |dover.icf.i1 | V@ 1d segnent retransmssion. Packet |Sreaning Engine: TP Invalid dr op 16
dr opped. Ret r ansni ssi on
68.195.41. 118 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 14
5. 255. 253. 124 :ZZ:; o 147.237.77. 216 |dover.idf.il  [First packet isnt SN drop drop 11
66.249.78.173 |United Sates  |147.237.77. 216 |dover.icf i1 ||V 1d segnent retransmssion. Packet |Sreaning Engine: TCP Invalid dr op 10
dr opped. Ret r ansn ssi on
136. 243. 36. 88  |Ger many 147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 10
37.48.120.214 |Net herl ands 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 10
149.78.154.69 |lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 10
68. 180.228. 117 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 9
129.10.9. 17 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 9
192.116. 162. 182|l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 9
72.234.197. 144 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 9
182.114. 223. 61 |Chi na 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 8
207.46.13. 77 Lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 7
2.54.19. 230 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 7
66.249.78.166 |United Qates  |147.237.77. 216 |dover.idh.i1 | V3 1d segnent retransmssion. Packet |Sreaning Engine: TP Invalid drop 6
dr opped. Ret r ansm ssi on
93.172. 34. 126 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 6
171.98. 76. 157  |Thail and 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 6
189. 18. 165.56 |Brazil 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 6
222.84.2.167 Chi na 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 5
52.16.5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
41. 33. 232. 65 Egypt 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 4
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 4
85.72.40.4 G eece 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 4
65. 26. 20. 236 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 4
54.72.73. 168 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
2.54. 33. 149 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
204. 237.22. 235 |Canada 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 4
37.247.36.78 Net her | ands 147.237. 77. 178 |e. nat pash. i df . i [|Geo- | ocat i on i nbound enf or cenent Geo- | ocati on enf or cenent drop 4
5. 29. 28. 245 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 3
60. 208.102. 75 |Chi na 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 3
166. 182. 3. 58 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
66. 249. 78. 159 | srael 147.237. 77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
166. 182.3.239 |lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 3
166. 182.3.133 |lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 2
207.46. 13. 35 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 2
95. 187. 205. 136 |Ronani a 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
189. 251. 255. 22 |Mexi co 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
166. 182. 3. 28 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
66.249.78.51  |United Qates  |147.237.77. 234 |nalag.ich.i1 | V@ 1d segnent retransmssion. Packet |Sreaning Engine: TP Invalid drop 2
dr opped. Ret r ansni ssi on
166. 182. 3. 167 |lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 2
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|Top Attackers In V\AF|

A tacker Devi ce

Attacker Address Target Address |dte ) Count
Country Action
66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 66. 249. 78. 173 B ock 6
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 66. 249. 78. 159 B ock 4
54. 209. 60. 63 g];::: 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response CGode_Qust om Tenpor ary B ock 2
72.9.148. 10 LSthlatt:sd 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy.idf.il/994-8613- he/ navy. aspx. aspx |B ock 2
66. 249. 73. 166 | srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to waw nakhal .idf.il/ni B ock 1
Unaut hori zed URL Access to www i df.il/1133-18630- he/ dover. aspxx3 G A
Ui ted OMae™ aesr A G Ax'a,~ASG A5G AL & /B8, ~ASGP 4€3
207. 46.13.35 Saes 147.237.77. 216 |dover.idf.il G Ayx3 Aex3 (¢ AENaE™(C a€3C A & Ex'a,-ASCP A€ As & Ax'a,-AS B ock 1
G acs A x3 3 BNAE™ A5G A G 08, -ASCr A5 As O AB¢a,-AS
& aesC Ay,
176. 10. 104. 234 |Sntzerland |147.237.77. 176 [natpash.idf.il Unaut hori zed URL Access to waw cogat . idf.il/901-en/ B ock 1
69.12.81.9 g‘;tt:: 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wa idf.il/english/news/ grapheat.stm B ock 1
66. 249. 73. 219 | srael 147.237.77.74 |lawidf.il Dstributed |11egal Paraneter Encodi ng None 1
184. 105. 247. 195 LSthlatt:sd 147.237.0.16 |ny-kosher-kravi.idf.il |Unauthorized URL Access to 147.237.0. 16/ B ock 1
66. 249. 64. 72 | srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waww i df.il/newsite/english/0306-4.stm B ock 1
95.173.184. 138 |Turkey 147.237.76. 30 |hinush.idf.il Il egal HITP \ersion B ock 1
66. 249. 73. 203 | srael 147.237.77.74 |lawidf.il Dstributed |11egal Paraneter Encodi ng None 1
207.46.13. 77 LSthlatt:sd 147.237.77. 216 |dover.idf .il Ml tiple Wauthorized URL Access from 207. 46. 13. 77 B ock 1
180. 76. 4. 148 Chi na 147.237. 77. 176 |nat pash. i df .i | Unaut hori zed URL Access to 147.237.77.176/ B ock 1
69. 12. 82. 145 Lsh'mt:: 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode B ock 1
66. 249. 73. 219 | srael 147.237.77.74 |lawidf.il |11 egal Paraneter Encodi ng searchText in ww |awidf.il/275 he/patzar.aspx [None 1
188. 165. 15. 206 |Fance 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response GCode_ Qust om Tenpor ary B ock 1
R D stributed Lhaut hori zed URL Access on
66. 249. 64. 84 | srael 147.237.72. 166 |aka. i df .i | 147, 237.72. 166/ / mai n/ gi yus/ gi yus/ gener al . aspx B ock 1
95.173.189. 7 Tur key 147.237.72. 166 |aka.i df .i | I11egal HITP \ersion B ock 1
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 66. 249. 78. 166 B ock 1
Unaut hori zed URL Access to
66. 249. 73. 203 | srael 147.237.77.74 |lawidf.il wwy | aw i df.i | /tenpl ates/tenpl at econtrol s/ news/ si p_storage/fil es/ 6/1446.p |B ock 1
df /
207.46.13. 77 gﬁ;ttg: 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df.il/doc/ B ock 1
180. 76. 6. 46 Chi na 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237.0. 34/ 901- 7721- he/ ti kshuv. aspx B ock 1
58.22.77. 143 Chi na 147.237.72. 166 |aka.idf.il Lhaut hori zed URL Access to wan aka.idf.il/rights/asp/info.asp/trackback/ |B ock 1
R Unhaut hori zed URL Access to
66. 249. 78. 102 | srael 147.237.77. 216 |dover.idf .il 147. 237. 77. 216/ 1133- 20063- he/ i df gdover . aspx B ock 1
R Unaut hori zed URL Access to
66. 249. 64. 86 | srael 147.237.72. 166 |aka. i df .i | 147.237.72. 166/ mai v/ gi yus/ gi yus/ gener al . aspx B ock 1
203.151.27.79 |Thail and 147.237.77.74 |lawidf.il Il1egal HITP \ersion B ock 1
157. 55. 39. 178 gﬁ;ttg: 147.237.72. 166 |aka.idf . il D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66. 249. 73. 211 | srael 147.237.77.74 |lawidf.il Dstributed |11 egal Parangeter Encodi ng None 1
207. 46. 13. 104 ;ﬂ;ttee: 147.237.72. 166 |aka. i df . il D stributed Suspi ci ous Response Gode_Qust om Tenpor ary B ock 1
182.114. 223. 61 |Chi na 147.237.77. 216 |dover.idf.il Ml tiple Whaut hori zed URL Access from 182. 114. 223. 61 B ock 1
66. 249. 64. 58 | srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waww navy.idf.il/n B ock 1
74.82.47.2 LShIaIts: 147.237.0.19 |nadimatal.idf.il Unaut hori zed URL Access to 147.237.0. 19/ B ock 1
66. 249. 78. 127 | srael 147.237.0.34 |tikshuv.idf.il Uhaut hori zed UR. Access to waw tikshuv.idf.il/nobil e/ B ock 1
R DO stributed Unaut hori zed URL Access on
66. 249. 64. 88 | srael 147.237.72. 166 |aka. i df . il 147, 237.72. 166/ / mai n/ gi yus/ gi yus/ gener al . aspx B ock 1
207.46.13. 35 g‘;ttees 147.237.77. 216 |dover.idf.il Ml tiple Whaut horized URL Access from 207. 46. 13. 35 B ock 1
176. 10. 104. 234 |Sntzerland |147.237.77. 176 [natpash.idf.il Ml tipl e Whaut hori zed URL Access from 176. 10. 104. 234 B ock 1
68. 180. 228. 117 g];::: 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df.il/navy/htni/unitfs. asp B ock 1
207. 46. 13. 104 LSthlatt:sd 147.237.72. 166 |aka.idf . il Unknown Paraneter 4f9c0c80 i n waw aka. i df . i/ mai n/ hore/ def aul t . aspx None 1
66. 249. 73. 213 | srael 147.237. 77. 226 |ww chanat z. aka. i df . i | |Unaut hori zed URL Access to 147.237.77. 226/ B ock 1
182.114. 223.61 |China 147. 237.77. 216 |dover. i df . i | Wnauthori zed URL Access to Bock |1
wn i df.i |/ editor/editor/fil enanager/ connect or s/ aspx/ connect or . aspx
R Unaut hori zed URL Access to
66. 249. 64. 70 | srael 147.237.72. 166 |aka. i df . il 147. 237. 72. 166/ gi yus/ f or uri asp/ showf or um asp B ock 1
84.108.121. 180 |lsrael 147.237.72. 166 |aka.i df .i | Uhknown Paraneter isTaz in www aka.idf.il/nain/sachar/ None 1
66. 249. 78. 134 | srael 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to waww ti kshuv.idf.il/nd B ock 1
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