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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature |Device Action  |Count |
66. 249. 67. 40 | srael 147.237.77.170 naar achot . i df . il TCP handshake vi ol ation, first packet not syn drop 268
84.228.58. 171 | srael 147.237.72. 156 anan. i df.i | Anonal y-TLS-renegoti ati on-d i dest - r eset 71

66. 249. 78. 197 | srael 147.237.77. 176 nat pash. i df . il TCP handshake viol ation, first packet not syn drop 3

218. 209. 187. 243 Korea, Republic of 147.237. 76. 86 navy.idf.il Bl ock_Ulp Al _Nets drop 3

134. 147. 203. 115 Ger many 147.237. 76. 196 e.svivaidf.il B ock Np Al _Net drop 2
124.232.142. 220 Chi na 147.237.76. 148 gocenter. aka. i df.il Block Udp All Nets drop 1
124.232. 142. 220 Chi na 147.237.76. 198 e.yohal an.idf.il Bl ock Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Target Address |S te |Narre |Davi ce Action \Ooum |
198. 20. 70. 114 Lhited Sates 147. 237. 76. 148 gocent er. aka. i df .i | DVRep_B-N 60 100 Bl ock 1
188. 138. 9. 50 Ger many 147.237.76. 34 yohal an. i df .i | DVRep_B-N 60_100 B ock 1
66. 240. 236. 119 Lhited Sates 147.237.76. 198 e.yohal an.i df.il DVRep B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76. 44 e.refuah.idf.il DVRep_B-N 60 100 B ock 1
93. 120. 27. 62 Romani a 147.237.76. 201 eatal.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 236. 119 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il DVRep_B-N 60_100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.77.170 naar achot . i df . il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Ger many 147.237.76. 196 e.sviva.idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.72. 166 aka.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76. 177 ncore.idf.il DVRep B-N 60_100 B ock 1
93. 120. 27. 62 Romani a 147.237.77. 243 nobil e.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 236. 119 Lhited Sates 147.237. 8. 24 elifestyle.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.77.179 e nazi.idf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Ger many 147.237.76. 201 e atal .idf.il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger nany 147.237.0. 17 mny- kosher -kravi . i df . il DVRep B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.77. 121 e.navy.idf.il DVRep B-N 60 100 B ock 1
96. 44. 189. 101 Lhited Sates 147.237.77. 216 dover.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 236. 119 Lhited Sates 147.237.72. 166 aka.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237. 8. 24 e lifestyle idf.il DVRep_B-N 60 100 Bl ock 1
85. 25. 103. 50 Ger many 147.237.76. 197 e. hinush.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.76. 44 e.refuah.idf.il DVRep B-N 60 100 B ock 1
188. 138. 9. 50 Cer many 147.237. 8. 28 e. nobi | e-ks.idf.il DVRep B-N 60 100 B ock 1
66. 240. 236. 119 Lhited Sates 147.237.76. 42 refuah.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237. 8. 50 e tikshuv.idf.il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger many 147.237.77. 235 svivaidf.il DVRep_B-N 60_100 B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |gte | Name |count |
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 8
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LV wth fake user agent 6
66. 249. 65. 28 Lhited Sates 147.237.77. 74 lawidf.il ET SCAN NVAP -sA (2) 2
66. 249. 67. 24 Lhited Sates 147.237.77.170 naar achot . i df . il ET SCAN NVAP -sA (2) 2
218. 6. 132. 45 Chi na 147.237. 0. 33 idf.il ET SCAN NVAP -sS wi ndow 4096 1
218. 6. 132. 45 Chi na 147.237. 0. 33 idf.il ET SCAN NVAP -f -sS 1
210. 252. 145. 146 Japan 147.237.0. 35 akaws. i df.il ET SCAN NVAP -sS w ndow 2048 1
202.71. 25. 29 India 147.237.76. 147 chi nuch. aka.i df .i |l ET SCAN NVAP -sS w ndow 4096 1
37.220. 34. 55 Net her | ands 147.237.77. 235 sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
218.6.132. 45 Chi na 147.237.0. 33 idf.il ET SCAN NVAP -sS w ndow 2048 1
210. 252. 145. 146 Japan 147.237.0. 35 akaws. i df.il ET SCAN NVAP -sS wi ndow 4096 1
210. 252. 145. 146 Japan 147.237.0. 35 akaws.idf.il ET SCAN NVAP -f -sS 1
61. 240. 144. 67 Chi na 147.237.76. 39 nobi | e.nei tav.idf.il ET SCAN NVAP -sS w ndow 1024 1
37.220. 34. 55 Net her | ands 147.237.0. 33 idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Target Address |Ste
Country
68.228.71.190 |Whited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 189
121.218.155. 75 |Austraia 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 89
108.59.253.71 |lLhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 71
66.249.78.159 |United Qates  |147.237.77. 216 |dover.idh.i1 | V3 1d segnent retransmssion. Packet |Sreaning Engine: TCP Invalid drop 42
dr opped. Ret r ansn ssi on
66.249.78.173 |United Qates  |147.237.77. 216 |dover.idf.i1 | V@ 1d segnent retransmssion. Packet |Sreaning Engine: TP Invalid drop 40
dr opped. Ret r ansni ssi on
207.241.226. 165|wnited Sates  [147.237. 77. 216 [dover. i df i Vszf’visf;"ers St ow HITP Denial - of Véb Server Enforcenent Molation  |reject 38
66.249.78.166 |United Qates  |147.237.77. 216 |dover.idf.i1 | V@ 1d segnent retransmssion. Packet |Sreaning Engine: TP Invalid drop 32
dr opped. Ret r ansni ssi on
79.178.133. 61 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 30
120. 145. 186. 67 |Austraia 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 20
207.241. 226. 165|lhited Sates 147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 14
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 7
54.72.73.168 Lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 6
5. 255. 253. 124 :32::1”' on 147.237.77. 216 |dover.idf.il First packet isn't SN drop drop 6
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 6
149.78.154.69 |lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 5
148. 251. 41. 235 |Ger many 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 4
46.210. 202. 185 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 4
68.180.228. 117 |Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
24.239.71.237 |Lhited Sates 147.237.72. 217 |e.idf.il Geo- | ocati on i nbound enf or cenent Geo- | ocati on enf or cenent drop 4
52.16.5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 4
70.209.48.106 |Whited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 4
200. 225. 203. 77 |Bazil 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 4
189. 166. 173. 182|Mexi co 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 3
46. 210. 202. 185 |l srael 147.237.77. 176 [matpash.idf.il |Hrst packet isn't SYN dr op drop 3
204. 237.22. 235 |Canada 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
79.178.182. 149 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 3
66. 249. 64. 72 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 3
128.242.249.10 |lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 3
79.182.57.104 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 3
84.111. 155. 155 |Israel 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 3
107.170. 181. 168|Lhited Sates 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 2
66. 249. 78. 166 | srael 147.237.77.216 |dover.idf.il Frst packet isn't SN drop drop 2
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 2
157. 55. 39. 6 Wited Sates  |147.237.72. 166 |aka i df.il nvalid segnent retransmssion. Packet |Streaming Engine: TGP Invalid dr op 2
dr opped. Ret r ansni ssi on
136. 243. 36. 88  |Ger many 147.237.77. 216 |dover.idf.il First packet isn't SN drop drop 2
109. 160. 221. 93 |l srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 2
46.116. 171. 75 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 2
89. 139. 40. 161 | srael 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 2
66.249.78.173 |lsrael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop dr op 2
66. 249. 78. 159 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN dr op drop 1
95.173.189. 7 Tur key 147.237.77.212 |e.dover.idf.il |Geo-1ocation i nbound enfor cenent Geo- | ocat i on enf or cenent drop 1
173.252.110. 113|lhited Sates 147.237. 77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
198.48.92.104 |lhited Sates 147.237.76.196 |e.sviva.idf.il |Geo-location i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
173.252.110. 119|lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 1
198.48.92.104 |Lhited Sates 147.237. 76. 199 |e. nakchal . i df . i I|Geo-1 ocat i on i nbound enf or cenent Geo- | ocat i on enf or cenent dr op 1
66. 249. 64. 76 | srael 147.237.77. 216 |dover.idf.il Frst packet isn't SN drop drop 1
184. 105. 247. 211 |lhited Sates 147.237. 76. 199 |e. nakchal . i df . i I|Geo- | ocat i on i nbound enf or cenent Geo- 1 ocati on enf or cenent drop 1
46. 19. 85. 232 | srael 147.237.76.42 |refuah.idf.il I nval i d ACK nunber Bad TCP sequence noni t or 1
198.48.92.104 |lhited Sates 147.237. 77. 178 |e. nat pash. i df . i [|Geo- | ocat i on i nbound enf or cenent Geo- | ocati on enf or cenent drop 1
157. 55. 39. 33 Lhited Sates 147.237.77. 216 |dover.idf.il FHrst packet isn't SN drop drop 1
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Ste

Devi ce

Country

Action

‘Count

66. 249. 78. 173 | srael 147.237.77. 216 |dover.idf.il Mil tiple Uhaut horized URL Access from 66.249. 78. 173 Bl ock 7
5. 255. 253. 124 g;z::t”i o 147.237.77. 216 |dover. i df .i Ml tipl e Unhaut hori zed UR. Access from 5. 255. 253. 124 B ock 4
66. 249. 78. 166 |l srael 147.237.77. 216 |dover.idf.il Mil tipl e Unaut hori zed URL Access from 66. 249. 78. 166 Bl ock 3
66. 249. 78. 159 |l srael 147.237.77. 216 |dover.idf.il Mil tipl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock 3
72.9.148. 10 Lhited Sates 147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to waw navy. i df.il/994-8613- he/ navy. aspx. aspx |B ock 2
92. 43. 16. 46 Fai n 147.237.77. 176 [nat pash.i df . i | PHP At t enpt Bl ock 2
66. 249. 65. 186 | srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ Bl ock 1
Unaut hori zed URL Access to
157. 55. 39. 33 Lhited Sates |147.237.77.216|dover.idf.il waw, i df . i |/1133-19021- he/ dover. aspxx3 G A G Ac G A Aox3 B A (2 Ac G A |B ock 1
Yx3 B A AR A/x3 AE
106. 51. 135. 164 |India 147.237.77.74 |lawidf.il D stributed Uhknown HTTP Request Met hod Bl ock 1
Russi an o Unaut hori ;ed LR_ Access to '
188. 143. 232. 72 Feder at i on 147.237.76.86 |navy.idf.il Vi navy. i df.il/tenpl at es/ honmepage/ honepage. aspx/ t enpl at es/ sendt of ri end |B ock 1
/ sendt of ri end. aspx
66. 249. 64. 61 | srael 147.237.72. 166 |aka.i df .i | Uhknown Paraneter cat... in wwaka. idf.il/kanhar/klali/defaul t.asp None 1
148. 251. 41. 235 |Ger many 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wwv i df. il /hebrew news/ grapheat.stm Bl ock 1
74.82.47.2 Lhited Sates 147.237. 72. 167 |i shuri maka. i df. i |[Unaut hori zed URL Access to 147.237.72. 167/ Bl ock 1
66. 249. 78. 95 | srael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ 1065- he/ dover . aspx B ock 1
157.55.39.130 |lhited Sates 147.237.72. 166 |[aka.i df .i | Lhaut hori zed URL Access to wan aka. i df.il/sites/fag/ Bl ock 1
46.19. 85. 169 | srael 147.237.72. 166 |aka.i df . il D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
107.153.7.122 |Lhited Sates 147.237.77. 216 |dover.idf.il D stributed Suspi ci ous Response Gode Bl ock 1
66. 249. 78. 166 | srael 147.237.77. 216 |dover.idf.il Lhaut hori zed UR. Access to waw i df.il/newsite/english/0215-1. stm Bl ock 1
66. 249. 64. 61 | srael 147.237.72. 166 |aka.idf.il Lhknown Paraneter catlDin ww aka.idf.il/kanar/hone/ defaul t.asp None 1
203. 133. 168. 157 Okfre& RepubliC 147 237.77. 216 |dover. i .1 D stributed Suspicious Response Qode B ock 1
157.55.39. 4 Lhited Sates 147.237.72. 166 |aka.i df .i | D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
92. 43. 16. 46 Spai n 147.237.77. 176 |nat pash. i df .i | Adm n B ocki ng B ock 1
66. 249. 78. 102 | srael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ 1133- 17802- he/ dover. aspx |B ock 1
162. 255. 166. 53 147.237.76.42 |refuah.idf.il Lhaut hori zed UR. Access to refua.atal .idf.il/bl og/wp-admn/ Bl ock 1
46.120. 120. 121 |l srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx Bl ock 1
120. 15. 43. 54 Chi na 147.237.77.74 |lawidf.il Mil tiple Unauthori zed URL Access from 120. 15. 43. 54 Bl ock 1
66. 249. 64. 63 | srael 147.237.72. 166 |aka.i df .i | Mil ti pl e Unhaut hori zed URL Access from 66. 249. 64. 63 Bl ock 1
203. 133. 168. 157 O?rea’ RepUbliC 147 937 77. 216 |dover. i df . i1 Uhaut hori zed URL Access to ww i df.il/894-en/i df gdover . aspx B ock 1
157.55.39.5 Lhited Sates 147.237.72. 166 [aka.i df .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
66. 249. 78. 109 | srael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ 1133- 18762- he/ dover. aspx |B ock 1
185. 10. 104. 132 |Eur ope 147.237. 77. 176 |nat pash. i df .i | Unaut hori zed URL Access to 147.237.77. 176/ 901- 9403- he/ cogat . aspx Bl ock 1
49.48.127.186 |Thailand 147.237.77.74 |lawidf. il Unknown HTTP Request Method COOK in LR B ock 1
wwy | aw i df . i1/ 14-en/ pat zar . aspx
. . . Unhaut hori zed URL Access to
120. 15. 43. 54 Chi na 147.237.77.74 |(lawidf.il ww mag, i df i |/t enpl at es/ get 1 e/ get fi | e. aspx/ t r ackback/ Bl ock 1
68. 180.228. 117 |lhited Sates 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 68. 180. 228. 117 B ock 1
66. 249. 65. 28 | srael 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to waw nag. i df . il/993/ pat zar. aspx Bl ock 1
207.46.13. 22 Lhited Sates 147.237.76. 31 |[nakchal .idf.il Uhaut hori zed URL Access to 147.237.76. 31/ Bl ock 1
157.55. 39. 6 Lhited Sates 147.237.72. 166 [aka.i df .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
Russi an o Unaut hori zed URL Access to
93.158.145.28 Federati on 147.237.76.86 navy.idf. il waw navy. i df . i |/ consol e/ core/ doc_ngr/ doc_ngr. asp Bt ock !
187.74.123.146 |Bazil 147.237.77.74 |lawidf.il D stributed Uhknown HTTP Request Met hod Bl ock 1
66. 249. 64. 61 | srael 147.237.72. 166 |[aka.i df . i Lhaut hori zed URL Access to waw aka. i df.il/sachar/forns/ downl oadf ormasp |B ock 1
148. 251. 41. 235 |Ger many 147.237.77. 216 |dover.idf.il Mil tiple Whauthorized URL Access from 148. 251. 41. 235 Bl ock 1
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