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Il 109. 64. 222. 229
M 5. 28. 158. 189
[ 78. 146. 109. 114
Il 185. 3. 146. 249
41.33.231.90
M 213. 57. 209. 133
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock Ip Vb In drop 3438
82.81. 6. 86 | srael 147.237.77. 216 dover.idf.il Invalid L4 Header Length dr op 7
82.81. 6. 86 | srael 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 6
123. 59. 59. 52 Chi na 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 forward 4
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 4

81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il Bl ock_Ulp All _Nets drop 3

95. 25. 14. 10 Russi an Federation 147.237. 76. 86 navy.idf.il JLMPurple Gon Limt Htp drop 3
202.112. 51. 96 Chi na 147.237.0.15 kosher-kravi.idf.il |bl ock-sp-trafl f orward 2

95. 25. 14. 10 Russi an Federation 147.237. 76. 86 navy.idf.il JLM Under Attack GCon Htp drop 2
202.112.51. 96 Chi na 147, 237.72. 156 anan. i df.il bl ock-sp-traf 1 forward 2

62. 138. 3. 55 Ger many 147.237.77.170 naar achot . i df . il Bl ock_Udp All _Nets drop 1
78.188. 169. 77 Tur key 147.237.76. 176 test.ncore.idf.il | D QpenSSL- Hear t beat - ex1 dest - r eset 1
71.6.167. 142 Lhited Sates 147.237.77. 19 lawforumidf.il Bl ock Np Al _Net drop 1
78.188. 169. 77 Tur key 147.237.76. 177 ncore.idf.il | D QpenSSL- Hear t beat - ex1 dest - r eset 1
71.6.167. 142 Lhited Sates 147.237.77. 179 e.nazi.idf.il ock Wp Al Nets drop 1
78.188. 169. 77 Tur key 147.237.77. 179 e.nazi.idf.il | D QpenSSL- Hear t beat - ex1 dest - reset 1
82.81. 6. 86 | srael 147.237.77. 233 atal .idf.il Invalid L4 Header Length drop 1
78.188. 169. 77 Tur key 147.237. 76. 38 eeneitav.idf.il | D QpenSSL- Hear t beat - ex1 dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Devi ce Action ‘Oount |
81.218. 145. 218 |Israel 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 4
149. 88. 198. 104 [Israel 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL Bl ock 4
172.240.88.34 |lhited Sates 147.237.76.86 [navy.idf.il C1000003: HTTP: phpM/Admi n access B ock 2
77.126.12.87 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 2
151. 80.31. 107  |France 147.237.77.226 |waw chanat z. aka.idf.i| |Cl000146: HITP. AnrefBot craw er Bl ock 1
111. 202.102. 74 |China 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
66. 249. 66. 187  |Israel 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 1
151.80.31.107  |France 147.237.76.86 [navy.idf.il C1000146: HITP.  AnrefBot craw er Bl ock 1
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|Top Attackers In ID|

At acker .
Attacker Address |Target Address ount ry Signature
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
. |SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
194. 146. 225. 239|147.237.0.16 |Fance ny- kosher-kravi .idf.il . . - 1
deni al of service attenpt
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|Top Attackers In FW |

Attacker Address

A tacker

‘Target Addr ess ‘S te

‘Signature

Country

reamn ine: TCP Invali i i Ssi

89. 139. 237. 160 |Israel 147. 237, 76. 200 |ei tan. aka. i of. | | S N9 Engi ne: TCP alid  |invalid segnent retransnission drop 186
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

89.139.171.49 |Israel 147. 237. 76. 200 |ei tan. aka. i of . i 9 =g nval i d segnent retransmssi on. drop 48
Ret r ansn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi

78.146. 109. 114 |Uni ted K ngdom|147.237.76. 200 |ei tan. aka. i df . | 9 =g Inval i d segnent retransmssi on. drop 36
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

185.3.146.249 |Israel 147. 237. 76. 200 |ei tan. aka. i of . i 9 =g nval i d segnent retransmssi on. drop 30
Ret r ansn ssi on Packet dropped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 30

84.109.101.91 |lsrael 147.237. 72. 156 |anan. i df . i | dr op Frst packet isn't SN drop 27

66.249.81.175 |Europe 147.237.77.233 |atal .idf.il dr op Frst packet isn't SYN drop 25

reamn ine: TCP Invali i i Ssi

82.80.178.39  |Israel 147. 237, 76. 200 |ei tan aka. i of | | €2M NG ENgine: TCP Invalid — Jinvalid segnent retransnission drop 24
Ret r ansni ssi on Packet dr opped.

107.167.103. 149|thited Sates  |147.237.77. 216 |dover.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 24

66.249.81.179 |Europe 147.237.77. 233 |atal .idf.il dr op Frst packet isn't SN drop 23
Sreamng Engine: TCP Invalid ' i ssi

176. 63. 127. 145 |Hungary 147. 237.76. 200 |ei tan. aka. i df . | 9 =g nval i d segnent retransmssi on. drop 22
Ret r ansni ssi on Packet dropped.

149.78.43. 115 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 20
Sreamng Engine: TCP Invalid i i SSi

31.154. 151. 223 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g nvalid segnent retransmssi on. drop 18
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

87.70.52.243  |Israel 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 18
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi

79.181. 135. 226 |Israel 147. 237.77. 243 |nobi l e.i df .i1 9 =g Inval i d segnent retransmssi on. drop 15
Ret r ansni ssi on Packet dr opped.

66.249. 81. 183  |Europe 147.237.77.233|atal .idf.il dr op First packet isn't SYN drop 14

95. 25. 14. 10 RJSIS::t”ion 147.237.76.86 |navy.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 14
Sreamng Engine: TCP Invalid i i ssi

109. 64.50. 224 |Israel 147. 237. 76. 200 |ei tan. aka. i of .| 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansn ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i Ssi

84.228.156.93 | srael 147. 237.76. 200 |ei tan. aka. i of . | 9 =g nvalid segnent retransmssi on. drop 12
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

176.13.10. 204 |Israel 147. 237.72. 166 |aka. i f .11 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi

82.132.229.226 |Wnited Kingdom|147. 237. 76. 200 [ei tan. aka. i of . i 9 =g nvalid segnent retransmssi on. drop 10
Ret ransm ssi on Packet dr opped.

73.182.232. 144 |wnited Sates  [147.237.77.216|dover.icf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 10

5. 28. 158. 189 I 'srael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence noni t or 8
Sreamng Engine: TCP Invalid i i SSi

216.72.34.205 |Israel 147. 237. 76. 200 |ei tan. aka. i of . i 9 =g nvalid segnent retransmssi on. drop 8
Ret r ansni ssi on Packet dr opped.

5.102. 254. 64 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 8

109. 67.173. 233 |Israel 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Ti nmeout rej ect 7

166. 173. 250. 150|Uhited Sates  |147. 237. 72. 166 |aka. i of .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
Sreamng Engine: TCP Invalid i i ssi

109. 253. 138. 161 | srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi

192. 116. 211. 181 | srael 147.237.72. 166 |aka. i df .| 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

2.53.150. 114  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi

79. 180. 166. 118 |Israel 147.237.72. 166 |aka. i df .| 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

109. 253. 227. 21 | srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.

80.178. 201. 148 |l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d sequence nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi

31.154. 242. 167 |Israel 147.237.72. 166 |aka. i f .11 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi

81.92. 23.58 Ger many 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

46.19.85.156  |Israel 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansnm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi

188. 120. 159. 53 |I srael 147. 237.76. 200 |ei tan. aka. i of . | 9 =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.

5.28.158. 189 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 5

79.177.105.50  |Israel 147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 5

188. 120. 148. 132|I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence I'nval i d ACK nunber noni t or 5

88. 128. 80. 52 Ger many 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5

79.177.53. 20 I sr ael 147.237.72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 5

185. 3. 144, 30 I sr ael 147.237.77. 216 |dover.idf.il [Bad TCP sequence I'nval i d ACK nunber noni t or 5

sl SYNHAK retransnit with different .

79.177.53. 20 I sr ael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence wi ndow scal & noni t or 5

5. 28. 158. 189 I srael 147.237.72. 166 |aka. i df . i | SYN At tack SYN -> SYN-ACK -> Ti nmeout rej ect 5

212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 5
Sreamng Engine: TCP Invalid i i ssi

65.55.210.22  |Wited Sates  |147.237.76. 200 |ei tan. aka. i of . i 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansn ssi on Packet dropped.

46.19. 85. 191 I srael 147.237.76. 42 |refuah.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 4
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A tacker

Attacker Address count ry Target Address ‘Ste ‘Slgnature

79.177.17.55 I srael 147.237.76.86 |navy.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout alert 4
Sreaning Engine: TAP Invalid i i ssi

46.116.62. 204 |Israel 147.237.76. 200 |6 tan. aka. i of . | 9 =g nval i d segnent retransmssi on. drop 4
Ret ransm ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
80.246.136.95 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 64
109. 64. 222. 229 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 38
213.57.209. 133 [Israel 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 30
46.19. 86. 61 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 15
5. 28. 158. 189 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Whaut horized Method for Known URL from 5. 28.158. 189 |B ock 11
176.228.218. 24 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod CPTIONS for www aka. i df.il/ituriniasp/ B ock 7
176.228.218. 24 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/ituriniasp/teuda. asp Bl ock 7
213. 8. 204. 53 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 6
95. 86. 69. 41 I srael 147.237.76.86 [navy.idf.il Mil ti pl e Unhaut hori zed URL Access from 95. 86. 69. 41 Bl ock 5
109. 253. 208. 46 |l srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from 109. 253. 208. 46 Bl ock 4
46. 19. 85. 22 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 3
46.19. 85. 39 I srael 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 3
46.117.130.35 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
79.180.33.104 |[Israel 147.237.72. 156 |anman. i df . i | Mil ti pl e Unaut horized URL Access from 79. 180. 33. 104 B ock 3
2.53.129. 127 I srael 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 3
109. 253. 226. 234|Isr el 147.237.0.15  [kosher-kravi.idf.il |50 eq thauthortzed hﬁfi‘ﬁipﬁ” Hock |2
213.57.104. 147 [israel 147.237.72.167[i shurimaka.idf.il |Untraceabl e SSL Sessions: (pen Mde None 2
109. 253. 218. 2081 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 2
2.53.26. 49 I srael 147.237.77. 216 |dover. i df . i | Uhaut hori zed UR. Access to wanidf.il/tenplates/article/nobile B ock 2
89. 139. 237. 160 |[Israel 147.237.77. 216 |dover.idf . il Unt raceabl e SSL Sessi ons: (pen Mbde None 2
78.188.169.77 [Turkey 147.237.72. 156 [anan. i df . i | Unaut hori zed URL Access to 147.237. 72. 156/ nodi i n/ def aul t . aspx  |Bl ock 1
172.240.88.34 |Wited Sates |147.237.76.86 |navy.idf.il PHP Att enpt B ock 1
95. 86. 112. 40 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ f avi con. i co B ock 1
5. 28. 140. 23 I srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1440-he/atal . aspx B ock 1
79.181.135. 226 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 1
193. 169. 52. 111 gs::;”i on 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
149. 78. 239. 108 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mode None
66.249.78.242 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 926- he/ ref uah. aspx  |B ock 1
109. 253. 208. 46 |Israel 147. 237.72. 166 |aka. i df . i | LL'ri%Zj ’ i?’tageegl’?inﬁag:g;e;ogcﬁi’ [/ epauzl [ esiO12 Bl ock 1
202.112.51.96 |China 147.237.76.200|ei tan. aka. i df . i | Unaut hori zed URL Access to bter.cont B ock 1
85.250.90.93 |Israel 147. 237.72. 156 |anan. i df . i | m“m_iizdiéiﬁtfggffmom_i &l B ock 1
78.188.169. 77  |Turkey 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
172.240.88.34 |[thited Sates [147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to wwu navy. i df . i/ php/index. php B ock 1
46.19.86.255  |israel 147.237.72. 166 |aka. i df . i | et hort fzfpﬁr’;cgzjeﬁsl A - Bock |1
130. 185. 155. 10 |Sweden 147.237.77. 170 [maar achot . i df . i | PHP At t enpt B ock 1
194. 146. 225. 239 |France 147.237.0.16 n?/I kosher -kravi . i df fg‘si‘tobac\'\?ﬂ&i’;‘fgfg Protocol violation None 1
79.182.215. 162 |l srael 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to wawidf.il/igf B ock 1
157. 55. 2. 135 Lhited Sates [147.237.77.216|dover.idf .il Ostributed Whaut hori zed URL Access on ww i df.il/error. htm B ock 1
66. 249. 79. 10 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
207. 46. 13. 53 Lhited Sates 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
87.70.48.204 [Israel 147.237.77. 234 |hal ag.i df .| 1D4§t ;'35“;‘;0'2&7?:;3;’;2?161%/%7??; f;if Bl ock 1
78.188.169. 77 |Turkey 147.237.76.39 |nobile. neitav.idf.il |Unauthorized URL Access to 147.237.76. 39/ B ock 1
130. 185. 155. 10 |Sweden 147. 237.77. 170 |maar achot . i df . i | Lhaut hori zed LR Access to maarachot . i df.il/wp-1ogin. php B ock 1
109. 186.54.95 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df . il/XnwpN B ock 1
5. 28.158. 189 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method HEAD for aka.idf.il/main/giyus/login. aspx Bl ock 1
217.69.133.6 :Z:::tr} on 147.237.76.31 [nakchal . i df .il x#;h?r&%??/tﬁplﬁcéjz;;ew user cont r ol s/ header upper / Bl ock !
194. 146. 225. 239|F ance 147.237.0. 16 nlyl- kosher -kravi..i df Uhaut hori zed URL Access to 147.237.0. 16/ B ock 1
157.55.39.243 |Wited Sates  |147.237.77.233atal .idf i e o zed W .A;:;:s)s(,s on Hock |1
68.180.231.43 |United Sates  |147.237.77. 216 |dover. i df . i Paranecr. Type Molation i”‘;g;’:“mi n Bock |1
46.19.85.128  |Israel 147.237.76.31 |nakchal .idf.il thaut hori zed LR Access to Bl ock 1

147.237. 76. 31/ si p_st orage/ fi | es/ 8/ 1668. doc
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