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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 3756
84.108. 144. 101 | srael 147.237.76. 42 refuah.idf.il Invalid TGP H ags drop 8
81.218. 65. 210 | srael 147.237.77.176 nat pash. i df . i | Bl ock Wp Al Nets drop 6
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il Block Udp All Nets drop 4
202.112. 51. 96 Chi na 147.237.0.19 nadi matal .idf.il bl ock-sp-traf 1 forward 2
202.112. 51. 96 Chi na 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 forward 2
202.112.51. 96 Chi na 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 forward 2
202.112. 51. 96 Chi na 147.237.77.235 sviva idf.il bl ock-sp-traf 1 forward 2
202.112.51. 96 Chi na 147.237. 72. 167 ishurimaka.idf.il bl ock-sp-traf 1 forward 2
202.112.51. 96 Chi na 147.237.76. 30 hi nush. i df . i | bl ock-sp-traf 1 forward 2
182. 200. 20. 247 Chi na 147.237.77. 121 e navy.idf.il Bl ock_ Udp Al _Nets drop 1
111. 227. 26. 175 Chi na 147.237.77.121 e navy.idf.il Bl ock_Ulp Al _Nets drop 1
185.94.111. 1 Russi an Federation 147.237.77. 61 e.cogat.idf.il B ock Np Al _Net drop 1

66. 240. 219. 146 Lhited Sates 147.237.76. 38 e.eneitav.idf.il ock_Udp All _Nets drop 1
122. 84. 162. 51 Chi na 147.237.77.121 e.navy.idf.il Bl ock Wp Al Nets drop 1
212.179. 247. 58 I srael 147.237.77. 216 dover.idf.il Block Udp All Nets drop 1
192. 96. 201. 142 Lhited Sates 147. 237.76. 31 nakchal . i df .i | Block Udp All Nets drop 1
212.179. 247. 58 | srael 147.237.77. 233 atal.idf.il Bl ock_Ulp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry get Address |Site |Sgnature Device Action |Oount
109. 64. 165. 42 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 8
213.57. 205. 145 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 8
84.109. 180. 213 I srael 147.237.77. 216 dover.idf.il C1000008: HTTP: Xenu User Agent Bl ock 2
84.109. 180. 213 I srael 147. 237. 72. 166 aka.idf.il C1000008: HTTP: Xenu User Agent B ock 2
84.109. 180. 213 I srael 147.237.77.176  |natpash.idf.il C1000008: HTTP: Xenu User Agent B ock 1
66. 249. 66. 184 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP: prefix 1.01 in the URL B ock 1
66. 249. 66. 187 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 1
68. 64. 168. 226 Lhited Sates 147.237.72. 166 aka.idf.il C1000016: HITP. adnministrator in LR B ock 1
151. 80. 31. 108 France 147.237.76. 147 chinuch. aka.idf.il |Cl000146: HITP: AhrefBot craw er Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Address At acker Signature
Gountry
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
86.190. 61 232|147 237 0.33 |United il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
. . . . . 0. . | N .
Ki ngdom Potential Scan or Brute Force
212.235.98. 139 |147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
62.232.207. 210 |147. 237. 76. 202 E;Ir:;cci]om e halag.idf.il ET SCAN Potential SSH Scan 1
195. 216. 176. 244|147. 237. 77. 178 |Latvi a e. mat pash.idf il ET SCAN NVAP -sS wi ndow 1024 1
62.232.207. 210 |147.237.76.196 E?';;gom esvivaidf.il ET SCAN Potential SSH Scan 1
62.232. 207. 210 |147.237. 76. 148 LK?';gegom gacenter.aka idf.il  |ET SCAN Potential SSH Scan 1
169. 1. 165. 42 147.237.77. 216 |South Arica  |dover.idf.il portscan: TGP D stributed Portscan 1
40.114. 42.13 147.237.8.28 |Uhited Sates |e.nobile-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
149.50.124.20 |147.237.77. 216 |Israel dover.idf.il portscan: TCQP D stributed Portscan 1
13.92.246. 145 |147.237.76.44 [Lited Sates |e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
109. 67.170.27  |147.237.77. 216 |I srael dover . idf.il portscan: TCQP D stributed Portscan 1
13.92.245. 177 |147.237.77.235|lhited Sates |sviva.idf.il ET SCAN NVAP -f -sS 1
91. 201. 236. 158 |147.237.77. 216 |krai ne dover.idf.il ET SCAN NVAP -sS w ndow 2048 1
91.201. 236. 158 [147.237.77.216 |lkrai ne dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
217.133.53.77 |147.237.76.86 [itay navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
84.111. 14.55 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
195. 216. 176. 244|147. 237. 77. 179 |Latvia e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
62.232.207. 210 |147.237.76. 199 E?';;gom e.nakchal .i df. i ET SCAN Potential SSH Scan 1
195. 154. 54. 169 |147.237.8.50 |France e tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
62.232. 207. 210 |147.237.76.176 LK?';gegom test.ncore.idf.il ET SCAN Potential SSH Scan 1
185. 70. 184. 206 |147.237.0.16 |Netherlands ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
62.210. 142. 238 |147.237.72. 217 |France eidf.il ET SCAN NMAP -sS wi ndow 1024 1
149.78.48.204 |147.237.77.216|lhited Sates |dover.idf.il portscan: TCQP D stributed Portscan 1
37.142.223.20 |147.237.77.216|Israel dover.idf.il portscan: TGP D stributed Portscan 1
117 1167 240|147 237 0.35 M et akave. i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
1. . . . 0. et ham ans. | L .
Potential Scan or Brute Force

13.92.245. 177 |147.237.77.235|thited Sates |sviva.idf.il ET SCAN NVAP -sS w ndow 2048 1
109. 65. 250. 173 |147.237. 77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
2.53.35.85 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
91. 201. 236. 158 [147.237. 77. 216 |Wkrai ne dover.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
Sreaning Engine: TCP Invalid i i SSi
79.183. 149. 150 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | g =g nvali d segnent retransmssi on. drop 117
Ret ransni ssi on Packet dr opped.
R SYNretransmit wth different .
79.178.143. 111 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 57
Sreaning Engine: TQP Invalid i i SSi
94.159.129.52 | srael 147.237.0.34  |tikshuv.idf.il 9 =g Inval i d segnent retransmssi on. dr op 45
Ret ransni ssi on Packet dr opped.
R SYNretransmit wth different .
84.108. 144. 101 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 37
31.168.181.109 |Israel 147.237.77.74 |lawidf.il dr op SAMrul e drop 34
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreaning Engine: TQP Invalid i i sSi
176.13.23.49  |Israel 147. 237. 72. 156 |anan. i df . | 9 =9 Invalid segrent retransmssion. drop 30
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19.85.137  |israel 147. 237. 76. 200 |ei tan. aka.i of . i1 9 =g Inval i d segnent retransmssi on. drop 24
Ret ransni ssi on Packet dr opped.
213.8.2.85 | srael 147.237.72. 167 |i shuri maka. i df . i [dr op First packet isn't SYN drop 20
Sreaning Engine: TCP Invalid i i SSi
207.232.21.105 |l srael 147.237.72. 166 |aka. i df .i | 9 =g Inval i d segnent retransmssi on. drop 14
Ret ransni ssi on Packet dr opped.
166. 177. 249. 206|Uhited Sates |147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 13
Sreaning BEngine: TQP Invalid i i SSi
2.56.51. 113 I'sr ael 147. 237.76. 200 |ei tan. aka. i of .| g =g nvalid segnent retransmssion. drop 12
Ret ransm ssi on Packet dr opped.
. . SYNHAK retransmit with different .
2.53.156. 238 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 11
166. 177. 249. 206|Lhited Sates |147.237.72. 166 |aka.idf.il Bad TCP sequence noni t or 10
. . SWNretransmit wth different .
80. 246. 130. 123 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 9
Sreaning Engine: TGP Invalid i i sSi
84.111.37.25  |israel 147. 237. 76. 200 |ei tan. aka. i of . i | 9 =9 Invalid segrent retransmssion. drop 8
Ret r ansm ssi on Packet dropped.
46. 19. 85. 204 I srael 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
176.13. 23. 49 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Inval i d ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
87.71. 97. 96 I'srael 147. 237. 72. 166 |aka. i f . i1 9 =9 Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
Vb Server Enf orcenent HITP Deni
84.94.66.175  |Israel 147.237.0.34  |tikshuv.idf.il , Ve Servers S ow enial of et 6
Mol ation Service
37.26.149.247 |Israel 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid AGK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi
217. 194. 199. 1471 srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
98. 82. 54. 39 Lhited Sates [147.237.77.216|dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
62.0.234. 1 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
Sreaning Engine: TGP Invalid i i sSi
213.57.239.25 |israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
46.19. 85. 167 I srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect
166. 177. 249. 206|Lhited Sates |147.237.72. 166 |aka.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
37.46.39.78 I srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
. . SWNretransmit wth different
84.108. 144. 101 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence vi ndow scal e alert 5
166. 177. 249. 206|Uhited Sates |147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber alert
2.53.165. 81 | srael 147.237.72. 156 |anan.idf . il SYN Attack SYN -> SYN-ACK -> RST rej ect
5.102.242.164 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber noni t or
Sreaning Engine: TGP Invalid i i sSi
66.249.79.10  |Wwited Sates |147.237.72.166|aka.idf.il 9 =9 Invalid segent retransmssion. drop 4
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
213.57.129. 237 | srael 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =g Inval i d segnent retransmssi on. drop 4
Ret ransni ssi on Packet dr opped.
2.53.62. 162 I srael 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
5.102. 254. 21 | srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 85. 204 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid AGK nunber noni t or 4
37.46.41.5 I srael 147.237.72. 156 [anan.i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreaning Engine: TCP Invalid i i SSi
85. 250. 116. 120 |l srael 147.237.77. 243 |nobi L e.i df .| 9 =g Inval i d segnent retransmssi on. drop 4
Ret ransni ssi on Packet dr opped.
5.102.254.175 |l srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval id ACK nunber noni t or
37.26.149.247 |[Israel 147. 237.77. 216 |dover.idf .il Bad TCP sequence aert
Sreanming Engine: TCP Invalid i i ssi
77.127.67.194  |israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
5.22.135. 97 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 3
2.53.191.147 [ srael 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SINAK retransmit with different opvor |3
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
79.181.243.79 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
79.178.13.141 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
5.22.130. 87 I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
37.46.39. 211 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
62.219. 161. 199 I srael 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qount ry ‘Target Address |Site dgnature Acti on ‘Count
46.19.86.238 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 48
109. 253. 194. 30 |I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 32
89.139. 152. 23 |Israel 147.237.0.19 |[madimatal .idf.il Distributed Suspici ous Response Code B ock 17
41.47.175.217 |Egypt 147.237.77.216|dover.i df .i | D stributed Unaut hori zed LRL Access on waw idf.il/error.htm |[B ock 4
Pal estini an Territor Unhaut hori zed URL Access to
185.6.57.114 |\ oy Y |147. 237. 77. 176 |mat pash.idf.il wwn cogat . i df . i 1/t enpl at es/ homepage/ waw. yout ube. comi v/ 3g B ock 3
P 51ei 5nuhg
41.47.245.90 |Egypt 147.237.77.216|dover.idf .i | Distributed Waut hori zed URL Access on waw idf.il/error.htm |B ock
2.53.154.125 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock
" ] ] Unaut hori zed URL Access to
79.178.209.5 I st ael 147.237.0.19  [nadimatal .idf.il nadi matal .idf.il/shared aj ax/ updat enakat qaunti ty. aspx B ock 2
2.53.166.217 |Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock
46.19. 86.248 |Israel 147.237.77.216|dover. i df .i | Untraceabl e SSL Sessi ons: (pen Mbde None
192. 116. 232. 69 |l srael 147.237.77. 216 |dover . i df . i | Ml tiple Unhauthorized URL Access from 192. 116. 232. 69 B ock
. . Unaut hori zed Met hod HEAD f or
78.46.23.198  |Ger many 147.237.72. 166 [aka. i df . i | ww aka. i o i1/ br ot her s/ ski ral def aul t. asp B ock 1
197.199. 207.9 |Egypt 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to v idf.il/894-ar B ock 1
45.63.105.191 [Wited Sates 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
130. 185. 155. 10 |Sweden 147. 237.77. 170 |n@ar achot . i df . i | Distributed Lhaut hori zed URL Access on B ock 1
naar achot . i df . i | /wp-1 ogi n. php
. . Unhaut hori zed URL Access to
66.249. 79. 105 |l srael 147.237.72. 166 [aka. i df . i | 147. 237. 72, 166/ mai 1/ gi yus/ gener al . aspx B ock 1
. . Uhaut hori zed URL Access to
207. 232. 21. 105 |l srael 147.237.72. 166 |aka. i df . i | aka. i df . i /b oher s/ hone/ def aul t . aspx B ock 1
38.111.147.84 |nited Sates 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to v i df.il/894-he Bl ock 1
. . . Unaut hori zed URL Access to
180.76.15.12  |China 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 994- 8944- he/ r ef uah. aspx Bl ock 1
ny- kosher - kravi . i df .
78.188.169. 77 |[Turkey 147.237.0. 16 O Unaut hori zed URL Access to 147.237.0. 16/ Bl ock 1
202.112.51. 96 |China 147.237.0.19 |[madimatal .idf.il Unaut hori zed URL Access to bter. coni B ock 1
141.8.132.78 |Russian Federation  |147.237.77.216|dover.idf.il thauthori zed LR Access to = B ock 1
viwy i df . i1/ enin/sitelenglish/main index.stm
79.179. 177. 209 |I srael 147.237.77. 216 |dover.i df .i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
66.249. 79. 166 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/giyus/ge B ock 1
207. 232. 46. 209 |l srael 147.237.72. 166 [aka.i df . i | Dstributed Il1egal Byte Gode Character in URL Bl ock 1
185.3.144.33 |[Israel 147.237.76.42 |refuah.idf.il Ml tipl e Unaut horized URL Access from 185. 3. 144. 33 B ock 1
. . Uhaut hori zed URL Access to
95.35.38.2 | srael 147.237.76.86 [navy. i df. il Wy navy. i df.il/sip storagel/fil es/3/si ze338x0/ 1613. j pg Bl ock !
79.177. 104. 110 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to aka.idf.il/gen204 B ock
202.112.51. 96 |China 147.237.72.167|ishurimaka. i df . il |Unauthorized URL Access to bter.con B ock
. . D stributed Unaut hori zed URL Access on
2.53.171.127  |israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
141.212.122. 81 |Lhited Sates 147.237.76. 147 |chi nuch. aka. i df .i| |Uauthorized URL Access to /x B ock 1
. . DO stributed Unaut hori zed URL Access on
80. 246. 130. 123 |l srael 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
) . . Unhaut hori zed URL Access to
68.180.230. 45 |Lhited States 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ 994 8919- he/ r ef uah. aspx B ock 1
- . Uhaut hori zed URL Access to
213.8.204.3 I srael 147.237.77.216|dover.i df . i | i df i1/ si tef spot ti ng/ spot i ng. asp B ock 1
41. 47.236.108 |Egypt 147.237.77. 216 |dover . i df . i | Dstributed Lhauthori zed URL Access on waw i df.il/error.htm |B ock 1
. . Uhaut hori zed URL Access to
79.177.143. 179 | srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ styl ef shar edl reset . css Bl ock 1
202.112.51.96 |China 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to bter. coni B ock 1
. . D stributed Lhauthori zed URL Access on
66.249. 78.236 |l srael 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ robot 5. t xt Bl ock 1
. . Uhaut hori zed URL Access to
5.29.164.247 |israel 147.237.77.233|atal .i df . il 147, 237.77. 233/ 1136- he/ at al . aspx Bl ock 1
. . D stributed Lhauthori zed URL Access on
149. 88. 166. 197 (I srael 147.237.77.233|atal .idf . il 147, 237. 77. 233/ 1134- hel at al . aspx Bl ock 1
. . D stributed Unaut hori zed URL Access on
84.108. 144. 101 |I srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
68. 180. 230. 184 |Lhited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
. - Uhaut hori zed URL Access to
216. 72. 34,205 |l srael 147.237.77. 176 |nat pash. i df . i | Wi cogat i df i | /tenpl at es/ general / nobi | & B ock 1
130. 185. 155. 10 |Sweden 147.237.77. 170 |naar achot . i df . i | Dstributed PHP Attenpt B ock 1
. . D stributed Lhauthori zed URL Access on
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