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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |[Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |Block Ip Vé¢b In drop 4080
54.72.182.187 Ireland 147.237.77. 216 dover.idf.il |Block Wp All Nets drop 3

0.0.0.0 147.237.77. 216 dover.idf.il |HITP Page H ood Attack dr op 2
209.126.111. 7 Lhited Sates 147. 237.72. 217 eidf.il Block Udp All Nets drop 1

114. 98. 235. 236 Chi na 147.237.76. 177 ncore.idf.il |Block Udp All Nets drop 1
41.216.171. 196 N geria 147.237.76. 177 ncore.idf.il |Block Udp All Nets drop 1
185.94.111. 1 Russi an Federation 147.237.77. 235 sviva.idf.il |Bock Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address
188. 214. 249. 151

|Attacker Qount ry

Romani a

Target Address
147.237.77. 216

|Site
dover.idf.il

| Sgnature

Devi ce Action

|C0unt

C1000008: HTTP: Xenu User Agent B ock 1
66. 249. 66. 184 I srael 147.237.0. 34 tikshuv.idf.il |Cl1000138: HTTP. prefix 1.0l in the URL B ock 1
68. 64. 168. 226 Lhited Sates 147.237.77. 216 dover.idf.il C1000016: HITP. adnministrator in LR B ock 1
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|Top Attackers In |D|

Target Address

At acker

Signature

Count ry
195. 34. 150. 18 [147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
80.82.78. 38 147.237.76. 202 |Netherl ands ~ |e.hal ag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
79.179. 164. 211 [147. 237. 72. 166 || srael akaidf.il portscan: TCP D stributed Portscan 1
185. 70. 184. 206 [147.237. 77. 179 |Netherl ands  |e. nazi.idf.il ET SCAN Potential SSH Scan 1
62. 232. 207. 210 |147. 237. 76. 34 LKJ?irfgegom yohal an.i df .il ET SCAN Potential SSH Scan 1
185. 3. 144. 126 [147. 237. 72. 156 |I srael aman.idf.il GPL SCAN nyscan 1
46.117.239.0 [147.237.77. 216l srael dover.idf.il portscan: TCP Distributed Portscan 1
129 234.56. 134 |147. 237 0.34  |ni na Cikshov. idf i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
23.96.109. 87 |147.237.77.233|lhited Sates |atal .idf.il ET SCAN NVAP -sS w ndow 2048 1
89. 138. 188. 190 [147. 237. 72. 166 || srael aka.idf.il portscan: TCP Distributed Portscan 1
5.22.131. 80 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
85.65. 170. 154 [147.237.77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
84.108. 158. 30 [147.237.77. 216 |l srael dover . idf.il portscan: TCP Distributed Portscan 1
81.218. 173. 246 [147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
80. 82. 78. 38 147.237.76.34 |Netherlands  |yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
185. 70. 184. 207 (147.237. 77. 233 |Nether| ands ~ |atal .idf.il ET SCAN Potential SSH Scan 1
62.232. 207. 210 |147. 237. 76. 42 LK?irf::om refuah.idf.il ET SCAN Potential SSH Scan 1
185. 3. 144. 126 |147.237.72. 156 || srael anan. i df.il | NDI CATOR- SCAN nyscan 1
62. 232. 207. 210 |147.237. 76. 31 :;?irfgegom nakchal . i df.il ET SCAN Potential SSH Scan 1
132. 68. 179. 26 [147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
23.96.109.87  |147.237.77.233|Wited Sates [atal.idf.il ET SCAN NVAP -sS w ndow 3072 1
95 77 133226 1147 237 0.17  |Formni a mny- kosher -kravi i df i1 ET SI)AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
23.96.109.87 |147.237.77.233|lhited Sates |atal .idf.il ET SCAN NVAP -f -sS 1
85.250. 172. 35 [147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
84.229.37.110 [147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
82.166. 184. 187 [147.237.8.45 |[lIsrael e.eitanidf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
212.117.136.8 |lsrael 147.237.76.86 |navy.idf.il drop First packet isn't SN drop 147
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
66. 249. 93. 82 Eur ope 147.237.77.233|atal .idf.il dr op First packet isn't SN drop 36
66. 249. 93. 67 Eur ope 147.237.77.233 |atal .idf.il drop First packet isn't SN drop 31
66. 249. 93. 77 Eur ope 147.237.77. 233 |ata .idf.il drop First packet isn't SN drop 18
Sreaming Engine: TGP Invalid i i ssi
5.22. 131. 80 I'sr ael 147. 237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. drop 18
Ret ransnm ssi on Packet dropped.
. . SYNretransmt wth different .
192.118.48. 248 |l srael 147.237.77. 234 |hal ag.idf.i| Bad TCP sequence wi ndow scal e noni t or 17
Sreaming Engine: TGP Invalid i i ssi
82.81.66.200 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 15
Ret ransnm ssi on Packet dropped.
’ . . SYNPAXK retransmit with different .
110. 77.172. 150 |Thailand 147.237.72. 166 |aka. i df .il Bad TCP sequence wi ndow scal e noni t or 14
Sreaming Engine: TGP Invalid i i ssi
176.13.1.142  |Israel 147.237.77. 243 |nobile. i of . 9 =g Invalid segnent retransmssion. drop 12
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.86.236  |Israel 147. 237. 72. 166 |aka. i f . i 9 =g nvalid segnent retransmssi on. drop 9
Ret r ansnm ssi on Packet dropped.
e SN retransmt wth different .
80. 246. 133. 179 |l srael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence wi ndow scal e noni t or 8
79.181. 220. 2 I srael 147.237. 77. 216 |dover.idf .i | drop First packet isn't SN drop 7
149. 88. 54. 76 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
110. 77.172. 150 |Thai l and 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 7
66.102. 7. 226 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 7
Sreaming Engine: TGP Invalid i i sSi
2.53.33. 70 I srael 147.237. 72. 167 |i shuri maka. i df . i | 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
89. 138. 170. 229 |Israel 147.237.77. 243 |nobi l e. i f . | Streamng Engi ne: TCP alid invalid segnent retransnission drop 6
Ret r ansn ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
87.71.15.171  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
2.55.171. 43 I srael 147. 237.72. 166 |aka. i of . i | Streamng Engi ne: TCP alid invalid segnent retransnission drop 6
Ret r ansn ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
176.13.18.167 |israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dropped.
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi
31.168.23.235 | srael 147.237.72. 166 |aka i f .11 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansnm ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
176.13.8.214 [ srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.78.252 |lnited Sates |147.237.0.19 |nadi matal .idf.il 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansnm ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
46.19. 86. 86 I'sr ael 147.237.72. 167 |i shuri maka. i df . i 9 =g nvalid segnent retransmssi on. drop 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.117.109.75 |israel 147.237.77. 243 |nubi l e.i df .i 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansnm ssi on Packet dropped.
102.118.48. 248 |Israel 147.237.77. 233 |atal .i . Bad TCP sequence Sretransmt wth i fferent monitor |5
w ndow scal e
82.102. 169. 113 |l srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
Sreaming Engine: TGP Invalid i i ssi
207.46.13.136 |lnited Sates [147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. drop 4
Ret ransn ssi on Packet dropped.
. . SYNPAXK retransmit with different .
82.102.169. 113 |lIsrael 147.237.72. 166 |aka.i df.il Bad TCP sequence wi ndow scal e noni t or 4
31.168.89.106 |[lIsrael 147. 237.77. 216 |dover. i df .i Bad TCP sequence Invalid sequence nunber noni t or
109. 253. 211. 191/l srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
217.132.13. 167 | srael 147.237.72. 166 |aka i f .11 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
80.178.212. 226 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.55.148.188  |Israel 147.237.72. 166 |aka i df .i 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
46.19.86.175  |Israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
80. 250. 158. 115 I srael 147.237.72. 166 |aka i f .11 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
2.53.139. 247 I srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 3
85. 64. 92. 89 | srael 147.237.72. 167 |ishurimaka.i of .il[Bad TCP sequence Inval i d ACK nunber noni t or 3
149.78.154.69 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
185. 3. 144. 33 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
94.159. 129. 228 i srael 147. 237. 72. 166 |aka. i of . i 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansnm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
176.13.0.250  |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
82.80.139.216 | srael 147. 237. 72. 166 |aka. i of . i 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansnm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
87.71.75.255  |israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransnm ssi on Packet dropped.




04-17-2016-17:04:06 to 04-17-2016-18:04:06

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
Sreamng BEngine: TCP Invalid i i ssi

2.53.166.158  |Israel 147.237.72. 166 |aka. i df .| 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.

. . SYNtAXK retransnmit with different .

31.154. 34. 22 I srael 147.237.72. 166 |aka.i of .i | Bad TCP sequence wi ndow scal e noni t or 3
Sreamng BEngine: TCP Invalid i i ssi

109.64.29.72  |israel 147.237.72. 166 |aka. i df .| 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreanming BEngine: TCP Invalid i i ssi

87.70.14. 83 I srael 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.53.167. 162 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 129
46.19. 86. 21 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 76
46. 19. 85. 204 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 59
176.13. 2. 104 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 29
2.53. 167. 162 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 14
89.138.170.229 |[Israel 147.237.77.243|nobi | e. i df . i | Ml tipl e Unhaut horized URL Access from 89. 138. 170. 229 B ock

31.154. 161. 255 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 4
80.246.133.65 |[Israel 147.237.72. 166 |aka. i df . i | Ostributed |11egal Byte Qode Character in LR B ock 4
37.26.147.153 I srael 147.237.72. 166 [aka. i df . i | V\Lhw?\zu;:;riljféc: Illj?}_aj?lclcrzzsanhsl resour ces/ i mages/ i cons/ f avi con. png Bl ock 4
37.26.149.145 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.13.13. 107 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.53.43.31 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response CGode B ock 3
66.249. 83.248 |[lIsrael 147.237.77.216|dover . i df .i | Dstributed Lhaut hori zed URL Access on ww i df.il/error.htm Bl ock 2
2.53.13. 236 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 2
89. 138. 170. 229 |l srael 147.237.77. 243 |nobi | e. i df . i | x;”lt:‘:rc;leef , gegpgfﬁsemgtesn <t ohi 1 ddocuent s/ 1362 Bl ock 2
79.178.22.224 |Israel 147.237.77.74 |lawidf .il Unaut hori zed HTTP Met hod B ock

46.19. 86. 19 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock

109. 253. 194. 40 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock

176. 96. 226. 18 gz::;”i on 147.237.77.74 |lawidf.il PHP At t enpt B ock 1
158. 181. 209. 116|Kyr gyzst an 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to v idf.il/ https:/twtter.cond B ock

66. 102. 8. 238 Lhited Sates  |147.237.77.216|dover.idf.il Dstributed Lhaut hori zed URL Access on ww i df.il/error.htm Bl ock
87.69.228.193 [Israel 147.237.72. 166 |aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock 1
185.3.144.33  [Israel 147.237.76.42 |refuah.idf.il thaut hori zed LRL Access to Bl ock 1

147.237. 76. 42/ appl e- t ouch-i con- pr econposed. png
Unhaut hori zed URL Access to

79.176.102.17  |Israel 147.237.76.86 |navy.idf.il v navy. i df .i |/t enpl at es/ honepage/ mobi | e Bl ock 1
. . Uhaut hori zed URL Access to
66.249.78.242  |Israel 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ 994~ 8876- he/ r ef uah. aspx B ock 1
169.229.3.91  |lited Sates [147.237.0.19 |madimatal.idf.il ;’:knom HITP Request Method T<[[#14]16"" +[[#30]]>yY in R 15 o 1
46.117.228.145 |l srael 147. 237.76. 147 |chi nuch. aka. i df . i|  [Wauthorized LRL Access to waw chi nuch. aka. i df .il/404. htm B ock 1
109. 253. 227. 66 |1 srael 147.237.77.74 |lawidf il Paranet er Type \/1 ol ati on Mast er $Header 1$ucHeader Sear ch$t xt Sear ch B ock 1
in ww | aw idf.il/580-helpatzar. aspx
80. 246. 130. 160 [l srael 147.237.77.216|dover . i df .i | D stributed Uhaut hori zed URL Access on wawidf.il/error. htm Bl ock 1
5.22.135. 208 I srael 147.237.72. 166 |aka. i df . i | Dstributed Il1egal Byte Gode Qharacter in URL B ock 1
) ny- kosher - kravi . i df ) L
207.46.13. 19 Lhited Sates 147.237.0. 16 i Uhaut hori zed URL Access to wwu ny- kosher-kravi.idf.il/ B ock 1
Russi an . . . . .
176. 96. 226. 18 erati on 147.237.77.74 |lawidf.il Unhaut hori zed URL Access to waw | aw i df.il/xnhrpc. php B ock 1
68.180.230.45 |Wited Sates [147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt Bl ock 1
169. 229. 3. 91 Lhited Sates [147.237.0.19 |[nadi matal .idf.il Illegal Byte Gode Character in Header Name B ock 1
66. 102. 8. 243 Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1
188. 20. 157. 250 |Austria 147.237.77.216|dover. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 1
79.178.22.224 |Israel 147.237.77.74 |lawidf.il Mil tipl e Uhaut hori zed URL Access from 79.178. 22. 224 Bl ock 1
. . Unaut hori zed URL Access to

66. 249.78. 248 I srael 147.237.76.42 [refuah.idf.il 147.237. 76. 42/ si p_storage/ fil es/ 9/ si ze100x0/ 3379. j pg Bl ock !
173.205.113.17 |Uited Sates |147.237.72.166|aka.idf.il Distributed Unauthori zed URL Access on 147.237. 72. 166/ Bl ock

112. 204. 70. 152 |Phili ppi nes 147.237.77. 170 |maar achot . i df . i | Ostributed PHP At tenpt B ock 1

. . D stributed Unaut hori zed URL Access on
46.121.86.145 |Israel 147.237.77.234hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
. . Unaut hori zed Met hod PCST for
80. 246. 130. 222 |[lIsrael 147.237.72. 166 |aka. i df . i | v aka. i df i |/ nai n/ r abanut / cont act us. aspx Bl ock 1
’ . . D stributed Unaut hori zed URL Access on
207.46.13.121 [Wited Sates |147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah, aspx B ock 1
178.162. 216. 34 |Ger many 147.237.76.86 [navy.idf.il Ml tiple Unhauthorized URL Access from 178. 162. 216. 34 B ock 1
73.182.247.27 |wited Sates |147.237.77.216|dover.idf .il NULL Character in Mt hod B ock 1
169.229. 3. 91 Lhited Sates |147.237.0.19 |nadimatal .idf.il Illegal Byte Code Character in Method T<[[#14]]16 " «[[#30]]>yY |H ock 1
66. 249. 66. 177 |l srael 147.237.77. 216 |dover . i df .i | Mil ti pl e Unaut hori zed URL Access from 66.249. 66. 177 B ock 1
46.19. 85. 233 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . Mil tiple Lhtraceabl e SS. Sessions from2.53.189. 189 (Prot ocol

2.53.189. 189 I srael 147.237.72. 166 |aka. i df . i | viol ation (SS. GO QLI ENT HELLO)) None 1
192.118. 48. 248 |Israel 147.237.77.234|hal ag. i df . i | thauthori zed URL Access to Bl ock 1

147.237. 77. 234/ i nages/ shared/ bul | et 1. gi f
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