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|Top Attackers | n DDoS- Def ence |

04-17-2016-16:04:04 to 04-17-2016-17:04:04

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 4034
81.218. 65. 210 | srael 147.237.77.176 nat pash. i df.il ock_Udp All _Nets drop 9
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il Bl ock Wp Al Nets drop 3
212.179. 228. 76 I 'srael 147. 237.72. 167 ishurimaka.idf.il [Block Wp Al Nets drop 3
134.147. 203. 115 Cer many 147.237.76. 31 nakchal .idf.il B ock Np Al Net drop 2
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 2
134. 147. 203. 115 Ger nany 147.237.72. 166 aka.idf.il B ock Np Al _Net drop 2
185.94.111. 1 Russi an Federation 147.237.8. 14 e.orchot.idf.il ock_Udp All _Nets drop 1
185.94.111.1 Russi an Federation 147.237.76. 42 refuah.idf.il Bl ock Wp Al Nets drop 1
198. 20. 87. 98 Lhited Sates 147.237.77.61 e.cogat.idf.il Bl ock_Udp Al _Nets drop 1
104. 244.194. 2 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock_ Udp Al _Nets drop 1
185.94. 111. 1 Russi an Federation 147.237.0. 19 nadi matal .idf.il ock Wp Al _Nets drop 1




04-17-2016-16:04:04 to 04-17-2016-17:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Sgna1 ure Devi ce Action |Count
66. 249. 66. 184 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR Bl ock 2
51. 254. 32. 63 France 147.237.0. 34 tikshuv.idf.il C1000074: HITP. maj estic bot Bl ock 2
51. 254. 32. 63 France 147.237.77. 216 dover.idf.il C1000074: HTTP. maj estic bot B ock 2
171. 96. 176. 226 Thai | and 147. 237.77. 170 naar achot . i df . il C1000008: HTTP: Xenu User Agent Bl ock 1
171. 96. 176. 226 Thai | and 147.237.77. 216 dover.idf.il C1000008: HTTP: Xenu User Agent Bl ock 1




04-17-2016-16:04:04 to 04-17-2016-17:04:04

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gount ry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
73.187.117.50 147.237.76. 86 Uhited Sates navy. i df.il ET SCAN Potential SSH Scan 2
85. 131. 208. 140 147. 237.76. 31 Ger many nakchal . i df . il ET SCAN Potential SSH Scan 1
85. 131. 208. 140 147.237.0. 19 Ger many nadi matal .idf.il ET SCAN Potential SSH Scan 1
213.8.45.21 147.237.77.216  |[Israel dover.idf.il portscan: TCP O stributed Portscan 1
80. 179. 16. 133 147.237.77.216  [Israel dover.idf.il portscan: TCP O stributed Portscan 1
77.127. 14. 156 147.237.72.166  [lIsrael aka idf.il portscan: TCP O stributed Portscan 1
109. 64. 243. 86 147.237.77.216  |[Israel dover.idf.il portscan: TCP O stributed Portscan 1
73.187.117.50 147.237.76.199  |Wnited Sates e.nakchal .idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 158 147.237.77.227  |Wraine e. hanaz. i of . i | ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
73.187.117.50 147.237.76.196  |Wited Sates e.svivaidf.il ET SCAN Potential SSH Scan 1
87.71. 56. 224 147.237.72.166  [Israel akaidf.il portscan: TCP O stributed Portscan 1
73.187.117. 50 147.237.76.147  |Wnited Qates chinuch.aka.idf.il [ET SCAN Potential SSH Scan 1
87.69. 62. 15 147.237.72.166  [lIsrael aka.idf.il portscan: TCP O stributed Portscan 1
73.187.117.50 147.237.76. 31 Lhited Sates nakchal .i df . il ET SCAN Potential SSH Scan 1
85. 131. 208. 140 147. 237. 77. 61 Ger many e.cogat.idf.il ET SCAN Potential SSH Scan 1
46. 19. 85. 241 147.237.72.166  [lIsrael aka.idf.il portscan: TCP O stributed Portscan 1
85. 131. 208. 140 147.237. 8. 46 Ger many e. chinuch.idf.il ET SCAN Potential SSH Scan 1
80. 246. 136. 241 147.237.77.216  [Israel dover.idf.il portscan: TCP O stributed Portscan 1
199. 203. 176. 50 147.237.77.216  [Israel dover.idf.il portscan: TCP O stributed Portscan 1
80. 82. 78. 38 147.237.76.177  |Netherl ands ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 160. 181. 59 147.237.72.166  [lIsrael aka idf.il portscan: TCP O stributed Portscan 1
77.125. 106. 182 147.237.72.166  [lIsrael aka.idf.il portscan: TCP O stributed Portscan 1
105. 105. 20. 127 147.237.77.216  |Ageria dover.idf.il portscan: TGP Distributed Portscan 1
73.187.117.50 147.237.76.197  |Wnited Qates e. hinush.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 155 147.237.72. 14 krai ne dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 1024 1
73.187.117.50 147.237.76.177  |Wited Sates ncore.idf.il ET SCAN Potential SSH Scan 1
87. 69. 149. 211 147.237.77.216  |[Israel dover.idf.il portscan: TCP O stributed Portscan 1
85. 131. 208. 140 147.237.77.178  |Ger many e. nat pash. i df . i | ET SCAN Potential SSH Scan 1
46. 19. 86. 39 147.237.77.216  [Israel dover.idf.il portscan: TCP O stributed Portscan 1




04-17-2016-16:04:04 to 04-17-2016-17:04:04

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
195. 212. 29. 187 |Europe 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 94
Sreanming Engine: TCP Invalid i i ssi
46.19.85.22  |israel 147.237. 77. 243 |nobi l e, f . 9 =9 nval i d segnent retransmssi on. drop 36
Ret ransmi ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 26
Sreanming Engine: TCP Invalid i i ssi
2.55.35. 23 I'srael 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =g Inval i d segnent retransmssi on. drop 18
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
37.26.147.139 |israel 147. 237.77. 243 |robile. i f .| 9 =9 Invalid segrent retransmssion. drop 18
Ret r ansm ssi on Packet dropped.
41. 37. 243. 87 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 17
Sreaning Engine: TCP Invalid i i ssi
109. 253. 226. 205|i srael 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 15
Ret r ansmi ssi on Packet dr opped.
46.19. 85. 115 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 13
S SWNretransnmit wth different .
84.228.162.82 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence v ndow scal @ noni t or 13
109. 253. 226. 66 |l srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SN drop 13
Sreanming Engine: TCP Invalid i i ssi
37.26.146.147 |israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 12
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i sSi
2.53.147.131  |israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 Invalid segent retransmssion. drop 12
Ret r ansm ssi on Packet dropped.
31.168.172. 138 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 12
193. 43. 245. 250 |l srael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 10
41.37.243.87 Egypt 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 10
Sreanming Engine: TCP Invalid i i ssi
5. 22. 130. 69 I'srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 9
Ret ransni ssi on Packet dr opped.
o SYNHAK retransmit with different .
41. 37. 243. 87 Egypt 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e moni t or 9
5.102. 195. 16 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid ACK nunber noni t or
94.230.86.140 |l srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or
reaming BEngine: TCP Invali i i Ssi
109. 253. 209. 246 || sr ael 147.237. 72. 166 |aka. i df .| Streaning Engine: TCP Invalid  |imvalid segnent retransnissi on drop 6
Ret ransm ssi on Packet dr opped.
193. 43. 246. 250 |l srael 147.237.76. 42 |refuah.idf.il drop Frst packet isn't SN drop
109. 67. 253.26 |l srael 147.237.72. 166 |aka i df .| Bad TCP sequence Inval i d ACK nunber noni t or
reamn ine: TCP Invali i i Ssi
46.19.86.101  |israel 147237, 72. 167 |i shurimaka i o i || SAM NG Engine: TP Invalid — invalid segnent retransnissi on dr op 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
2.55.61. 58 I srael 147.237. 77. 243 |robi 1 e. i of . i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreanming Engine: TCP Invalid i i ssi
79.183. 182. 166 || srael 147.237. 77. 243 |nobi L e. i of . 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
reaming BEngine: TCP Invali i i Ssi
176.13. 1. 14 I'srael 147.237.77. 243 |moti 1 e i or. iy |1 SAMNG Engine: TP Invalid  invalid segnent retransnission drop 6
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
185.32.179.16 |l srael 147.237.77. 243 |nobi 1 e.i o i 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
193. 43. 245. 250 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46.19. 85. 252 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid AGK nunber alert 6
79.177.105. 231 |l srael 147. 237.72. 156 |anan.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
2.55.136. 22 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
Sreanming Engine: TCP Invalid i i ssi
40.77.167.8 Wited Sates |147.237.77. 243 |nobile.idf. i 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
87. 70. 26. 59 I srael 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
77.125.106. 182 | srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 85. 252 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
81.218. 101. 66 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
117.41. 235. 233 |Chi na 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 5
109. 65. 111. 66 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
95. 35. 51. 160 I srael 147.237.0.19 [madimatal.idf.il[Bad TCP sequence Inval i d AGK nunber noni t or 5
66.102. 9. 127 Lhited Sates |147.237.0.34 |tikshuv.idf.il drop Frst packet isn't SN drop 5
2.53.190. 222 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
46.19. 85. 115 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence noni t or 5
94.230. 86. 140 |l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber noni t or 5
2.53.55. 83 I srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SINHA retransmt with different oo o g
W ndow scal e
109. 64. 247. 14 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
46. 19. 85. 252 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval id ACK nunber alert 4
46.19. 85. 115 I srael 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
46.19. 85. 252 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
195. 60. 232. 57  |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4




04-17-2016-16:04:04 to 04-17-2016-17:04:04

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
46. 19. 85. 124 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode Bl ock 194
2.55.38.6 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 109
46.19. 86. 87 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 96
46. 19. 85. 38 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode Bl ock 71
95. 35. 51. 160 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 62
109. 253. 140. 175]I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 55
46. 19. 85. 107 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode Bl ock 42
176.13. 1. 14 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 29
46.19. 85. 170 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 25
46. 19. 86. 238 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode Bl ock 15
176.13.19.228 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 6
46.19. 85. 22 I srael 147.237.77.243|nobi [ e. i df . i | D stributed Suspici ous Response Code B ock 6
66.249.81.212 |lIsrael 147.237.77.216|dover. i df .i | D stributed Unaut horized LRL Access on wwwidf.il/error. htm B ock 5
2.55. 35,23 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 5
www. chamrat z. aka. i _ _
132. 69. 245. 173 |l srael 147.237.77. 226 df il Mil tipl e Whaut hori zed URL Access from 132. 69. 245. 173 B ock 5
109. 253. 226. 205! srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
37.26.147.139 [Israel 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Code B ock 3
109. 253. 150. 177|1 sr ael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
2.55.61.58 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.19. 85. 156 I srael 147.237.76.42 |refuah.idf.il Suspi ci ous Response Code B ock 2
80.246.133.65 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
. . DO stributed Lhaut hori zed URL Access on
176.13.17.194 |Israel 147.237.72. 166 |aka. i df . i | aka.i of .i1/5i pstoragelfil es/ 5 71725 poff B ock 2
84.94.74.37 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock
46.19. 86. 154 I srael 147.237.72. 166 [aka.i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock
Lhited . .
81.111.195.163 | ngdom 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 1
46.19. 85. 137 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
P . Unhaut hori zed URL Access to
79.177.105. 231 I srael 147.237.72. 156 [anan. i df . i | wwv anan. i df . i |/ nodi i n/ resour ces/ i mages/ f avi con/ f avi con. png Bl ock !
5.29. 249. 138 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
Unknown HTTP Request Met hod
169. 229. 3. 91 Whited Sates [147.237.0.15 |kosher-kravi.idf.il [~ @jOg[#23]]Sui[[#19]]w ' B [[#0]] &5+ [[#17]]>-CE9[[#14]] in UR |B ock 1
S#[ [ #17] ] axU%oqoV] [ #19] 1
2.53.173. 164 I srael 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to v idf.il/tenplates/article/ nobile B ock 1
. - Unhaut hori zed URL Access to
66.249.78.236 |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994~ 9366- he/ r ef uah. aspx Bl ock 1
84 108.51. 124 |israel 147.237.72. 166 |aka. i df .i | Unknown _Par a}mat er ctl 00sct | 00$FthMil n$cphSachar $ct1 09 in None 1
viwv aka. i df . i | / mai n/ sachar/ paysl i ps. aspx
. . Unknown Paranet er ct| 00$ct | 00$cphMai n$cphSachar $ct| 51 in
212.25.102. 63 |Israel 147.237.72. 166 |aka. i df . i | aka. i of .11/ nai v sachar/ pays i ps. aspx None 1
169. 229. 3. 91 Whited States [147. 237.72. 166 |aka. i df . i | NULL Character in Method ykieAz)Z ¢zn[[#0]]" [[#5]]Li [[#7]] B ock 1
80. 246.130. 45 |[Israel 147.237.77. 216 |dover . i df . i | Dstributed Waut hori zed URL Access on wawidf.il/error.htm B ock 1
2.55.61.58 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 894- he/ at al . aspx B ock 1
] .. . Illegal Byte de Character in Mt hod
169. 229. 3. 91 Whited Sates [147.237.0.15 |kosher-kravi.idf.il 1~ @ O [#23]] Sl [ [#19] ] w ' B [ [ #0]] &5+ [ [ #17]] > ~GEO[ [ #14]] B ock 1
ny- kosher - kravi . i df _ o
66. 249. 66. 185 | srael 147.237.0. 16 O Unaut hori zed URL Access to waw ny-kosher-kravi.idf.il/robots.txt B ock 1
103. 249. 38. 215 [india 147.237.77.74 |lawidf.il PHP At enpt Bl ock 1
81.111. 195. 163 z‘;;gom 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to aka.idf.il/wp-1ogin. php B ock 1
185.32.179.16 |lIsrael 147.237.77.243|nobi l e.i df . i | Distributed Suspicious Response Code B ock 1
79.178.4.87 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
. . DO stributed Lhaut hori zed URL Access on
31.168. 3. 230 | srael 147.237.72. 166 |aka. i df . i | waw aka. i df i |/ nai v nil ui ndni | ui nmi kpai | / gener al . aspx B ock 1
169. 229. 3. 91 Lhited Sates [147.237.72. 166 |aka. i df . il Abnormal |y Long Request et hod Bl ock 1
2.53.174.133 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
. . DO stributed Lhaut hori zed URL Access on
109. 253. 226. 219! srael 147.237.72. 166 |aka. i df . i | aka.i f.i1/sip storagel il es/ 5 71725 poff B ock 1
. . Unhaut hori zed URL Access to
66.249.79.105 I srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai n/ sachar / r esour ces/ i nages/ m | ui m over. j pg Bl ock !
47.54. 80. 127 Canada 147.237.77. 216 |dover.idf .il Unaut hori zed URL Access to waww i df.il/tenpl at es/ honepage/ mobile  [Bl ock
212.235.79. 242 |lIsrael 147.237.0.34 |tikshuv.idf.il Automat ed Mul nerabi ity Scanning VL B ock
84.228.162.82 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx B ock 1
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