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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site

|Signature

|Device Action|Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il Bl ock_Ip V¢b I n drop 4108
2.55.49.176 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 27
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 9
155. 250. 255. 140 Ger nany 147.237.76. 42 refuah.idf.il JLMPurple Gon Linmt Htp drop 3
155. 250. 255. 140 Ger many 147.237.76. 42 refuah.idf.il JLM Under Attack _Con Htp drop 2
121.127.145. 194 Korea, Republic of 147.237.77. 233 atal.idf.il B ock_ UWp Al _Nets drop 1
176. 77. 32. 221 Russi an Federation 147.237.76. 86 navy.idf.il JLM Under _Attack Con_Htp drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets drop 1
185. 98. 220. 103 Jordan 147.237.77.176 nat pash. i df . i | B ock Udp Al Nets drop 1
209. 126. 111. 7 Lhited Sates 147.237.77. 226 ww chanat z. aka. i df .i| [Bl ock Udp Al Nets drop 1
121.127. 145. 194 Korea, Republic of 147.237.77. 227 e hanaz.idf.il B ock Udp Al Nets drop 1
209. 126. 111. 7 Lhited Sates 147.237.77. 227 e hanaz.idf.il B ock_ UWp Al _Nets drop 1




04-17-2016-12:04:01 to 04-17-2016-13:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qountry et Address |Sgnature Devi ce Action |Count |
84. 94. 180. 40 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 8
82.81.5.3 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 4
217.132.32. 227 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL Bl ock 2
79.178.70.7 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 2
162. 210. 196. 97 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot B ock 2
194. 114. 146. 227 |l srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 2
199. 30. 24. 62 Lhited Sates 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 2
66. 249. 66. 184 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
84.109. 180. 213 I srael 147.237.77. 74 lawidf.il C1000008: HTTP: Xenu User Agent B ock 1
84.109. 180. 213 I srael 147.237.77.170 |maarachot.idf.il |CLO00008: HTTP:. Xenu User Agent B ock 1




04-17-2016-12:04:01 to 04-17-2016-13:04:01

|Top Attackers In |D|

Attacker Address ‘Target Addr ess |Attacker Country |9te |Signature |Count |
195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
213.8.204. 4 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
46. 19. 86. 54 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
212.199. 57. 197 147.237. 72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
37.26.148. 213 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
212. 143. 233. 210 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
185. 110. 132. 54 147.237.76. 31 Wkrai ne nakchal .idf.il ET SCAN Potential SSH Scan 1
84.94.167. 181 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
80. 246. 130. 26 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
79.177. 15. 30 147.237. 72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
220.231. 195. 122 147.237.77.74 Chi na lawidf.il ET SCAN NVAP -sS wi ndow 2048 1
77.127. 85. 60 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
217.132.59. 192 147.237.77. 216 | sr ael dover.idf.il portscan: TCP O stri buted Portscan 1
46.121. 70. 243 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
212.199. 175. 251 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
46. 19. 85. 252 147.237.77. 216 | sr ael dover.idf.il portscan: TCP O stri buted Portscan 1
212.179. 246. 245 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
2.53.142. 149 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
149.78.112. 28 147.237.77. 216 | sr ael dover.idf.il portscan: TCP O stri buted Portscan 1
82. 80. 143. 104 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
80.82.78.38 147.237.8. 24 Net her | ands elifestyle.idf.il |ET SCAN NVAP -sS w ndow 1024 1
79.176. 95. 15 147.237.77. 216 | sr ael dover.idf.il portscan: TCP O stri buted Portscan 1
220. 231. 195. 122 147.237.77. 74 Ghi na lawidf.il ET SCAN NVAP -f -sS 1
66. 249. 78. 254 147. 237. 72. 166 Wited Sates aka idf.il portscan: TCP O stributed Portscan 1




04-17-2016-12:04:01 to 04-17-2016-13:04:01

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature

212. 25. 84. 200 | srael 147.237.72. 167 |i shuri maka. i df . i [dr op Frst packet isn't SN drop 170

155. 250. 255. 140|Ger many 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 41

213.8.204.31  [Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence S retransmt wth different monitor |31

w ndow scal e

41.33.231. 90 Egypt 147.237.77. 216 |dover. i df . i drop SAMrul e drop 27
Sreaning Engine: TGP Invalid i i SSi

79.181.10.221 |israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 15
Ret r ansmi ssi on Packet dr opped.

r in ine: TCP Invali i i SSi

46.19. 85. 77 I'srael 147.237. 72. 166 |aka. i f . i Streamng Engi ne: TCP Invalid  invalid segnent retransnission dr op 15

Ret r ansm ssi on Packet dropped.
. . SWretransmit wth different .
79.178.16.200 |Israel 147.237.77. 234 |hal ag.i df . i Bad TCP sequence wi ndow scal & noni t or 13
r in ine: TCP Invali i i SSi

46. 19. 85. 56 I'srael 147237, 72. 167 |i shurimaka i o i || SAM NG Engine: TP Invalid — invalid segnent retransnissi on drop 12
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i SSi

109. 253. 150. 150|i srael 147.237. 77. 243 |robi 1 e. i of . i 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansmi ssi on Packet dr opped.

46. 19. 85. 198 | srael 147.237.77. 216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 10
Sreaning BEngine: TGP Invalid i i ssi

176.13.7.208  |Israel 147. 237, 77. 243 |nobi L e. i f . 9 =9 nval i d segnent retransmssi on. drop 9
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

176.13.8.225 [ srael 147.237.77. 243 |nobi l . i df . i g =g nvalid segnent retransmssion. drop 9
Ret r ansm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi

87.70.79.140  |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.

62.219.162.14 |lIsrael 147.237.72. 167 |i shuri maka. i df .i[SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreaning BEngine: TGP Invalid i i ssi

109. 64. 149, 234 |Israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi

2.53.131.156 | srael 147. 237.77. 243 |nobi le.i df . i1 9 =9 Invalid segrent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi

79.183.28.74  |israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TAP Invalid i i sSi

62.219. 110. 175 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi

81.218.197.55 | srael 147. 237. 72. 166 |aka. i f . i1 9 =9 Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TAP Invalid i i sSi

109. 66.30.40  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi

176.13.13.16  |Israel 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =9 Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TAP Invalid i i sSi

2.53. 43. 120 I'srael 147. 237. 72. 167 |i shuri maka i df . i 9 =9 Invalid segrent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi

192. 116. 218. 69 |l srael 147. 237. 72. 166 |aka. i f . i1 9 =9 Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi

188. 120. 148. 143|l srael 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi

109. 253. 158. 40 |l srael 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.

79.176.117. 169 |Israel 147.237.72. 167 |i shuri maka.i of .i [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5

46.19. 85. 72 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout aert 5

46.19. 85. 72 I srael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 5

5.29.93. 40 I srael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

212. 25. 84. 200 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5

. . SYNPAK retransmit with different .

46.19. 85. 72 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence i ndow scal noni t or 5

82.80.213.220 |[lsrael 147. 237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect

188.120.148.0 |Israel 147.237.77. 216 |dover. i df . il Bad TCP sequence Invalid ACK nunber noni t or
Sreaning Engine: TCP Invalid i i SSi

199.30.25.81  |Wnited Sates |147.237.76.200 |ei tan. aka.idf. il 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansmi ssi on Packet dr opped.

62.219.162.14 I srael 147.237.72. 167 |i shurimaka.i of .i|Bad TCP sequence SINAK retransmit with different oo vor g

w ndow scal e

46. 19. 85. 133 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

199. 203. 108. 217|I srael 147.237.72. 167 |ishuri maka. i df .i[SYN At t ack SYN -> SYN-ACK -> RST rej ect

203.81.71.85 Myanmar 147.237.77. 216 |dover. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
Sreaning Engine: TGP Invalid i i SSi

2.55.159.165  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.

46.19. 85. 141 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreaning BEngine: TGP Invalid i i ssi

82.81.34.210  |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

185.32.179.51 |israel 147.237.77. 243 |nobi l . i df . i g =g nvalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning BEngine: TP Invalid i i ssi

46.210.207. 218 i srael 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

79.178.206.34 |israel 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning BEngine: TP Invalid i i ssi

212.143. 248. 24 | srael 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

37.26.148.221 |Israel 147.237. 72. 166 |aka. i df . 9 =g Inval i d segnent retransmssi on. drop 3

Ret ransm ssi on

Packet dropped.
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A tacker
Count ry

Target Address

dte

Signature
Sreaning Engine: TGP Invalid

Inval i d segnent

ret ransnissi on.

149.88.6.231  |Israel 147. 237. 72. 166 |aka. i of . i | et 1 s Ssi on Packet. O opped. drop
Sreaning Engine: TCP Invalid i i ssi

46.19.85.149  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi

2. 53. 130. 30 I srael 147.237.72. 166 |aka. i df .i | 9 =g Inval i d segnent retransmssi on. drop
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

62. 90. 2. 232 I srael 147. 237. 72. 166 |aka. i of .i | 9 =g Invalid segent retransmssion. drop

Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site Sgnature Action ‘Count
80. 246. 137. 177 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 131
176.13.10. 157 |[lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 110
80. 246. 136. 112 [Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 103
176.13.7.48 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 69
109. 253. 204. 135|1 sr ael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 67
109. 253. 131. 106|I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 41
46. 19. 85. 125 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 39
176.13. 5. 30 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 26
188. 161. 58. 162 ga:lcisgii:;a” Territory, 47 237.77. 216 |dover. i df . i | Mil tipl e Unaut horized URL Access from 188. 161. 58. 162 B ock 18
2.55.5.218 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 16
213.8.204.63  |Israel 147.237.72. 166 |aka. i df . i | g‘*llgt isf_"z% f‘g‘;t hori zed Nethod for Known UR. from Bl ock 12
188. 161. 58. 162 gjceusgii::ja” Territory, 47, 237.77. 216 |dover . i df . i | Mil tipl e Admin Bl ocking from 188. 161. 58. 162 B ock 10
131.253. 25. 173 |Uited Sates 147.237.77. 216 |dover.idf .i | D stributed Unaut hori zed LRL Access on wawidf.il/error.htm |B ock
138.134.102. 16 |l srael 147.237.77.216|dover . i df .i | Mil ti pl e Unaut hori zed LRL Access from 138.134. 102. 16 Bl ock
138. 134. 102. 16 |l srael 147.237.77. 216 |dover.i df . i | Distributed Wauthorized HTTP Met hod B ock
84.94. 45. 89 I srael 147.237.77. 176 |nat pash. i df . i | m”é:;ar;_zi?_m‘t gﬁ;jejtsest/‘;ener ol ol Bock |3
109. 253. 150. 106 srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
199. 30. 24. 9 Lhited Sates 147.237.77. 216 |dover . i df . i | Distributed Waut hori zed URL Access on wwuidf.il/error.htm [B ock 3
188. 140. 166. 76 |Oman 147.237.77. 216 |dover.idf . il Mil ti pl e Unhaut hori zed LRL Access from 188. 140. 166. 76 B ock 3
109. 253. 212. 144|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
2.53. 46. 146 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
109. 253. 150. 150]l srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 3
109. 253. 158. 40 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 2
46. 19. 86. 234 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
109. 253. 206. 80 |l srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 2
D stributed Uhauthori zed URL Access on
87.71.6.138 I srael 147.237.77. 176 |mat pash. i df . i | Wi cogat . i df . i |/ tenpl at es/ shar ed/ user control s/ mor ei nf o/ ti chn |8 ock 2
un. yosh@nai | . com
84.109. 106.47 |lIsrael 147.237.72. 166 |aka. i df . i | DOstributed I11egal Byte Gode Character in LR B ock 2
80. 179. 30. 38 I srael 147.237.72. 156 [anan. i df . i | Uhaut hori zed LRL Access to waw arman. i df . il /sip_storage/ B ock 2
176. 13. 7. 208 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Gode B ock 2
80. 246. 136. 128 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 2
85.250.57.53  |Israel 147.237.77. 216 |dover . i df . i | mult gfo_ri'lzﬁden;f;l zgfrf;fsftloash/ b | ¢ Bl ock 2
80. 246.130.26 |l srael 147.237.77.216|dover.i df .i | D stributed Unaut horized LRL Access on wawwidf.il/error.htm |B ock 2
62. 219.110. 175 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | mrc'h?:hgﬂ g"kzuf z?”l ffioﬁtﬁfcess on Bock |2
192. 198. 151. 43 |Europe 147.237.72. 166 |aka. i df . i | D stributed Unaut horized LRL Access on wan aka.idf.il/main/ |B ock
176.13. 8. 225 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
66.249.78.242 Israel 147.237.76.42 |refuah.idf.il e e o N et el aspx Bock |1
212.25.105. 125 |israel 147.237.72. 166 |aka. i df . i | %ﬁﬁﬂfﬁfﬁ:f& Protocol violation None 1
85. 250. 166. 239 [Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/gius B ock 1
37.9.122.203 Russi an Federation [147.237.77.216(dover.idf.il Unaut hori zed URL Access to ww idf.il/1133-15239- B ock
188. 161. 58. 162 g‘ijcis;ii:;a” Territory, 47, 237.77. 216 |dover. i df . i | Adnin B ocki ng B ock 1
80.246.130.75 [Israel 147.237.77. 216 |dover.idf .il D stributed Unaut hori zed LRL Access on waw idf.il/error.htm |B ock 1
65.55.210. 163 |lhited Sates 147.237.77.216|dover.i df .i | D stributed Unaut horized LRL Access on waw idf.il/error.htm |B ock 1
130. 185. 155. 74 |Sweden 147.237.77. 216 |dover . i df . i | PHP Attenpt B ock 1
46.19. 85. 149 I srael 147.237.76.42 |refuah.idf.il Abnormal |y Long Request net hod B ock 1
193. 188. 70. 138 |Jordan 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/894-ar B ock 1
81.218.56.171 |Israel 147.237.77. 176 |nat pash. i df . i | Mil tiple Unauthorized LR Access from 81.218.56. 171 B ock 1
2.53.157.240  |Israel 147.237.76.42 |refuah.idf.il o ;;;’9;294;;“;22ﬁ:rdedb’?‘e:;f_issss on Bock |1
66. 249. 79. 75 I srael 147.237.77.216|dover.i df .i | Distributed Wauthori zed URL Access on wwidf.il/error.htm [B ock 1
157.85.39. 32 United Sates 147.237.77. 226 :‘MA:A( chamat z. aka.1d mut:rr]lzgaf?jagigcf??slj tteonpl at es/ honepage/ honepage. aspx Bl ock !
62.4.22.224 France 147.237.0.17 | TY-KOSher-kravii 1 horized URL Access to 147.237.0.17/ B ock 1

df.il
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