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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock I p Wb _In drop 4107
156. 208. 85. 44 Egypt 147.237.77.216 dover.idf.il ock_Udp All _Nets drop 575
156. 208. 72. 52 Egypt 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 253
81.218. 65. 210 I 'srael 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 3
134.147. 203. 115 Cer many 147.237.76. 177 ncore.idf.il B ock Np Al Net drop 2
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 1
179. 43. 141. 194 Snitzerl and 147.237. 72. 167 ishurimaka.idf.il B ock Np Al _Net drop 1
216.218. 206. 107 Lhited Sates 147.237.77. 235 sviva.idf.il ock_Udp All _Nets drop 1
179. 43. 141. 194 S tzerl and 147.237.0. 35 akaws. i df.il B ock Np All Net drop 1
179. 43. 141. 194 Sni tzerl and 147.237.8. 14 e.orchot.idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address tacker Gountry |Target Address |Site Devi ce Action |Oount |
23.91.70. 77 Lhited Sates 147.237.77. 74 lawidf.il 6134: HITP. SQ Injection Variabl e Decl arati on Bvasi on Bl ock 4
66. 96. 128. 60 Lhited Sates 147.237.77.233 |atal .idf.il 5670. HTTP. SQ Injection (SALECT) B ock 4
93.89. 19. 29 Tur key 147.237.76. 31 nakchal .idf.il |5670: HITP. SQ Injection (SALECT) Bl ock 4
93. 89. 19. 29 Tur key 147.237.76. 31 nakchal .idf.il [6134 HITP. SQ Injection Variabl e Declarati on Evasi on B ock 4
108. 59. 8. 70 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. maj estic bot B ock 2
5. 45. 65. 196 Net her | ands 147.237.77.233 |atal .idf.il 5670: HITP. SQ I njection (SALECT) Bl ock 1
106. 38.241. 106  |Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38.241.106  |Chi na 147. 237.76. 42 refuah.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38.241.106 |China 147.237.77.176 |matpash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
123.126.113.80 |China 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

deni al of service attenpt

66. 96. 128. 60 147.237.77. 233 |lhited Sates atal.idf.il S Injection - Select From 12
93. 89. 19. 29 147.237.76.31 |Turkey nakchal .i df .il SQ Injection - Select From 10
23.91.70.77 147.237.77.74 |Uhited Sates lawidf.il S Injection - Select From 6
5. 45, 65. 196 147.237. 77. 233 [Net her | ands atal.idf.il S Injection - Select From 6
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
70. 89. 127. 78 147.237.76.42 |lLhited Sates refuah.idf.il S Injection - Select From 3
97.74.4.26 147.237.77. 212 |Whited Sates e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
82.117.208. 243 |147.237. 76. 147 chinuch.aka.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
113. 240. 250. 154|147. 237. 77. 243 |Chi na nobi | e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
106. 186. 113. 67 [147.237.8.50 |Japan e tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
97.74.4.26 147.237.77. 227 |Wnited Sates e. hanaz.idf.il ET SCAN NVAP -sS wi ndow 1024 1
62.210. 142. 238 [147.237.76.34 |Fance yohal an. i df . il ET SCAN NVAP -sS w ndow 1024 1
212.129.33.79 [147.237.76. 199 |France e.nakchal .idf.il [ET SCAN NMAP -sS wi ndow 1024 1
185.106. 92. 47  [147.237.76. 39 ?ézz;;”im nobi | e. nei tav. i df.i [ET SCAN Potential SSH Scan 1
113. 240. 250. 154|147. 237. 76. 200 |Chi na eitan.aka.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
106. 38, 241. 106|147, 237. 72. 166 |chi na kaidh il SERVER APACHE Apache nod_ssl non-SSL connection to SSL port 1




04-17-2016-04:04:06 to 04-17-2016-05:04:06

|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
Syrian Arab s . .
178. 171. 251. 240 Republ i ¢ 147.237.77. 216 |dover. i df . i | Bl ock HTTP Non Conpl i ant Response out of state nonitor  |3018
Syrian Arab s SYN+ACK retransmt wth .
178. 171. 251. 240 Republ ¢ 147.237. 77. 216 |dover.idf .i | Bad TCP sequence aifferant vi ndow scal @ monitor  |700
Syrian Arab . . ) .
178. 171. 251. 240 Republ i ¢ 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> Timeout [reject 445
Sreaming Engine: TCP Invalid i i ssi
2.53.47.5 I srael 147. 237. 76. 200 |ei tan. aka. i df .| 9 =9 Invalid segnent retransmssion. . 75
Ret ransni ssi on Packet dr opped.
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 27
66.249.93. 115  |Europe 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 15
2.55.179. 40 I srael 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 9
178. 171. 251. 240 Z;'uglniﬁ(ab 147. 237. 77. 216 |dover. i of . i | drop First packet isn't SWN drop 9
191.101. 4.2 Lhited Sates 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
156. 208. 72.52  |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
178. 171. 251. 240 z:)'ugﬂﬁ(ab 147. 237. 77. 216 |dover. i of . i | SYN At t ack rej ect 8
Syrian Arab S .
178. 171. 251. 240 Republ i ¢ 147.237.77. 216 |dover. i df .i| Bad TCP sequence Invalid ACK nunber alert 7
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
Sreamng Engine: TCP Invalid i i ssi
65.55.210. 132 |lWited Sates  |147.237.76.200 |eitan. aka. i df . il 9 =9 Invalid segnent retransmssion. . 4
Ret ransni ssi on Packet dr opped.
66. 249. 79. 75 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
Russi an o Streaming Engine: TCP Inval i d |invalid segnent retransnission.
178. 154. 189. 201 ration 147.237.72. 166 |aka.idf .il Ret 1 ansni ssi on Packet dr opped. drop 3
Syrian Arab s .
178. 171. 251. 240 Republ i ¢ 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TP Invalid i i ssi
79.180.54.103 |l srael 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 3
Ret ransnm ssi on Packet dr opped.
Syrian Arab . . )
178. 171. 251. 240 Republ i ¢ 147.237.77. 216 [dover.idf . il SYN At t ack SYN -> SYN-ACK -> Tineout |alert 3
128.177. 161. 144|Uhited Sates 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |reject
156. 208. 85. 44  |Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
Sreamng Engine: TCP Invalid i i ssi
157.55.39.163 |United Sates  |147. 237.72. 166 |aka i df i 9 =g Invalid segnent retransmssion. | 2
Ret ransm ssi on Packet dr opped.
Anonynous . . ‘ . .
93. 115. 95. 201 Pr oxy 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
177.102. 161. 234|Brazi | 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
37.26.149.231 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
141.212.122. 246|Wited Sates  [147.237.77.61 |e.cogat.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
216.218. 206. 118|lnited Sates  |147.237. 77. 212 |e. dover.idf . il Geo- | ocati on enf or cenent S‘;?O'rggﬁé'nfn I nbound drop 1
106. 184. 3. 122  |Japan 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |reject
74.82. 47. 47 Lhited Sates 147. 237. 77. 216 [dover. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect
62.210. 142. 238 |France 147.237.0.16 inly'kOSher'kraV"'df' SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
162.144.41.122 |Wited Sates  [147.237.0.19 |nadimatal.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
2.53.47.5 I srael 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 198|Wited Sates  [147.237.0.33 |idf.il drop drop 1
213. 61. 149. 100 |Ger many 147. 237.77. 216 |dover. i df . i Orectory Traversal directory traversal overflow noni t or 1
94. 31.53. 203 United Ki ngdom [147. 237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
184.105.139. 92 |[Uhited Sates 147.237.8.46 |e.chinuch.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
108.61.226.32 |Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
192.42.116.16  |Netherl ands 147.237. 77. 216 |dover.i df . i | Drectory Traversal directory traversa overflow monitor |1
79. 98. 107. 90 Bl garia 147. 237.77. 216 |dover. i df .i Orectory Traversal directory traversal overflow noni t or 1
62. 210. 142. 238 |France 147.237.76.34 |yohalan.idf.il drop drop 1
162.247.72.7 Wited Sates  [147.237.77. 216 |dover.idf.il Drectory Traversal directory traversa overflow monitor |1
141.212.122.199|Wited Sates  [147.237.0.33 |[idf.il drop drop 1
216.218.206. 74 |Wited Sates  |147.237.8.28 |e.mobile-ks.idf.il  |Geo-1ocation enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
104. 232. 3. 33 Lhited Sates 147.237.77. 216 |dover.idf .il Orectory Traversal directory traversa overflow moni t or 1
184.105. 139. 107 |Wited Sates  [147.237.77. 235 |sviva.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
66.249.93.111 |l srael 147.237.77. 216 |dover.idf .i | drop First packet isn't SWN drop 1
109. 228. 170. 78 |Sweden 147.237.77. 216 |dover.idf .il Orectory Traversal directory traversa overflow moni t or 1
193. 90. 12. 88 Nor way 147.237.77. 216 |dover.idf.il Orectory Traversal directory traversal overflow noni t or 1
62.210. 142. 238 |France 147.237.76. 44 |e.refuah.idf.il Geo- | ocati on enf or cenent ﬁ?glggﬁ;'ﬂfn I nbound drop 1
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
199. 30. 24. 31 Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 6
149. 202. 239. 135|France 147.237.77.216|dover . i df . il Paraneter Type Mol ati on PageNumin waw i df.il/1283-en/ dover. aspx B ock 5
199.30.25.144 |thited Sates [147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on v i df.il/error. htm B ock 3
65.55.210.186 |Wiited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 3
65.55.210.226 |lhited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on wwidf.il/error.htm Bl ock 3
199.30.25.118 |thited Sates [147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on wwww i df.il/error. htm B ock 3
65.55.210.180 |Wited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 3
73.22.155. 10 Lhited Sates [147.237.77.216|dover.idf.il Unhaut hori zed URL Access to ww i df.il/newsitel english/ B ock 2
207.46.13.136 [lnited Sates |147.237.72.166|aka.idf.il Ml tipl e Unaut hori zed URL Access from 207. 46. 13. 136 B ock 2
79.180.54. 103 |Israel 147.237.77.216|dover.idf .il Unaut hori zed URL Access to waw i df.il/tenpl at es/ homepage/ nobi | e B ock 2
199. 30.16. 165 |lhited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on wwidf.il/error. htm Bl ock 1
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 1
. . D stributed Unaut hori zed URL Access on
66.249.78.104 [Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx B ock 1
37.77.135. 30 F“Sf;;”i on 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to www aka. i df . i | /894- he/ chi nuch. aspx B ock 1
} . . Lhaut hori zed URL Access to
157. 55. 39. 32 Uhited Sates |147.237.72.166aka. i df.il aka. i of . i1 /ni | ui it enpl at es/ waw behazdaa, or g i | B ock 1
68.180.230.184 [nited Sates |147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
199.30.16.182 |thited Sates [147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on v idf.il/error. htm B ock 1
105. 155. 26. 188 |Mor occo 147.237.77.216|dover.idf.il D stributed Waut horized URL Access on 147.237.77. 216/ Bl ock 1
. . Unaut hori zed URL Access to
66.249.78.240 |[lIsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai v gi yus/ r ecrui t| ane. aspx Bl ock 1
. . URL is Above Root Orectory
46.20.1.98 Turkey 147.237.77.216|dover . i df . i | v i of i1/ shared/ cl i ent scri pts/j query/j query-1 4.2, min. | s Bl ock 1
203.157.127.18 |[Thailand 147.237.72. 167 |i shuri maka. i df . i|haut hori zed URL Access to 147.237.72. 167/ B ock
157.55.39. 163 |lhited Sates [147.237.76.200(ei tan. aka.idf.il |Miltiple Unauthorized URL Access from 157.55. 39. 163 B ock
. . . S Unhtraceabl e Gonnection - Protocol violation
106. 38. 241. 106 |Chi na 147.237.72. 166 [aka. i df . i | (SSL OONN GLI ENT FELLO) None 1
. . Unaut hori zed URL Access to
66. 249. 78. 242 |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. storagel {1 | es/ 9/ 2349, | pg B ock 1
50.240.82.133 |Wited Sates [147.237.72.166|aka.idf.il SSL Uhtraceabl e Connection - (pen Mde None 1
] . . Unaut hori zed URL Access to www i df.il/english/ afsAta€™arfa€saacaf
157.55.39.210 |UWited Sates |147.237.77.216|dover.idf.il 8 ACAFACACACSAA. . A] AfAE3A A-A oECAA! AFACSAAY: Bl ock 1
74.82.47.3 Lhited Sates |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to 147.237. 77. 216/ Bl ock 1
66. 249. 64. 143 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ sachar / f ag. aspx B ock
: . . D stributed Unaut hori zed LRL Access on
199. 30. 24. 103 |wnited Sates [147.237.72. 156 |anan. i df . i | o Cidf.i1/scripts. asmd get| S B ock 1
66.249.79. 75 | srael 147.237.77.216|dover.i df . il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1
65.55.210.128 |lnited Sates [147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on waww i df.il/error. htm B ock 1
198.58.103. 158 |lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw i df.il/1294-he/ v idf. il B ock 1
66. 249. 78. 97 | srael 147.237.72.166|aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ r obot s. t xt B ock 1
12.252.239.222 |thited Sates [147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on waww i df.il/error.htm B ock 1
. . Uhaut hori zed URL Access to
149. 202. 239. 135|France 147.237.77. 216 |dover . i df . i | vawe i i 1/t enpl at es/ shar ed/ user cont r ol s/ header upper / B ock 1
68.180. 230. 115 |[lhited Sates |147.237.76.200|eitan. aka.idf.i| [Uauthorized LRL Access to eitan. aka.idf.il /1105 en/ cont act us. aspx B ock 1
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