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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il B ock_Ip V¢b_In drop 4117

156. 208. 85. 44 Egypt 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets drop 113

156. 208. 72. 52 Egypt 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 20
81.218. 65. 210 I srael 147.237.77. 176 nat pash. i df . i | Bl ock Udp All Nets drop 3
134.147. 203. 115 Cer many 147.237.77. 205 prisha.idf.il B ock Np Al _Net drop 2

179. 43. 141. 194 Sii t zerl and 147.237.77. 234 hal ag.idf.il B ock Np Al _Net drop 1

82. 145. 231. 154 Tur key 147.237.77. 216 dover.idf.il B ock_Ip V¢b_In drop 1

179. 43. 141. 194 Sw tzerl and 147.237.0. 19 nadi matal .idf.il B ock Np All _Net drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 1




04-17-2016-03:04:06 to 04-17-2016-04:04:06

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count |
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 2
144.76. 29. 162 Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.77.176 |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1




04-17-2016-03:04:06 to 04-17-2016-04:04:06

|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 4
191 32 181 8 147 237 0.17  |eragil mny- kosher -kravi i df. i1 ET SCAN Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
177 93.137. 14 |147 237 0.17  |mrasil mny-kosher -kravi i df . i1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
109. 235. 254. 181|147. 237. 77. 243 [Tur key nobi | e.idf.il ET SCAN NVAP -sS w ndow 1024 1
95. 9. 65. 77 147.237.8.24  |Turkey elifestyle idf.il ET SCAN NVAP -sS w ndow 4096 1
84.200.15.174 |147.237.8.28 |Ger many e.nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
62.210. 142. 238 (147.237.8.14 |France e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
193. 201. 227. 104|147.237.0. 19  |Wkrai ne nadi matal .idf.il ET SCAN Potential SSH Scan 1
185.72.179. 130 [147.237.0.15 |Ronani a kosher-kravi .idf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 235. 254. 181|147. 237. 77. 243 [Tur key nobi | e.idf.il ET SCAN NVAP -sS w ndow 3072 1
106. 186. 113. 67 [147.237.8.50 |Japan e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
95. 9. 65. 77 147.237.8.24 |Turkey elifestyleidf.il ET SCAN NMAP -sS wi ndow 3072 1
80. 82. 78. 38 147.237. 77. 176 |Net her | ands nat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
46.4.79.76 147. 237. 76. 197 |Ger many e. hinush. i df .il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
Syrian Arab s . .
178. 171. 251. 240 Republ i ¢ 147.237.77. 216 |dover.idf .| Bl ock HTTP Non Conpli ant Response out of state nonitor (22115
Syrian Arab R SYNVACK retransmt with different .
178. 171. 251. 240 Republ i ¢ 147. 237.77. 216 |dover.i df .i | Bad TCP sequence wi ndow scal e moni tor  [4443
Syrian Arab s ) .
178. 171. 251. 240 Republ i ¢ 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2740
Sreanming Engine: TCP Invalid i i ssi
84.95.208.20  |Israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransmssion. Packet |, 222
Ret r ansni ssi on dr opped.
Syrian Arab s .
178. 171. 251. 240 Republ i ¢ 147.237.77. 216 |dover.idf il Bad TCP sequence noni tor  [144
156. 208. 72.52  |Egypt 147.237.77. 216 |dover.idf .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 30
178. 171. 251. 240 ZLLf,ﬂfab 147. 237. 77. 216 |dover. i df . i | drop First packet isn't SN drop 24
178. 171. 251. 240 z;'usﬂﬁ(ab 147. 237. 77. 216 |dover. i df . i | SYN At t ack rej ect 19
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 18
178. 171. 251. 240 z:)'ugﬂﬁ(ab 147. 237.77. 216 |dover. i of .| Bad TCP sequence Invalid ACK nunber moni tor |16
Syrian Arab R .
178. 171. 251. 240 Republ i ¢ 147.237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber aert 14
Syrian Arab s )
178. 171. 251. 240 Republ i ¢ 147.237. 77. 216 [dover. i df i SYN Att ack SYN -> SYN-ACK -> Ti neout alert 9
156. 208. 85. 44  |Egypt 147.237.77. 216 |dover.i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 7
Srian Arab o S reaning Engi ne: TCP TCP segnent out of naxi mum
178. 171. 251. 240 Repub i ¢ 147. 237.77. 216 |dover.i df .i | Segnent Limt Enforcement all oved sequence. Packet dr opped. drop 6
Sreaning Engine: TCP Invalid i i ssi
46.19.86.193  |Israel 147. 237. 77. 243 |robi 1 e, i of . i | 9 =g Invalid segnent retransmssion. Packet | 6
Ret r ansmi ssi on dropped.
178. 171. 251. 240[ Y AN A& 1447 537 77, 216 |dover. i df .| Bad TCP sequence SiNretransnt wih different alert 6
Republ i ¢ sequence
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
178.171. 251. 240|112 A3 147 937 77. 216 |dover i of .1 Bad TCP sequence SN retransmt with different moni tor (6
Republ i ¢ sequence
156. 208. 72.52  |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
Lhi ted R SYNVACK retransmt wth different .
2.27.136. 236 Ki ngdom 147.237. 77. 216 |dover.i df .i | Bad TCP sequence wi ndow scal e nonitor 5
54.193.101.12 |lhited Sates |[147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenment Geo- | ocat i on i nbound enf or cenent drop 4
Sreanming Engine: TCP Invalid i i ssi
77.126.196. 240 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. Packet | 3
Ret r ansmi ssi on dropped.
Sreaning Engine: TCP Invalid i i SSi
109. 65.16. 241 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. Packet | 3
Ret ransni ssi on dr opped.
Sreanming Engine: TCP Invalid i i ssi
157.55.39. 140 |Wited Sates [147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. Packet | 2
Ret r ansni ssi on dr opped.
Syrian Arab s . .
178. 171. 251. 240 Republ i ¢ 147.237. 77. 216 [dover. i df .i | Bad TCP sequence Invalid sequence nunber monitor |2
2.27.136. 236 LKTI;;(cijom 147.237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 2
156.208. 85. 44 |Egypt 147. 237.77. 216 |dover i df .i Bad TCP sequence ig;e”ansm't wth different wndow | oo |2
Sreanming Engine: TCP Invalid i i ssi
157.55.39.32  |wited Sates [147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. Packet | 2
Ret r ansmi ssi on dropped.
141.212. 122. 200|lhited Sates |147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
213.57.107.10 |[Israel 147.237.72. 167 |ishurimaka. idf.il |Bad TCP sequence I'nval i d ACK nunber nmonitor |1
84.108. 90. 89 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |1
62.210. 142. 238 |France 147.237.8.27 |e.nadimatal .idf.il |Geo-| ocati on enf or cenent Geo- 1 ocation i nbound enf or cenent drop 1
123.126.113.80 |Chi na 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
199. 30. 72. 92 Uited Sates |147.237.77.216|dover.idf.il Bad TCP sequence I'nval id ACK nunber alert 1
141. 212. 122. 204|hited Sates |147.237.76.39 |nobile neitav.idf.i|SYN At ack SYN -> SYN-ACK -> RST rej ect 1
97.94.241.237 |lhited Sates [147.237.76.86 |[navy.idf.il Bad TCP sequence Inval i d ACK nunber noni tor |1
62.210. 142. 238 |France 147.237.8.45 |e.eitan.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
156. 208. 85. 44  |EHgypt 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1
141.212.122. 196|hited Sates |147.237.76.31 [nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
199. 30. 72. 92 Uhited Sates |147.237.77.216|dover.idf.il Bad TCP sequence I'nval id ACK nunber monitor |1
79. 180. 28. 83 | srael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
169. 57. 0. 199 Mexi co 147.237.77. 121 |e. navy. i df . i1 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent drop 1
141.212.122. 205|Wnited Sates [147.237.76.39 |nobile. neitav.idf.i|SYN At tack SYN -> SYN-ACK -> RST rej ect 1
106. 38. 241. 106 |Chi na 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
185. 32.179. 159 |Israel 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
62.210. 142. 238 |France 147.237.8.50 |e.tikshuv.idf.il |Geo-| ocati on enforcenent Geo-1 ocati on inbound enf or cenent drop 1
141.212.122. 197 |nited Sates |147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
207.46.13.136 |UWited Sates |[147.237.72.166|aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 1
193. 43. 245. 250 |l srael 147.237.77. 216 |dover.i df i drop First packet isn't SN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
84. 95. 208. 20 | srael 147.237.77.216|dover. i df . i | Mil tipl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 98
84. 95. 208. 20 I srael 147.237.76.200|ei tan. aka. i df.i| |[Miltiple Wauthorized URL Access from 84. 95, 208. 20 B ock 84
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 8
84. 95. 208. 20 | srael 147.237.77.233|atal .idf.il Dstributed PHP At enpt B ock 6
149. 202. 239. 134|France 147.237.77. 216 |dover.i df .i | Paraneter Type Mol ati on PageNumin waw i df . il/1283-en/ dover. aspx B ock 6
208.115.113.88 |lhited Sates [147.237.76.86 |navy.idf.il Mil ti pl e Unaut hori zed URL Access from 208. 115. 113. 88 B ock 6
199. 30. 24. 183 |Uhited Sates |[147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 3
199.30.24.211 |lnited Sates |147.237.77.216|dover.idf.il Ostributed Whaut hori zed URL Access on ww i df.il/error. htm B ock 3
199. 30. 25. 45 Lhited Sates |147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 3
199.30.16. 189 |Uhited Sates |[147.237.77.216(|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 3
65. 55. 210. 88 Lhited Sates |147.237.77.216|dover.idf.il Ostributed Wnaut hori zed URL Access on ww i df.il/error. htm B ock 3
157.55.39. 163 |lhited Sates [147.237.72.166|aka.idf.il Ml tipl e Unaut hori zed URL Access from 157.55. 39. 163 B ock 3
156. 208. 85. 44  |Egypt 147.237.77.216|dover. i df .i | D stributed Lhaut hori zed URL Access on www i df.il/error.htm B ock 2
66.249. 79. 75 I srael 147.237.77. 216 |dover.i df . i | Uhaut hori zed URL Access to wwwuidf.il/tenpl ates/articl e/ watch B ock 2
] . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il v navy. i df . 1/994- 8613- he/ navy. aspx. aspx Bl ock 2
130. 185. 155. 82 |Sweden 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to wa i df.il/wp-1ogin. php Bl ock 1
81.111. 195. 163 Ei"";gegom 147.237.77.74 |lawidf.il Unaut hor i zed URL Access to wiw nag.idf.il/wp-1 ogin. php B ock 1
65.55.210. 137 |lhited Sates |147.237.72.156|anan.idf.il Lhaut hori zed URL Access to waw aman. idf.il/scripts. asnx/getjs Bl ock 1
’ . . Unaut hori zed URL Access to
207.46.13.136 |lhited Sates |147.237.72.166|aka.idf.il akaLidf il /mainrabanut/ v rabanut - downl oads. webs. com Bl ock 1
. . Unaut hori zed URL Access to
66.249.78.246 |l srael 147.237.72.166 |aka. i df . i | 147. 237. 72. 166/ si p. st or agel {1 es/ 1/ 69051, pdf B ock 1
157.55.39. 163 [thited Sates [147.237.76.86 [navy.idf.il Ml tipl e Unaut hori zed URL Access from 157.55. 39. 163 B ock 1
. . Unaut hori zed URL Access to
66.249.66. 121 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. storagel {1 | es/ 5/ 2975. | pg B ock 1
156. 208. 85. 44  |Egypt 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to 147.237.77.216/ B ock 1
207.46.13.172 |Wnited Sates |[147.237.77.74 |lawidf.il Unaut hori zed LRL Access to waw | awidf.il/inages/ 1. he/infocenteriteni |B ock 1
157.55.39. 163 |lhited Sates |147.237.76. 147 |chi nuch. aka. i df . i|Mil tipl e Wauthorized URL Access from 157.55. 39. 163 B ock 1
. . Uhaut hori zed URL Access to
149. 202.239. 134|France 147.237.77. 216 [dover . i df . i | wwy i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
. . . Unknown Paraneter SearchText in
84.95.208.20  [Israel 147.237.76. 200 ei tan. aka. idf il | o e i1/ 938 hel ei tan. aspx None 1
. . Distributed Lhaut hori zed URL Access on
66.249. 78.234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ g yus/ gener al . aspx B ock 1
157. 55. 39. 32 Lhited Sates |147.237.72.166|aka.idf.il Unknown Paraneter catid in aka.idf.il/main/drushinigeneral . aspx None 1
128.232. 110. 28 E?';;gom 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to 147.237.77.176/ Bl ock 1
46.19. 86. 193 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 1
’ . . . Unaut hori zed URL Access to
157.55.39.163  [Lhited Sates [147.237.76.200|ei tan. aka.idf. il eitan. aka.idf.il/tenpl at es/ shared/ user control s/ navnenu/ undef i ned Bl ock !
156. 208.72.52  |Egypt 147.237.77. 216 |dover.i df .i | D stributed Wauthorized URL Access on 147.237.77. 216/ B ock
199. 47. 81. 13 Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/1497- B ock
. . O stributed Unaut hori zed URL Access on
66.249. 78.240 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
157. 55. 39. 41 Uhited Sates [147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/sitel unsel ecat bl e. aspx B ock
130. 185. 155. 82 |Sweden 147.237.77. 216 |dover . i df . i | D stributed PHP A tenpt B ock
81.111.195. 163 |ted 147.237.77.74 |lawidf.il Ostributed PHP Attenpt B ock 1
Ki ngdom
208.115.113.88 |lhited Sates [147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/main/drushi ninmsrot.aspx B ock 1
156.208.72.52 |Egypt 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed URL Access on www i df.il/error.htm B ock 1
84. 95. 208. 20 I srael 147.237.77. 216 |dover.i df .i | PHP At t enpt B ock 1
207.46.13.136 [lLnited Sates |[147.237.72.166|aka.idf.il Ml tipl e Unaut hori zed URL Access from 207. 46. 13. 136 B ock 1
. . Unaut hori zed URL Access to
66.249. 78.242 |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_st or agel f | es/ 9/ 3249, | pg B ock 1
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