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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action |Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il ock_Ip Vb _In drop 4088
176. 15. 192. 45 Russi an Federation 147.237.76. 86 navy.idf.il JIMPurple Con Limt_Htp drop 3

179. 43. 141. 194 Sntzerl and 147.237.77. 235 svivaidf.il Bock Np All Net drop 1

198. 46. 138. 106 Lhited Sates 147.237.77. 227 e. hanaz. i df .i | Block Udp All Nets drop 1

176. 15. 192. 45 Russi an Federation 147.237.76. 86 navy.idf.il JLM Under _Attack Con Htp drop 1

66. 240. 236. 119 Lhited Sates 147. 237.77. 205 prisha.idf.il Block Np All Net drop 1

179. 43. 141. 194 Sntzerl and 147.237.8. 46 e.chinuch.idf.il |Bock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site Sgnature

177.185.192. 77 |Brazil 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 4
70. 89. 127. 78 Lhited Sates 147.237.77.74 |lawidf.il 6134: HITP. SQ Injection Variable Declaration Evasion |B ock 4
195. 234.228. 90 |Ger many 147.237.77.216 |dover.idf.il 5670: HITP. SQ Injection (SELECT) B ock 4
87.70. 46. 183 I srael 147.237.0.34  |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LRL B ock 4
213.247.63.11 |Netherl ands 147.237.77.226 |wnwn, chamat z. aka. i df . i | 6134 HITP. SQ Injection Variable Declaration BEvasion |B ock 4
87.242.112.35 |Russian Federation |147.237.76.42 |refuah.idf.il 5670: HTTP. SQ Injection (SELECT) B ock 4
59. 120. 255. 127 |Tai wan 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 4
66. 135. 63. 82 Lhited Sates 147.237.77.74 |lawidf.il 6134: HITP. SQ Injection Variable Declaration Evasion |B ock 4
177.185.192. 77 |Razil 147.237.0.34  |tikshuv.idf.il 6134: HITP. SQ Injection Variable Declaration Evasion |B ock 3
106. 38. 241. 106 |Chi na 147.237.76.42 |[refuah.idf.il C1000071: HTTP: User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 |Chi na 147.237.77.176 |mat pash. i df.i | CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
151.80.31.159 |Rrance 147.237.77.233 |atal .idf.il C1000146: HTTP.  AhrefBot craw er B ock 1
177.185.192. 77 |Brazil 147.237.0.34  |tikshuv.idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
106. 38. 241. 106 |Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP:. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

177.185.192. 77 |147.237.0.34 |Brazil tikshuv.idf.il QA Injection - Select From 13
70. 89.127. 78 147.237.77.74 |lhited Sates  [lawidf.il SQ Injection - Select From 12
59. 120. 255. 127 |[147.237.77. 74 |Taiwan lawidf.il S Injection - Select From 12
213.247.63.11 |147.237.77. 226 |Net her | ands wiw chanat z. aka. i df il [SQL I njection - Select From 12
177.185.192. 77 (147.237.77.74 |Bazil lawidf.il SQ Injection - Select From 11
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 11
87.242.112.35 |(147.237.76. 42 gj::;”ion refuah.idf.il SQ Injection - Select From 6
66. 135. 63. 82 147.237.77.74 |Uited Sates  [lawidf.il S Injection - Select Fom 6
195. 234. 228. 90 |147.237. 77. 216 |Ger many dover.idf.il QA Injection - Select From 4
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
198.61.229.62 [147.237.0.34 |thited States  [tikshuv.idf.il SERVER APACHE Apache nod_ssl non-SSL connection to SSL 1

port denial of service attenpt

183. 60. 48. 25 147.237.0.35 |China akavs. i df .i | ET SCAN Potential SSH Scan 1
177.185.192. 77 |147.237.0.34 |Bazl tikshuv.idf.il ET VBB SERVER SQi - SHLECT and sysobj ect 1
198. 20. 69. 98 147.237.77. 176 |Lhited Sates nat pash. i df .i ET DRCP Bshi el d B ock Li sted Source 1
183. 60. 48. 25 147.237.0.19 |China madi matal .idf.il ET SCAN Potential SSH Scan 1
109. 235. 254, 181|147. 237. 8. 45  |Turkey eeitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
80. 82. 78. 38 147.237.76. 34 |Net her| ands yohal an. i df . il ET SCAN NVAP -sS w ndow 1024 1
46.4.79.76 147. 237. 76. 201 |Ger many eatal.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
Syrian Arab s . .
178. 171. 251. 240 Republ i ¢ 147.237.77. 216 |dover. i df . i1 Bl ock HTTP Non Conpli ant Response out of state nonitor  |19147
Syrian Arab R SYN+AXK retransmit with different .
178. 171. 251. 240| 3 ' 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence wi ndlow scal & nonitor  |4083
Syrian Arab s . .
178. 171. 251. 240| o ' 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 2637
178. 171. 251. 240 z:)'u‘g‘rifab 147. 237. 77. 216 |dover. i df .i drop Frst packet isn't SIN drop 1122
178.171. 251. 240 Z:)'ugﬂﬁ(ab 147. 237. 77. 216 |dover . i df . Bad TCP sequence monitor  |109
Sreaming Engine: TCP Invalid i i ssi
84.189. 200. 118 |Ger many 147. 237. 77. 216 |dover. i df .1 9 =g Invalid segnent retransmssion. Packet |, 108
Ret r ansmi ssi on dr opped.
Sreaning Engine: TCP Invalid i i SSi
84.95.208.20  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. Pecket |, 63
Ret ransni ssi on dr opped.
84. 95. 208. 20 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 48
212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 43
67.21.111.109 |Canada 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 35
Sreanming Engine: TCP Invalid i i ssi
84.95.208.20  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. Packet |, 33
Ret r ansmi ssi on dr opped.
Syrian Arab s .
178. 171. 251. 240 Republ i ¢ 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber alert 28
Syrian Aab R . )
178.171. 251. 240 Republ i ¢ 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACGK nunber moni tor |28
159. 203. 100. 118|lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 23
Sreanming Engine: TP Invalid i i ssi
2.53.174.15  |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. Packet | ., 21
Ret r ansmi ssi on dr opped.
37.142.249. 184 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 20
178. 171. 251. 240 z:)'ugﬂﬁ(ab 147. 237. 77. 216 |dover . i of . i | SYN At t ack rej ect 20
Syrian Arab R . .
178. 171. 251. 240 Republ i ¢ 147.237.77. 216 |dover. i df . i1 Bad TCP sequence Invalid sequence nunber monitor |13
2.53. 159. 236 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 13
178. 171. 251. 240 z:)'u‘g‘rifab 147. 237. 77. 216 |dover. i df . i SYN At tack SYN -> SYN-ACK -> Ti neout alert 11
155. 254. 215. 130|Bahrai n 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
Sreanming Engine: TP Invalid i i ssi
2.53.171.158  |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. Packet |, 9
Ret r ansmi ssi on dr opped.
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
178. 171. 251. 240 z:)'ugﬂﬁ(ab 147. 237. 77. 216 |dover . i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TGP Invalid i i ssi
84.95.208.20 |israel 147.237.0.34  |tikshuv.idf.il 9 =9 Invalid segment retransmssion. Packet |, 6
Ret r ansmi ssi on dr opped.
212.76.127. 44 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 6
Sreaming Engine: TCP Invalid i i ssi
80. 178. 187. 105 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. Packet |, 6
Ret r ansmi ssi on dr opped.
176. 15. 192. 45 R‘SIS::I”im 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6
Sreaming Engine: TCP Invalid i i ssi
2.53. 160. 69 I srael 147.237. 77. 243 |robi 1 e. i of . i | 9 =g Invalid segnent retransmssion. Packet |, 6
Ret r ansmi ssi on dr opped.
192. 249. 66. 247 |lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 5
109.66.69.18  |Israel 147.237.76.31 |nakchal .icf.il  |Bad TCP sequence i;;e”ansm't with different wndow | ooitor |5
188. 120. 154. 48 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreaning Engine: TGP Invalid ' i ssi
157.55.39.32  |Wited Sates  |147.237.72. 166 |aka. i df i 9 =9 Invalid segnent retransmssion. Packet |, 4
Ret ransni ssi on dr opped.
i S reaming Engi ne: TCP i
178. 171. 251, 240" @n Aab 147. 237. 77. 216 |dover . i of . i | 9 =9 TCP segnent out of naxi mumal foved (. 4
Republ i ¢ Segnent Limt Enforcenent sequence. Packet dropped.
46. 19. 86. 75 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
Sreaming Engine: TCP Invalid i i ssi
157.55.39. 163 |Wnited Sates  |147.237.72. 166 |aka idf .l 9 =g Invalid segnent retransmssion. Packet |, 4
Ret r ansmi ssi on dr opped.
Sreaning Engine: TCP Invalid i i SSi
207.46.13.82  |Wnited Sates |147.237.72.166 |aka.idf.il 9 =g Invalid segnent retransmssion. Packet |, 4
Ret ransni ssi on dr opped.
Sreaming Engine: TCP Invalid i i ssi
207.46.13.136 |Wited Sates  |147.237.72. 166 |aka idf.il 9 =g Invalid segnent retransmssion. Packet |, 4
Ret r ansmi ssi on dr opped.
Sreaning Engine: TCP Invalid i i SSi
46.19. 85. 73 I'srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. Packet |, 3
Ret ransni ssi on dr opped.
Sreaming Engine: TCP Invalid i i ssi
46.19.85.215  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. Packet |, 3
Ret r ansmi ssi on dr opped.
Sreaning Engine: TCP Invalid i i SSi
87.105.15.131 |Pol and 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. Packet |, 3
Ret ransni ssi on dr opped.
66.87.125.227 [Wited Sates |147.237.77.176 |natpash.idf.il |SYN Attack rej ect 3
Sreaning BEngine: TQP Invalid i i ssi
178. 255. 215. 87 |France 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. Packet |, 3
Ret r ansm ssi on dr opped.
46. 19. 85. 10 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACGK nunber aert
109. 186.49.99 |lIsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
178.171. 251. 240 Z:)'ugﬂﬁ(ab 147. 237. 77. 216 |dover. i df . Bad TCP sequence SYN retransnit vith different sequence [al ert 3
46. 19. 85. 10 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreaning Engine: TQP Invalid i i ssi
77.126.168.47 |Israel 147.237. 72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. Packet |, 3

Ret ransm ssi on

dr opped.
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A tacker .
Attacker Address count ry Target Address |[Ste Signature
31. 210. 186. 135 |l srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval id ACK nunber noni t or 3
98.200.7.41 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Site Sgnature Acti on ‘Count
84. 95. 208. 20 | srael 147.237.77.216|dover. i df .i | Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 B ock 89
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 Bl ock 72
wwv. chamat z. aka. i d ) )
84. 95. 208. 20 | srael 147.237.77. 226 £l Mil tiple Wauthorized URL Access from 84. 95. 208. 20 B ock 23
84. 95. 208. 20 I srael 147.237.77. 216 |dover. i df . i | PHP At tenpt B ock 11
wwv. chamat z. aka. i d
84. 95. 208. 20 | srael 147.237.77. 226 £l PHP At t enpt Bl ock 10
84. 95. 208. 20 | srael 147.237.77.233|atal .idf.il Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 B ock 8
84. 95. 208. 20 I srael 147.237.76.200|ei tan. aka. i df .i | Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 Bl ock 5
84. 95. 208. 20 I srael 147.237.76.86 [navy.idf.il Ml tiple Unauthori zed URL Access from 84.95. 208. 20 Bl ock 5
84. 95. 208. 20 I srael 147.237.77.234|hal ag. i df . il Mil tipl e Unauthorized URL Access from 84.95. 208. 20 B ock 4
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il PHP At t enpt Bl ock 3
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il [Miltiple Unauthorized URL Access from 84.95.208. 20 Bl ock 3
84. 95. 208. 20 | srael 147.237.0.34 |tikshuv.idf.il Mil tipl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 3
. . Unaut hori zed URL Access to
77.126.168. 47 |[Israel 147.237.72. 166 |aka. i df . i | voww aka, i of i |/ i 1V gi yus/ ww navy. i df i | B ock 3
65.55.210.179 |lLhited Sates 147.237.77.216|dover.i df .i | D stributed Lhauthori zed URL Access on v i df.il/error. htm|B ock
199. 30. 24. 99 Lhited Sates 147.237.77.216|dover . i df . il D stributed Uhaut hori zed UR. Access on waidf.il/error. htm|B ock
Unaut hori zed Met hod CPTI ONS for
181.64.202.15 |Peru 147.237.72. 166 |aka. i df . i | v aka. i df . i |/ nai i/ gi yus/ aut hent i cat i onser vi ce. asnx/ get aut h |Bl ock 2
user
84. 95. 208. 20 I srael 147.237.77. 176 |mat pash. i df . i | Ml tiple Unauthori zed URL Access from 84.95. 208. 20 Bl ock
199. 30. 24. 169 Lhited Sates 147.237.77.216|dover . i df .i | O stributed Uhaut horized URL Access on waw idf.il/error. ht m|B ock
171.8.167. 67 Chi na 147.237.77.216|dover.i df .i | D stributed Unhaut hori zed URL Access on v i df.il/anan Bl ock
. . Unaut hori zed URL Access to
2.53.25. 247 | srael 147.237.76.42 |refuah.idf.il vow refua. atal i df i1 /tenpl ates/ general /nobi | e B ock 2
171. 8. 167. 70 Chi na 147.237.77. 216 |dover . i df . i | D stributed Uhaut hori zed UR. Access on wwwidf.il/aman Bl ock
208.54.85.173 [lnited Sates 147.237.77. 216 |dover.i df .i | Unaut hori zed LRL Access to wwuidf.il/atal 1/izkor/nain. asp |B ock
82.80. 166. 189 I srael 147. 237.77. 216 |dover . i df . i | Wnaut hori zed LRL Access to Bl ock 1
ww i df . i1/ resourcel userfol | ow esour cel creat e/
157.55.39. 163 [Lhited Sates 147.237.76.86 |[navy.idf.il Lhaut hori zed URL Access to navy.idf.il/ishurim B ock 1
. . Unaut hori zed URL Access to
109.66.69.18 [l srael 147.237.76.31 [nakchal .idf.il 147. 237. 76. 31/ 894- hel nakhal . aspx Bl ock 1
27.221.19.16 Chi na 147.237.77.216|dover. i df .i | D stributed Uhaut hori zed LRL Access on v i df.il/anan B ock 1
. . Unaut hori zed URL Access to
84. 95. 208. 20 I srael 147.237.77. 216 |dover.i df .i | v i df i 1/t enpl at es/ honepage! pi wi k. php B ock 1
220. 181. 132. 216|Chi na 147.237.77.216|dover.i df .i | D stributed Unaut hori zed LRL Access on v i df.il/anan Bl ock 1
157.55.39. 6 Lited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
. . D stributed Unaut hori zed URL Access on
66.249. 78.234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
171.8.167. 62 Chi na 147.237.77.216|dover. i df .i | D stributed Unhaut hori zed LRL Access on v i df.il/anan B ock 1
117.78.13. 29 Chi na 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/894-he Bl ock 1
52.23.117.198 |lnited Sates 147. 237.77. 216 |dover . i df . i | Wnaut hori zed LRL Access to - Bl ock 1
W i df . i1/ newsi t e/ engl i sh/ nai n. asp
Pal estinian Territory, . . Unaut hori zed URL Access to
185.6.58.20 Qccupi ed 147.237.77. 176 |nat pash. idf.il WA cogat . i df . i1/t enpl at es/ general / nobi | e Bl ock !
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | PHP Att enpt Bl ock 1
. . Unaut hori zed URL Access to
66.249.78.248 |[Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st oragel fi | es/ 1/ 2401 | pg B ock 1
: . . D stributed Unaut hori zed URL Access on
157.55.39. 125 |[lhited Sates 147.237.76.31 |nakchal .idf.il nakhal .i df i 1/ page. asp B ock 1
84. 95. 208. 20 I srael 147.237.77. 176 |mat pash. i df . i | PHP At tenpt B ock 1
: . . Unaut hori zed URL Access to
207.46.13.9 Lhited States 147.237.76.86 |navy.idf.il v navy. i df i 1/1132- 8613- he/ navy. aspx. aspx B ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il |PHP Attenpt B ock 1
124.205.8.165 |China 147.237.77.216|dover.i df .i | D stributed Unhaut hori zed URL Access on v i df.il/anan Bl ock 1
54.210.18.124 [lnited Sates 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt Bl ock 1
194. 228. 13. 149 |Czech Republic 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to www aka. i df.il/main/eng Bl ock 1
66.249. 79. 75 I srael 147.237.77. 216 |dover.i df . i | D stributed Uhaut hori zed URL Access on wawidf.il/error. htm|B ock 1
157.55.39. 145 |Uhited Sates 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to nakhal .idf.il/page. asp Bl ock 1
84. 95. 208. 20 I srael 147.237.77. 234 |hal ag. idf.il PHP Att enpt B ock 1
207. 46. 13. 82 Lhited Sates 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 207. 46, 13. 82 Bl ock 1
141.8.132.78 Russi an Federation  [147.237.77.216|dover.idf.il Unaut hori zed URL Access to www idf.il/1283-18166- Bl ock 1
54.210.18.124 |lhited Sates 147.237.77.74 |lawidf.il Unhaut hori zed URL Access to 147.237.77. 74/ robot s. t xt Bl ock 1
www. chamat z. aka. i d i
84.95.208.20 | srael 147.237.77. 226 | " Wnaut hori zed LRL Access to o Bl ock 1
f.il waw chanat z. aka. i df . i |/t enpl at es/ honepage/ di v.item

04-17-2016-02:04:03 to 04-17-2016-03:04:03




